ATSU ‘ Kirksville College of
Osteopathic Medicine

Policies, Procedures,
and Processes

Updated 10/2023




ATSU ‘ Kirksville College of
Osteopathic Medicine

Policies, Procedures, and Processes
Table of Contents

Standard 1: Mission and Governance

Policy 1.4 Governance & Program

a. ATSU Bylaws and Board of Trustee Members

ATSU Conflict of Interest Policies
ATSU Due Process Policies
ATSU Confidentiality Policies
ATSU Fiscal Management and Accountability Policies
ATSU Ethics Policies
Policy 1.6 Degree-Granting Body

=0 o0 T

Standard 2: Leadership and Administration
Policy 2.4 Accreditation Standard Complaint
a. ATSU-KCOM Accreditation Complaint Policies

Standard 4: Facilities
Policy 4.2-1 Security and Public Safety

Standard 5: Learning Environment
Policy 5.1 Professionalism
a. ATSU Professionalism Policies
b. ATSU-KCOM Professionalism and Ethics Committees
Policy 5.2 Diversity
a. ATSU Diversity Recruitment and Retention Policies
b. ATSU Diversity Resources
Policy 5.3 Safety, Health, and Wellness
Policy 5.4 Patient Care Supervision

Standard 6: Curriculum
Process 6.2 Programmatic Level Educational Objectives
Policy 6.3 Maximum Length of Completion
Policy 6.9 Clinical Education Policies, Procedures, and Protocols
Policy 6.11 Comparability Across Clinical Education Sites



ATSU ‘ Kirksville College of
Osteopathic Medicine

Standard 7: Faculty and Staff
Policy 7.2/7.8 Faculty Approvals at All Teaching Sites/Faculty Appointment and

Advancement

Standard 8: Scholarly Activity
Policy 8.4 Student Participation in Research and Scholarly Activity

Standard 9: Students

Policy 9.1/9.3 Admissions and Transfers

Policy 9.2 Academic Standards

a. ATSU-KCOM Grading Policies

ATSU-KCOM Attendance Policies
ATSU-KCOM Tuition and Fees Policies
ATSU-KCOM Tuition Refund Policy
ATSU-KCOM Student Promotion Board and Retention Policy
ATSU-KCOM Graduation Policies
ATSU-KCOM Student’s Professional Rights, Responsibilities, and Conduct
ATSU Policy on Filing of Grievances and Appeals/Complaint Resolution

S @ S0 o 0 T

Process

Policy 9.4 Secure Student Recordkeeping

a. ATSU University Student Records Policy
ATSU FERPA Policies
ATSU Employee Training Requirements
ATSU HIPAA Policies
ATSU General Order on General Orders Policy
ATSU Record Retention Policy (Appendix A)
Policy 9.8 Mental Health Services

=0 o0 T

Policy 9.9 Physical Health Services

Policy 9.10 Non-Academic Health Professionals - Faculty Members Providing Health Care
Services to Osteopathic Medical Students

Policy 9.11 Health Insurance

Standard 10: Graduate Medical Education (GME)
Policy 10.1 Osteopathic Educational Continuum
Policy 10.2 ACGME Accredited GME

Standard 11: Program and Student Assessment and Outcomes

Policy 11.4a COMLEX-USA



AT SU Kirksville College of
Osteopathic Medicine

ATSU and ATSU-KCOM Policies & Resources for
COCA Standard No. 1.4: Governance & Program Policies

Signature: On file in Dean’s office Date Approved: December 12, 2019

PURPOSE

In accordance with the Commission on Osteopathic College Accreditation (COCA) Standard 1.4, A.T. Still
University-Kirksville College of Osteopathic Medicine is required to have a governing body, that defines
the mission of the COM and/or institution, approves the strategic plan, provides financial oversight,
and approves requisite policies. The COM must publish and abide by policies regarding conflict of
interest (for board members, employees, and institutionally employed faculty); due process for
employees, students, and credentialed instructional staff; confidentiality of employee, student, and
medical records; fiscal management; and ethics. The ethics policy must incorporate the American
Osteopathic Association Code of Ethics.

POLICIES & RESOURCES
ATSU-KCOM meets COCA standard 1.4 via the follow policies and resources:

e Bylaws
o ATSU Bylaws
o Board of Trustee Members
e Policies and/or Resources
o Conflict of Interest Policies
m Board of Trustee - Conflict of Interest
m  ATSU Policy No. 10-212 Conflict of Interest
m  ATSU Employee Handbook
o Due Process

m  ATSU Policy No. 90-100 Equal Employment Opportunity
m  KCOM Faculty Handbook
® Due Process - Misconduct hearing - pg 17
ATSU Policy No. 90-209 Employee Problem Solving Procedure
ATSU Catalog - Student Academic Appeals
ATSU Student Handbook (Appendix B) Code of Behavioral Standards (Appeal) (page 34)
ATSU Student Handbook (Appendix G) Process for Requesting Academic
Adjustments (Accommodations) for Students with Disabilities (page 76)
m  ATSU Policy No. 10-216 Whistleblower Policy
o Confidentiality
m  ATSU Policy No. 10-216 Whistleblower Policy
m  ATSU Policy No. 90-210 Prohibition of Discrimination, Harassment, and
Retaliation
m  ATSU FERPA Information for Students
m  ATSU FERPA Information for Faculty and Staff
m  ATSU HIPAA Policies (intranet website)
o Fiscal Management and Accountability

ATSU-KCOM Policy 1.4 Governance & Program Policy Resources


https://www.atsu.edu/about-atsu#trustees
https://www.atsu.edu/department-of-student-affairs/enrollment-services/my-academics#ferpa-student-privacy
https://www.atsu.edu/department-of-student-affairs/enrollment-services/my-academics#ferpa-student-privacy
https://sites.google.com/a/atsu.edu/human-resources/Home/laws-and-policies/hipaa-policies
https://www.atsu.edu/prohibition-of-discrimination-harassment-and-retaliation
https://catalog.atsu.edu/content.php?catoid=23&navoid=1030#academic-appeals
https://catalog.atsu.edu/mime/media/24/338/University+Student+Handbook+23-24+%28July%29.pdf
https://catalog.atsu.edu/mime/media/24/338/University+Student+Handbook+23-24+%28July%29.pdf

ATSU Kirksville College of
Osteopathic Medicine

ATSU Policy No. 10-214 Public Availability

ATSU Policy No. 20-117 Financial Conflict of Interest (FCOI) in Research
ATSU Policy No. 50-326 Financial Information Safeguards

ATSU Policy No. 75-101 Purchasing Policy and Procedure

ATSU Policy No. 10-210 Red Flags Rule

o Ethics
m ATSU Policy No. 10-220 Code of Ethical Standards
m KCOM Faculty Handbook
e Code of Ethical Standards - pg 15

REVIEW(S)
Policy & Resources reviewed by:
KCOM Dean - December 12, 2019

ATSU-KCOM Policy 1.4 Governance & Program Policy Resources
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ATSU-KCOM Policy No. 1.6:
Degree-Granting Body

Signature: On file in Dean’s office Date Approved: December 19, 2019

PURPOSE

In accordance with the Commission on Osteopathic College Accreditation Standard 1.6, ATSU-
KCOM is required to confer the degree Doctor of Osteopathic Medicine (DO) upon those
students who have satisfactorily completed the requirements for graduation and have been
recommended for graduation by the COM’s faculty

POLICY

The ATSU-KCOM faculty will meet annually to review the students who have satisfactorily
completed the requirements for graduation and vote to recommend such students to the
President of ATSU to confer the degree of Doctor of Osteopathic Medicine.

This policy will assure that all candidates for a DO degree will have met the graduation
requirements outlined in the ATSU University Catalog including to have “been approved by
faculty vote for promotion to graduation.”

PROCESS

A. The full Faculty Assembly* holds a meeting no later than April of each year.

B. The Associate Dean for Medical Education provides the proposed list of graduates to the
Faculty Assembly with data summarizing each student’s satisfactory performance in
each of the core competencies.

C. The Chair of the KCOM Faculty Senate** requests a motion, second, and, after any
appropriate discussion, a vote by the assembly.

D. The faculty is given time to review the list and provide any comments or concerns or ask
guestions of the Associate Dean for Medical Education and the KCOM Student
Promotion Board.***

E. The faculty members present for the meeting typically vote to approve the entire slate
of candidates for the DO degree. However, using Robert’s Rules of Order (e.g., motion,
second, discussion, vote), the faculty can vote on one or more candidates individually.

F. Only those students who have successfully completed all graduation requirements will
be allowed to graduate.

G. Students scheduled to complete all graduation requirements prior to December 31st of
the graduating year will be allowed to participate in the commencement ceremony,
although no degree will be conferred until all requirements are successfully completed.

H. The list of candidates is then sent to the Dean, who presents the final approved list of
graduates to the ATSU President.

DEFINITIONS

*The KCOM Faculty Assembly is comprised of all faculty members excluding the associate and
assistant deans and dean.

**The Faculty Senate is comprised of one representative of each department within the college
as elected by said department.

ATSU-KCOM Degree-Granting Policy 1.6
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***The KCOM Student Promotion Board is the disciplinary board of the College responsible for
the review and assessment of academic progress and professionalism of all students to assure
adequate progress is made toward the doctor of osteopathic medicine degree. It is comprised
of five voting members from the faculty.

REFERENCE FILE(S)
ATSU-KCOM Catalog: Graduation Requirements

REVIEW(S)
Process reviewed by:
KCOM Dean - December 12, 2019

ATSU-KCOM Degree-Granting Policy 1.6


https://catalog.atsu.edu/preview_program.php?catoid=23&poid=534&returnto=1107#graduation-requirements
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ATSU and ATSU-KCOM Policy No. 2.4
Accreditation Standard Complaint Policy

Signature: On file in Dean’s office Date Approved: December 19, 2019
Updated: September 12, 2023

PURPOSE

In accordance with the Commission on Osteopathic College Accreditation (COCA) standard 2.4,
A.T. Still University-Kirksville College of Osteopathic Medicine must publish policies and procedures
that include a confidential accreditation standard complaint resolution process that includes a
description of how these complaints are filed with the COM, resolved through an adjudication
process (without retaliation), and maintained through the COM’s records retention system. The
accreditation standard complaint filing process must also include instructions on filing confidential
complaints directly with the COCA and the contact information of the COCA.

This policy outlines student complaint filing regarding accreditation standards, confidential
complaint filing, conflict resolution processes, and records retention.

POLICY

If a student has a complaint that the school is not following the COM Continuing Accreditation
Standards, a complaint may be filed with:

Secretary, COCA, American Osteopathic Association
142 E. Ontario St.,

Chicago, IL60611-2864

or via email to predoc@osteopathic.org

The COM Accreditation Standards and Procedures can be found at www.aoacoca.org.

Complaints must be submitted within two years of the alleged incident that is the basis of the
complaint.

The COCA does not mediate on behalf of a complainant or otherwise intervene in decisions
made by an accredited program.

Complaints may be filed by any individual or group, including but not limited to the following:

e An osteopathic medical student;

e Anindividual, organization, or institution academically or professionally affected by the
accreditation program; or

e A member of the public.

Students who file complaints will not be retaliated against. A student may file complaints within
the College or University without retaliation.

PROCEDURE

The Commission on Osteopathic College Accreditation Complaint Filing and Adjudication:

Students can make a complaint to the Commission on Osteopathic College Accreditation (COCA) in
writing following the information found on the www.aoacoca.org website. The complaint must be
in writing and signed by the complainant. Per the COCA, complaints will not be processed if

ATSU-KCOM Policy 2.4 Accreditation Standard Complaint


predoc@osteopathic.org
http://www.aoacoca.org/
http://www.aoacoca.org/
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submitted anonymously. The complainant must use the proper COCA Complaint Form to provide a
narrative of allegations in relation to the accreditation standard(s) or procedures and include any
documentation that could support the allegation. Note: While a complaint must be signed by the
complainant, the COCA does not disclose the identity of the complainant to any other third party.
Names of all individuals identified in the complaint will be redacted. COMPLAINTS MADE DIRECTLY
TO THE COCA WILL BE KEPT ANONYMOUS TO THE KIRKSVILLE COLLEGE OF OSTEOPATHIC MEDICINE.

A complaint must present a concern regarding one or more violations of accreditation standards or
procedures and must be based on direct and responsible information. A citation to the relevant
standard or procedure must be included as well. The complainant must provide a narrative of their
allegation as it relates to the accreditation standards or procedures and include any documentation
that could support their allegation. This information must be accurate and well documented. The
complainant must provide evidence that an effort has been made to resolve the problem through
COM administration, which is the recommended route, and must include information about all
other actions taken to resolve the problems before filing the complaint with the COCA.

Within ten (10) business days of receipt of a signed complaint, copies of the complaint will be sent to
the COM'’s Chief Executive Officer or Chief Academic Officer for response to the complaint. The COM’s
Chief Executive Officer or Chief Academic Officer will have fifteen (15) business days to respond. The
complaint and the COM’s response will be forwarded to the COCA Chair who will either ask the COCA
Executive Committee or appoint an ad hoc subcommittee to determine whether the complaint merits
further investigation. The above-referenced time frames may be extended by the COCA Secretary
when circumstances warrant.

Response to Complaints

The decision of the COCA Executive Committee or ad hoc subcommittee will be communicated to the
complainant and the COM in writing. The complainant will not be informed of the result of any such
investigation. This process will be concluded within 15 days.

Further Complaint Investigation

If an investigation is warranted, the COCA Secretary, in cooperation with AOA corporate counsel and
the COCA Executive Committee or the ad hoc subcommittee will initiate a formal review within thirty
(30) days from the decision to initiate an investigation. The COCA Executive Committee or the ad hoc
subcommittee will decide what mode of investigation is most appropriate for the complaint, which
may include a written progress report, on-site visit, or any investigation deemed appropriate.

The COCA Executive Committee or the ad hoc subcommittee’s findings will be forwarded to the COCA.
Based upon these findings, the COCA may take either of the following actions:

e Dismiss the complaint and report that the COM is in compliance with the accreditation
standards; or

e Notify the COM in question that, based on an investigation, the COCA has determined that the
COM fails to meet the accreditation standards.

ATSU-KCOM Policy 2.4 Accreditation Standard Complaint


https://osteopathic.org/wp-content/uploads/COCA-Complaint-Form.pdf
https://osteopathic.org/wp-content/uploads/COCA-Complaint-Form.pdf
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If the COM has been found to be out of compliance with any accreditation standard, the COCA may
require any one or more of the following methods of review:

e Areport outlining the COM’s plans to address the deficiencies outlined by the COCA;

e A progress report documenting the COM’s planning and its implementation of the plans; or

e An on-site visit to determine whether a change in the accreditation status of the COM is
warranted.

These procedures should be completed, and the COM notified within fifteen (15) days of the COCA
decision. Any such accreditation decision or action of the COCA will be subject to the reconsideration
and appeal procedures set forth in these Policies and Procedures.

Investigation and Resolution of a Complaint Against the COCA or Administrative Staff The complaint
must be in writing and signed by the complainant. All signed complaints must be submitted to the
Secretary, COCA, American Osteopathic Association, 142 E. Ontario St., Chicago, IL 60611, or via email
to predoc@osteopathic.org.

The COCA Secretary, in conjunction with AOA General Counsel, will present the complaint to the COCA
Chair, Vice-Chair, and, when applicable, affected staff members. A subcommittee of the COCA will be
appointed by the COCA Chair to formally review the complaint and develop a response. This
subcommittee review process and response will be completed and forwarded to the COCA within
thirty (30) days of the date that the subcommittee is convened.

The COCA will consider the complaint and the response at its next regularly scheduled meeting. The
complainant will be invited to appear before the COCA to present respective views to attempt an
agreed resolution. The final action of the COCA will be communicated to the complainant within
fifteen (15) business days of the COCA’s decision.

For additional information, contact COCA staff at predoc@osteopathic.org or (312) 202-8124.

ATSU Confidential Complaint Filing

o ATSU offers a fraud hotline for students wishing to make an anonymous complaint. Students
may do so AT ANY TIME using the 24-hour service at 1.855.FRAUD-HL or use the secure
online reporting form at fraudhl.com. Reference companyID (“ATSU”) when making a report.

o Once an anonymous complaint is received, it is reported to the assistant vice
president of human resources, the vice president for administration and finance/CFO,
and the President’s office. Based on the nature of the complaint, a determination is
made of where the complaint should be routed for review (e.g., issues of
discrimination or harassment are routed to the Title IX office, academic issues go to
the senior vice president of academic affairs, and/or appropriate dean, non-academic
and non-discrimination issues that are related to students go to vice president of
student affairs; allegations of legal violations or compliance concerns are routed to
legal counsel). Once the complaint is routed, the appropriate party investigates the
situation and takes appropriate action.

e Students may also file a complaint using the ATSU Student Complaint Resolution process.

ATSU-KCOM Policy 2.4 Accreditation Standard Complaint


https://www.fraudhl.com/submit-a-report/
https://www.atsu.edu/about-atsu#complaint-resolution
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ATSU Specific Complaint Filing

e For complaints related to Title IX, students may file a complaint using the ATSU Title IX
Complaint Process.

e For more information on types of specific complaints, see the ATSU Student Complaint
Resolution process.

ATSU-KCOM Conflict Resolution

e If a conflict arises, the student should attempt to resolve the issue using the Chain of
Communication outlined in the KCOM Student Manual. If not possible or not resolved, the
student may report the issue to the ATSU-KCOM Dean in writing.

e Astudent may submit a complaint related to accreditation standards and procedures to the
ATSU-KCOM Dean. Upon receipt of a written complaint, the Dean or designee will review
and evaluate all relevant information and documentation relating to the complaint and
determine the appropriate pathway for adjudication.

e The student can seek guidance from the KCOM assistant dean of academic affairs or
ATSU vice president for student affairs, as needed.

o All student complaints will be forwarded to and logged by the KCOM assistant dean
of academic affairs and made available to the COCA at the next regularly scheduled
COCA site visit. The assistant dean of academic affairs maintains the student’s
confidentiality throughout the conflict resolution process by keeping a separate file
from the student’s academic record and only accessible by the assistant dean. Log
entries include supporting documentation, actions, resolutions, and other pertinent
information.

o The details of all complaints and other documentation associated with the
complaints will be logged by the KCOM assistant dean of academic affairs
and destroyed after ten years following the incident.

e |[f the issue is not resolved by the ATSU-KCOM Dean, the student may report the issue tothe
ATSU senior vice president of academic affairs.

REFERENCE FILE(S)
The policy is referenced from the
e ATSU-KCOM Catalog:
O Program Accreditation and Complaints
e KCOM Student Manual
o Chain of Communication and Filing Complaints

o Student Complaint Resolution, including specific and general complaints

o Title IX Complaints
e AOA/COCA Complaint Procedure
o AOA/COCA Complaint Form

REVIEW(S)

Process reviewed by:
ATSU Legal Counsel - sent for review 12/9/2019
KCOM Dean - 12/9/2019

ATSU-KCOM Policy 2.4 Accreditation Standard Complaint


https://www.atsu.edu/titleix
https://www.atsu.edu/titleix
https://www.atsu.edu/titleix
https://www.atsu.edu/about-atsu#complaint-resolution
https://www.atsu.edu/about-atsu#complaint-resolution
https://www.atsu.edu/about-atsu#complaint-resolution
https://www.atsu.edu/about-atsu#complaint-resolution
https://www.atsu.edu/titleix
https://osteopathic.org/wp-content/uploads/COCA-Complaint-Form.pdf
https://catalog.atsu.edu/content.php?catoid=23&navoid=1107&program-accreditation-and-complaints#program-accreditation-and-complaints
https://osteopathic.org/index.php?aam-media=/wp-content/uploads/COCA-Complaint-Review-Procedures.pdf
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ATSU and ATSU-KCOM Policies & Resources for
COCA Standard No.4.2 Security and Public Safety Policies

Signature: On file in Dean’s office

Date Approved: December 12, 2019

PURPOSE

In accordance with the Commission on Osteopathic College Accreditation (COCA) Standard 4.2, A.T. Still
University-Kirksville College of Osteopathic Medicine is required to have adequate security systems in
place and publish and follow policies and procedures for security; students, faculty, and staff safety;
and emergency and disaster preparedness at all COM-operated teaching and core training sites. The
COM's policy must include methods of communication with students, faculty, and staff at all teaching
and training locations.

POLICIES & RESOURCES
ATSU-KCOM meets COCA standard 4.2 by adhering to the following ATSU policies and resources:

ATSU-KCOM FACILITIES MANAGEMENT POLICIES* & RESOURCES
Policy Title Policy Attachments
Number
95-101 Alcohol at ATSU Events Event Request Form
95-102 Waste Management A. Mercury Containing Equipment
B. Batteries
C. E-waste
D. Used Lamps
95-103 Lock-out /Tag-out
95-104 Missing Student Policy Attachment A - Missing Student
95-105 Incident Reporting
95-106 Hazard Communication Program
95-107 Disease Exposure Prevention & Control Plan 1. Exposure Determination
2. Hepatitis B Vaccine
Acceptance/Declination Form
TB Risk Assessment Tool
4. Post Exposure Prophylaxis Management
5. ATSU Clinic Employee Immunization
95-108 Vehicle Safety & Usage on ATSU-Approved
Business/Activities
95-109 Identification (ID) Badges Attachment A - ID Badge Guidelines
95-110 Tobacco-Free Campus & Workplace
95-111 Service & Assistance Animals
95-112 Decorations, Postings, and Bulletin Board Policy
95-113 Emergency Preparedness and Management ATSU Emergency Operations Plan
95-114 Emergency Notification and Timely Warning Timely Warning flowchart
Timely Warning Publication Determination
Form

Campus Safety Website

ATSU-KCOM 4.2 Security & Public Safety Policies & Procedures

*Note: Policies listed on the ATSU intranet website



https://www.atsu.edu/pdf/ATSU_Emergency_Operations_Plan_6-17-21.pdf
https://www.atsu.edu/security-and-emergencies
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ATSU and ATSU-KCOM Policies, Procedures & Resources for
COCA Standard No. 5.1 Professionalism

Signature: On file in Dean’s office Date Approved: December 19, 2019

PURPOSE

In accordance with the Commission on Osteopathic College Accreditation (COCA) Standard 5.1, A.T. Still
University-Kirksville College of Osteopathic Medicine is required to have policies designed to ensure
that the learning environment of its osteopathic medical education program is conducive to the ongoing
development of professional behaviors in its osteopathic medical students, faculty, and staff at all
locations and is one in which all individuals are treated with respect. A COM must have a committee, or
other approved body, that oversees professionalism. A branch campus may have its own committee/
approved body.

POLICIES, PROCEDURES & RESOURCES

ATSU-KCOM meets COCA standard 5.1 by ensuring that professionalism and ethics policies are in place
for students, faculty, and staff along with committee oversight, as well as the publication and annual
review of these policies and practices.

ATSU-KCOM meets this COCA standard via various policies:

e Human Resources Online Policy Manual (intranet website)
o ATSU Policy No. 10-220: ATSU Code of Ethical Standards

o ATSU Policy No. 90-210 Prohibition of Discrimination, Harassment, and
Retaliation

o ATSU Policy No. 10-216 Whistleblower
e ATSU Employee and Faculty Handbooks
o ATSU Employee Handbook: Code of Ethical Standards Pg. 20
o ATSU Faculty Handbook: Code of Ethical Standards Pg. 9 (intranet website)
ATSU Title IX webpage
ATSU University Student Handbook
o Code of Academic Conduct
o Appendix A Code of Conduct Sanctions (page 33)
o Appendix B: Code of Behavioral Standards (page 34)
o Appendix C: Prohibition of Discrimination, Harassment, and Retaliation (page 41)
e KCOM Student Promotion Board process and charge
o KCOM Student Promotion Board committee members
e ATSU Standards and Ethics Board Process (page 37)
o ATSU Standards and Ethics Board charge
o ATSU Standards and Ethics Board members
ATSU Risk Management & Compliance Committee Charter
ATSU-KCOM Student Manual
o Chaperoning Patient section (intranet website)
e Allinterprofessional interactions are expected to be respectful and recognize the values,
ethics, roles and responsibilities of one another.

ATSU-KCOM 5.1 Professionalism Resources


https://www.atsu.edu/titleix
https://hr.atsu.edu/policies-handbooks/atsu-policies-manual/
https://www.atsu.edu/prohibition-of-discrimination-harassment-and-retaliation
https://catalog.atsu.edu/content.php?catoid=23&navoid=1030#codeofacademicconduct
https://catalog.atsu.edu/preview_program.php?catoid=23&poid=534&returnto=1107#atsu-kcom-student-promotion-board
https://catalog.atsu.edu/mime/media/24/338/University+Student+Handbook+23-24+%28July%29.pdf
https://catalog.atsu.edu/mime/media/24/338/University+Student+Handbook+23-24+%28July%29.pdf
https://catalog.atsu.edu/mime/media/24/338/University+Student+Handbook+23-24+%28July%29.pdf
https://catalog.atsu.edu/mime/media/view/24/1232/University+Student+Handbook+23-24+%28July%29.pdf
https://hr.atsu.edu/wp-content/uploads/2023/04/University_Faculty_Handbook-UPDATED-7.1.23-1.pdf
https://catalog.atsu.edu/index.php

REVIEW(S)
Policy & Resources reviewed by:
KCOM Dean - December 19, 2019

ATSU-KCOM 5.1 Professionalism Resources
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ATSU and ATSU-KCOM Policies & Resources
for COCA Standard No. 5.2: Diversity

Signature: On file in Dean’s office Date Approved: December 19, 2019

PURPOSE

In accordance with the Commission on Osteopathic College Accreditation (COCA) Standard 5.2, A.T.
Still University-Kirksville College of Osteopathic Medicine is required to publish policies and have in
place practices that engage in ongoing, systematic, and focused recruitment and retention activities, to
achieve mission-appropriate diversity outcomes among its students, faculty, senior administrative
staff, and other relevant members of the academic community.

A COM must include in these activities the use of programs and/or partnerships with other institutions
and organizations aimed at achieving diversity among qualified applicants for medical school admission
and the evaluation of program and partnership outcomes.

A COM must make available by request three years of student, faculty, and staff demographics, at a
minimum including race/ethnicity and gender. The mechanism to request this data must be published
and easily identifiable on the COM’s website.When applicable, for any value on a table less than ten,
the COM should indicate that value as “ less than 10” in place of the value.

POLICIES & RESOURCES
ATSU-KCOM meets this COCA standard via various policies:

ATSU Policy NO. 90-100 Equal Employment Opportunity Policy
ATSU Policy NO. 90-215 Recruitment and Placement of Personnel
ATSU Policy NO. 90-210 Prohibition of Discrimination, Harassment, and Retaliation (public website)

Recruitment and Hiring Process

ATSU Diversity Strategic Plan

ATSU Diversity and Inclusion Brochure
Diversity Resources

Diversity at ATSU (public website)

Diversity Recruitment Agreements (on file)

Still Scholarship (public website)
Student Demographics (public website)

ATSU-KCOM Faculty & Staff Demographics (public website)

Additionally, ATSU will develop, implement, and maintain programs and formal partnerships for the
purpose of achieving diversity among qualified applicants for medical school admission.

REVIEW(S)
Policy & Resources reviewed by:
KCOM Dean - December 19, 2019

ATSU-KCOM 5.2 Diversity Resources


https://www.atsu.edu/diversity
https://www.atsu.edu/kirksville-college-of-osteopathic-medicine/admissions/still-scholars-admission-requirements
https://www.atsu.edu/prohibition-of-discrimination-harassment-and-retaliation
https://www.atsu.edu/pdf/atsu-diversity-and-inclusion-brochure.pdf
https://www.atsu.edu/diversity/resources
https://www.atsu.edu/institutional-effectiveness/institutional-research#student-enrollment-data-
https://www.atsu.edu/kirksville-college-of-osteopathic-medicine/about-kcom/faculty-and-staff
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ATSU and ATSU-KCOM Policies, Procedures & Resources for
COCA Standard No. 5.3: Safety, Health, and Wellness

Signature: On file in Dean’s office Date Approved: December 19, 2019

PURPOSE

In accordance with the Commission on Osteopathic College Accreditation (COCA) Standard 5.3, A.T. Still
University-Kirksville College of Osteopathic Medicine is required to publish policies and follow the
policies and procedures that effectively mitigate faculty, staff, and student exposure to infectious and
environmental hazards, provide education on prevention of such exposures, and address procedures for
the care and treatment after such exposures. KCOM will also publish and follow policies related to
student, faculty, and staff mental health and wellness and fatigue mitigation in the clinical learning
environment.

POLICIES, PROCEDURES & RESOURCES

ATSU-KCOM meets this COCA standard by ensuring that policies and procedures are provided to address
safety and health issues, that links to the documents are published, and that information is provided to
students and employees via the ATSU Student Handbook and website, ATSU-KCOM Catalog, ATSU- KCOM
Student Manual, and Human Resources.

References are as follows:

Policy Number | Policy Student Employee
90-220 Timekeeping X
90-308 Paid Holidays and Personal Days X
90-309 Vacation Benefits X
90-312 Paid Medical Leave Benefits X
90-314 Bereavement Leave X
90-330 Time Off to Attend Courses X
90-328 Nursing Suite X X
95-106 Hazard Communication Program X X
95-107 Di E i P X
30-100 Needlestick/Bloodborne Pathogens X

Student and Employee Resources Student Employee

ATSU Employee Benefit Information X

ATSU-KCOM Student Needlestick/Bloodborne X

Pathogen

ATSU Library Study Rooms and Spaces X X

ATSU-KCOM Safety, Health & Wellness Resources


https://hr.atsu.edu/wp-content/uploads/2022/11/ATSU_EEComm_2023-Benefit-Guide_FINAL_20230101.pdf
https://guides.atsu.edu/aboutATSMLib/moinformation#s-lg-box-13452143
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Student and Employee Resources Student Employee

ATSU Emergency Operations Plan X X

ATSU-KCOM Catalog: Attendance Policy & Guidelines

e Attendance Years 1-4 (Excused absences and

personal days) X
IATSU-KCOM Catalog: Clinic Hour
® Expectations in Clinic (Clinic Hours) X

Behavioral Health Wellness Counseling

® Counseling and Mental Health Services

® Mental Health Student Success Presentation (on

file) X
® ATSU-KCOM Physical Health Services in region
® ATSU-KCOM Counseling Services in regions X
The Museum of Osteopathic Medicine Garden X X

Still-Student Wellness Program

e Examples of student wellness programs X

ATSU Fitness Facility — Thompson Campus Center X X

ATSU Required Employee Education (REE)

® ATSU Required Employee Education X
Survey (stats/results)

REVIEW(S)
Policy & Resources reviewed by:
KCOM Dean - December 19, 2019

ATSU-KCOM Safety, Health & Wellness Resources
Resources


https://www.atsu.edu/pdf/ATSU_Emergency_Operations_Plan.pdf
https://catalog.atsu.edu/content.php?catoid=23&navoid=1082
https://catalog.atsu.edu/content.php?catoid=23&navoid=1082
https://www.atsu.edu/student-affairs/behavioral-health-and-wellness
https://docs.google.com/document/d/12iXUVl-kxtZUt1ZDjLLCldF0YpWD7Zs5KQSrif7u_Qk/edit#heading=h.d9iwx51xsh4s
https://docs.google.com/document/d/1FrMwPJdFlS2b3SskyH2HlnbCe1VBVv2SuLo5uHW4p2I/edit
https://www.atsu.edu/museum-of-osteopathic-medicine/the-historic-medicinal-plant-garden
https://www.atsu.edu/student-affairs/behavioral-health-and-wellness#still-well
https://www.atsu.edu/student-affairs/behavioral-health-and-wellness#still-well
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ATSU-KCOM Policy No. 5.4:
Patient Care Supervision

Signature: On file in Dean’s office Date Approved: December 9, 2019
Updated: February 25, 2020,
September 5, 2023

PURPOSE

In accordance with the Commission on Osteopathic College Accreditation (COCA) Standard 5.4,
A.T. Still University-Kirksville College of Osteopathic Medicine is required to have a policy to
ensure that osteopathic students in clinical learning situations involving patient care are

under direct supervision by a licensed healthcare professional at all times in order to ensure
patient safety. The COM must ensure that all supervised activities are within the scope of
practice of the supervising healthcare professional. Students must have clear guidelines on
their role in care and the limits of their scope of authority.

POLICY

While in the clinical training portion of the academic program, medical students are assigned a
regional assistant dean and/or a director of student medical education to oversee their overall
learning and professional development. For each clinical rotation, a Preceptor of Record
provides and assures supervision in the clinical setting.

While in clinical learning situations involving patient care, medical students must have direct,
on-premises supervision by a licensed healthcare professional. Direct supervision includes:

e Physically present — licensed healthcare professional is located in the same room as the
student when patient care is rendered.

e Immediately available — licensed healthcare professional is located in the facility and
immediately available to be physically present.

DEFINITIONS

Preceptor of Record - A credentialed, licensed, board-certified, or eligible physician
(AOA/ABMS) appointed to the ATSU-KCOM faculty and oversees student learning, including
supervision in the clinical environment as well as formal review of student performance in the
clinical rotation.

Licensed Physician - A physician supervising the student in a clinical environment for part of the
clinical rotation. May provide feedback to the Preceptor of Record on the student’s
performance.

Licensed Healthcare Professional - An individual other than Licensed Physician with whom a
student works in a clinical environment (e.g., nurse, nurse practitioner, social worker,
pharmacist, dentist, etc.).
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PROCEDURE
Supervising Preceptor of Record

Each student will have a Preceptor of Record who has been credentialed and appointed
to the ATSU-KCOM faculty.

The Preceptor of Record must be board certified (BC) or board eligible (BE) by the AOA
or ABMS and licensed to practice medicine.

The Preceptor of Record must be appropriately trained in the care being provided and
be practicing within their scope of practice.

Prior to completing the student’s evaluation for the rotation, the Preceptor of Record
should obtain feedback on the medical student’s performance from other individuals
with whom the medical student worked during the rotation.

Student Supervision in Telehealth Rotations and Clinical Environment

A Telehealth rotation is designated when a student is involved in patient care via
remote technology. It is expected that the student will have an active role in patient
care-related activities (e.g., take a history, patient education, etc.). The student must, at
a minimum, be able to observe patient care AND have the ability to ask the preceptor
or licensed health care professional questions in real time.

The Preceptor of Record or Licensed Physician supervising the medical student will
determine when supervision may be provided by fellows, residents, or other Licensed
Healthcare Professionals. The supervising physician will ensure that any non-physicians
engaged in clinical teaching of any student are acting within their scope of practice.
When the physician supervising the medical student is not immediately available,
another Licensed Healthcare Professional must be designated to provide supervision to
the medical student.

The Preceptor of Record or Licensed Physician supervising the medical student will
determine the appropriate level of entrustment granted to the medical student based
on many factors, including the level of training of the student, previous experience, and
skill of the student with the clinical activity and setting, the familiarity of the supervisor
with the abilities of the student, policies of the clinical site, complexity of the situation
and procedure, level of risk to the patient, and demonstrated competence, maturity,
and responsibility of the student.

The physician or appropriate Licensed Healthcare Professional will maintain medical and
legal responsibility for patient care at all times (not the student).

The physician or Licensed Healthcare Professional working with the student will make all
clinical decisions, authorize and review all care and services performed by the medical
student, and, if appropriate, approve all patient orders and sign all prescriptions.

The physician or appropriate Licensed Healthcare Professional must review and
independently verify all student findings, assessments, care plans, and documentation,
as well as co-sign all student notes.

Medical Students

Must not provide care in an unsupervised environment or setting.

Must not create or enact clinical decisions or orders without input, approval, and
supervision from the Preceptor of Record, Licensed Physician, or appropriate Licensed
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Healthcare Professional.
e Must ensure that notes written by the student are reviewed by the attending physician.

e May not prescribe medications or services.

e Must report lapses in supervision of medical students to the RAD/DSME. Students may
also report lapses in supervision of medical students on the rotation evaluation.

e Must comply with this policy and the regulations established by the Preceptor of
Record, regional site, or any other individuals/facilities associated with the rotation

The policy is referenced from:
e ATSU-KCOM Catalog
o OMS Il and OMS IV Supervision
o ATSU-KCOM Student Manual (intranet website)

o Expectations in Clinic - Supervision

o Additional Elective Opportunities - Telehealth

Related Policy:

e ATSU-KCOM Policy

o No.9.10 Non-Academic Health Professional

REVIEW(S)
Policy and procedure reviewed by:
KCOM Clinical Affairs Associate Dean - 8/22/2023
KCOM RAD/DSME Group - sent for review 12/9/2019
KCOM Dean - 12/9/2019, 9/5/2023
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https://catalog.atsu.edu/preview_program.php?catoid=23&poid=534&returnto=1107#supervision-in-the-clinical-environment
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ATSU-KCOM
COCA Standard No. 6.2: Programmatic Level Educational Objectives

Reviewed & Approved: KCOM Curriculum Committee Date: November 12, 2019

In accordance with the Commission on Osteopathic College Accreditation (COCA) Standard 6.2
Programmatic Level Education Objectives, a COM must define and make all programmatic level
educational objectives known to students, faculty, and others with responsibility for student education
and assessment.

ATSU-KCOM meets COCA standard 6.2 by defining and providing the following programmatic level
education objectives to all students, faculty and others with student education and assessment
responsibilities:

PROGRAMMATIC LEVEL EDUCATIONAL OBIJECTIVES
The ATSU-KCOM programmatic educational objectives are aligned with the osteopathic core
competencies for medical students:

A. Demonstrate knowledge of osteopathic principles and practice such that care of patients is
approached from distinct behavioral, philosophical, and procedural aspects of osteopathic
medical practices related to the four tenets of osteopathic medicine. [Osteopathic Principles and
Practices and Manipulative Treatment]

B. Demonstrate the understanding and application of established and evolving principles of
foundational biomedical and clinical sciences integral to the practice of patient-centered care.
[Application of Knowledge for Osteopathic Medical Practice]

C. Osteopathic Patient Care and Procedural Skills

a. Gather accurate, essential data from all sources, including the patient, secondary
sources, medical records, and physical examination (including structural examinations).

b. Formulate a differential diagnosis based on the patient evaluation and epidemiologic
data and to prioritize diagnoses appropriately.

c. Perform basic clinical procedures essential for the generalist practice of osteopathic
medical practice.

d. Provide diagnostic information; to develop a safe, evidence-based, cost-effective,
patient-centered care plan.

e. Demonstrate health care services that are consistent with osteopathic principles and
practice, including an emphasis on preventive medicine and health promotion based on
best medical evidence.

f.  Assess patient health literacy, counsel and educate patients accordingly.

D. Demonstrate the ability to effectively document and synthesize clinical findings, diagnostic
impressions, and diagnostic / treatment instructions in verbal, written, and electronic formats.
[Interpersonal and Communication Skills in the Practice of Osteopathic Medicine]

E. Consistently display high moral and ethical standards exemplifying integrity, humanistic
behavior, cultural sensitivity, and responsiveness to the needs of the patient. [Professionalism in
the Practice of Osteopathic Medicine]

ATSU-KCOM 6.2 Programmatic Level Educational Objectives
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F.

G.

Assimilate and apply fundamental biostatistical and epidemiologic concepts, clinical
decision-making skills, evidence-based medicine principles and practices, fundamental
information-mastery skills, and methods to evaluate the relevance and validity of research
information. [Practice-Based Learning and Improvement in Osteopathic Medicine]
Systems-based Practice in Osteopathic Medicine
a. Effectively identify and utilize system resources to maximize the health of the individual
and the community, thus improving the health of populations.
b. Work as part of an interprofessional team to identify areas for enhancing quality and
patient safety and reducing medical errors and inequities.

Additionally, the Core Professional Attributes (CPAs) are a set of five cross-curricular meta-skills inherent
to all A.T. Still University graduates including KCOM osteopathic medical students. The CPAs enable
graduates to select, adapt and apply their discipline-specific knowledge and skills to varying situations,
enhancing competence and improving outcomes across all aspects of their roles as healthcare
professionals as follows:

A.

Critical Thinking: Finding, appraising and applying evidence in conjunction with best practice in
the process of healthcare decision making.

Interprofessional Collaboration: Working effectively on an interprofessional team to deliver high
quality whole person healthcare and improve health outcomes.

Cultural Proficiency: Valuing differences, respecting others and demonstrating behavior that
enables effective interactions in all situations.

Social Responsibility: Engaging in initiatives and activities that positively impact the health and
wellbeing of the individuals, communities and professions served.

Interprofessional Skills: Communicating and interacting successfully with patients, families,
colleagues and other professionals in the healthcare delivery process.

Public link to where the document is published:

e KCOM Curriculum: Programmatic Educational Objectives
o ATSU Core Professional Attributes

REFERENCE FILES:

NBOME Fundamental Osteopathic Medical Competency Domains
Student Assessment Plan Summaries (intranet website)
o  OMSIand OMS Il Assessment Plan Summaries public link
o OMS Il and OMS IV Assessment Plan Summaries public link
ATSU Core Professional Attributes
Graduation Requirements
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https://www.atsu.edu/academic-affairs/core-professional-attributes
https://www.atsu.edu/kirksville-college-of-osteopathic-medicine/academics/curriculum-organization
https://www.atsu.edu/kirksville-college-of-osteopathic-medicine/academics/clinical-rotations
https://www.atsu.edu/academic-affairs/core-professional-attributes
https://www.nbome.org/assessments/comlex-usa/master-blueprint/competency-domains/#:~:text=COMPETENCY%20DOMAINS%20are%20related%20sets,the%20practice%20of%20osteopathic%20medicine.
https://catalog.atsu.edu/content.php?catoid=23&navoid=1086#atsu-kcom-programmatic-educational-objectives
https://catalog.atsu.edu/preview_program.php?catoid=23&poid=534&returnto=1107#graduation-requirements
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ATSU-KCOM Policy No. 6.3:
Maximum Length of Completion

Signature: On file in Dean’s office DATE APPROVED: November 14, 2019

PURPOSE

In accordance with the Commission on Osteopathic College Accreditation (COCA) Standard 6.3,
A.T. Still University-Kirksville College of Osteopathic Medicine is required to have a policy
designed to ensure that each single degree student completes the DO degree within 150% of the
standard time to achieve the degree (six years following matriculation) and describes any
exceptions to the 150% time limit.

POLICY

ATSU-KCOM meets this COCA standard by ensuring DO graduates have earned a minimum of
210 credit hours. The program is a four-year program. Osteopathic medical students must
complete the program within 150% of the standard time (six years following matriculation)
excluding periods during which the student is not enrolled in the program.

PROCEDURE
No Procedure required

REFERENCE FILE(S)
This policy is referenced from the ATSU-KCOM Catalog: Length of Program

REVIEW(S)

Policy reviewed by:

KCOM Curriculum Committee - November 12, 2019
KCOM Dean - November 14, 2019
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https://catalog.atsu.edu/preview_program.php?catoid=23&poid=534&returnto=1107#kcom-do-lop
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ATSU-KCOM Policy No. 6.9:
Clinical Education

Signature: On file in Dean’s office Date Approved: December 12, 2019

PURPOSE

In accordance with the Commission on Osteopathic College Accreditation (COCA) Standard 6.9, A.T.
Still University-Kirksville College of Osteopathic Medicine is required to have policies and procedures
(protocols) demonstrating how clinical education is delivered to all students through the COM.

POLICY
All KCOM DO students will obtain all clinical education through the Kirksville College of Osteopathic
Medicine (KCOM) via the regional KCOM clinical network.

PROCEDURES & PROTOCOLS

Numerous procedures and protocols exist related to the delivery of clinical education. They are made
available to students through the ATSU University Catalog and/or the KCOM Student Manual. They
include:

e Clinical Curriculum. The required courses for Years 3 and 4 are approved by the KCOM
Curriculum Committee. All students must complete the academic requirements set forth by the
KCOM Curriculum Committee.

e Start of Year 3. Third year clinical rotations typically begin on the fifth Monday following June
30th. Each region prepares an on-site orientation in the weeks preceding the start of clinical
rotations. Students must attend the on-site orientation for their region unless previously
approved for an absence or for an alternative schedule by the Assistant Dean of Academic
Affairs, or designee.

e Clinical Rotation Types. There are multiple categories of clinical rotations including
Foundations 1, Foundations 2, and Electives. Foundations 1 rotations are scheduled by the
rotation site coordinators with approval by the RAD/DSME and typically occur in the assigned
region. Students and coordinators work together in the scheduling of Foundations 2 rotations.
Scheduling of Elective rotations is the responsibility of students allowing for tailoring of learning
to individual interests and positioning to match to residency. Rotation site coordinators work
with students to meet the administrative requirements of each rotation including elective
rotations.

e Approval of Clinical Rotations. Students are expected to submit signed and completed
documentation required for each Year 3 and Year 4 rotation at least 30 days prior to the start of
the experience. Proper procedures and forms will be included in the regional orientation
sessions. Documentation includes, but is not limited to, rotation report form, preceptor
information and CV, hospital site information, updated audit/schedule, site application, site fee,
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contract for clinical rotation (affiliation agreement/Letter of Agreement/contract), if needed,
and student personal health insurance. RAD/DSMEs are responsible for approving or denying all
clinical rotations in conjunction with the Academic Affairs office.

e Contracts for Clinical Rotations. A formal affiliation agreement, Letter of Agreement, or contract
with ATSU-KCOM is required for students to participate in rotations with hospitals, facilities or
preceptors for all types of clinical rotations (Foundations 1, Foundations 2, and Electives).

If an agreement is not in place, students should allow 90+ days for completion and work with the
rotation site coordinator to pursue an affiliation agreement for a new site. Failure to have a
signed agreement/contract will eliminate the opportunity for the student to participate in a
clinical experience at the site. In cases where the rotation documentation, including the
agreement/contract, cannot be completed, a backup rotation plan will be necessary. Students
are not allowed to rotate at a site where an affiliation agreement has not been executed and is
not active.

e Duration of Rotations. Clinical rotations are two or four weeks in duration. Clinical rotations
may not be divided into fewer weeks unless approved by the Assistant Dean of Academic Affairs,
or designee. Rotation interruptions may occur if a student is better positioned for success as a
result of a split rotation, the rotation is interrupted by only one rotation, and the split rotation is
also approved by the RAD/DSME.

e Assessment of Learning and Performance. Assessment of student learning during all rotations
includes completion of the clinical performance evaluation completed by the supervising
physician of record (preceptor). Students are responsible for working with the preceptor to
assure that the clinical performance evaluation form is completed by the final day of the
rotation or notifying the rotation site coordinator if the preceptor has not responded.
Additionally, Foundations 1 rotations include NBOME COMAT examinations and procedure logs
as part of student assessment. Students must complete logs on the electronic tracking program.
Logs should be completed as soon as practical after patient encounters (at least daily) for each
of the Foundations 1 rotations. Logs should represent the diversity and quantity of experiences
encountered in a clinical rotation.

Students are required to complete the preceptor and rotation evaluations for
all Foundations rotations within two weeks following the end of the rotation via the electronic
evaluation system.

Student progress is assessed in the third year via a clinical skills performance assessment (PA-IIl)
with standardized patient testing to assess physical examination skills, interpersonal skills, and
clinical reasoning. Students are also assessed on curriculum performance via an oral case
presentation, scholarly report, online courses and modules, log entries, and journal club
presentations in year three of the program.
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e Education Days/Didactic Learning. Each region will have a series of scheduled education days.
Attendance is mandatory. Students should notify preceptors in advance if an education day is
scheduled during their rotation period. Training programs may have didactic sessions with
required student attendance. Details about schedules for these activities are found in the
hospital Director of Medical Education (DME) office. It is the student’s responsibility to be
aware of this schedule and attend all required sessions. Responsibilities to the preceptor do not
take precedence over required didactics.

® PA-lll Testing. Students will return to Kirksville in the fall of Year 3 for PA-IIl testing. Students
will participate in an orientation session, a career advising session, and then complete
approximately six standardized patient encounters. The results will be shared with students and
RAD/DSME's. Students must successfully complete PA-IIl for the COM must attest students have
demonstrated the fundamental osteopathic clinical skills (biomechanical & humanistic domains)
necessary for graduation. PA-Ill testing is an assessment tool used to evaluate students' clinical
skills for the attestation. Students who do not successfully complete PA-IIl must successfully
remediate PA-Ill. Some students may require additional preparation time, including remediation
strategies. Students requiring remediation will typically remediate in their region and submit
appropriate documentation to the PA-IIl course director in Kirksville.

e Student Success Updates. Students receive individual feedback from DSMEs via student success
update assessments. The standardized formats are designed as progress reports completed by
both the DSME and the student and should include an individual conversation face-to-face, via
phone or through video. Student Success Updates are completed with New Innovations. They
are not scored; however, they are used as an assessment tool.

e Military Students. Military students may schedule one four-week military rotation commitment
as part of a required third year Foundations 1 rotation. The military rotation/specialty must be
equal to the Foundations 1 rotation requirement. COMAT exams will be completed in-region.
Student should discuss the military rotation with their regional representatives. Upon approval,
the regional coordinator will submit a request to the Associate Dean of Clinical Affairs. Students
will receive notice in writing regarding the approval status of the request. Students should avoid
scheduling a military rotation that will interfere with PA-IIl testing and COMSAE exam dates.
Military students may use all elective rotations for military rotations. Follow the regular process
for approval and scheduling.

o Housing. Students are responsible for making arrangements for and payment of their housing
needs. In very select cases some rotation locations may include student housing with the
rotation. However, housing costs remain the ultimate responsibility of the student. Students are
encouraged to investigate housing costs prior to the clinical region match.

e Transportation. Travel is an important part of clinical rotations. Unless otherwise published,
travel is at the student’s expense and not paid for by ATSU-KCOM or regional sites. Students are
encouraged to consider the travel requirements prior to the Clinical region match. At each site
the weather conditions may make travel hazardous. Students should take their cue on travel
from the RAD/DSME or Rotation Site Coordinator and follow local policy that may dictate
procedures. Ultimately the decision to travel or not travel should be made using the individual’s
best judgment based on the available information.
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e Student-paid Rotations. KCOM does not typically pay for rotations for elective credit
experiences completed out of region. If the agreement requires rotation payment, said payment
will be at the student's expense. Fees, including processing fees (i.e. through the Visiting
Student Learning Opportunities - VSLO) will require student payment.

e Expectations of Students in Clinical Settings. An important aspect of the KCOM DO program is
the development of professional behaviors and role identity. Students are expected to conduct
themselves in a professional and ethical manner at all times. Students on clinical rotations and
in other professional settings are expected to dress professionally and appropriately for the
environment. Honesty, compassion, integrity, confidentiality, accountability, respectfulness,
altruism, and excellence are expected in all situations. In addition, students are expected to
comply with institutional policies and procedures as well as city, county, state, and federal laws
and regulations.

® Breaches in Professional Conduct. Lack of professionalism may be considered lack of academic
progress. Specifically, breaches in professionalism may demonstrate lack of progress toward and
attainment of osteopathic core competencies (e.g., professionalism, interpersonal and
communication skills).

e Supervision. All medical students must be supervised while in clinical learning situations
involving patients. Supervision is defined as the medical student having direct, on-premises
supervision by a licensed healthcare professional. Direct supervision includes the supervisor
being physically present or immediately available. The supervising physician of record must be a
board certified or board eligible licensed physician who has been appointed to the ATSU-KCOM
faculty.

e Clinical Hours. Although a rotation site coordinator may provide a tentative daily schedule for a
clinical rotation, the student is responsible to their assigned preceptor during clinical duty hours
on each rotation. The student is required to keep the hours expected by the preceptor. A
‘typical’ student clinical day begins at 7 a.m. and ends at 7 p.m. but will be confirmed by the
preceptor or designee. Students may be required to work overnights and be ‘on call.” Ideally, the
student should:

o Not be involved in patient care for greater than 24 continuous hours or required to
attend patient hand-offs or didactic sessions for more than an additional 6 continuous
hours (30 hours total).

Have two weekends per month free.

Not typically work more than 60 hours per week, on average.

e Patient Interaction. Students should introduce themselves in a manner approved by the clinical
site. When no direction is provided on this topic, the student should make the introduction as
"Student Doctor " and then identify the current service.

Patients have the right not to be seen or examined by a student physician. If the patient
requests that a student not be involved in his/her care, the student must abide by the patient's
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request. Students should only address or examine patients after these tasks have
been arranged by the preceptor or designee.

e Confidentiality. While in the clinical environment ATSU-KCOM students are responsible for
following the Health Insurance Portability and Accountability Act (HIPAA) as defined by the
federal government. HIPAA is a set of regulations that defines what information is protected,
sets limits on how that information may be used or shared, and provides patients with certain
rights regarding their information. Any patient information students see or hear (directly or
indirectly) while on clinical rotations/rounds MUST be kept confidential.

e Chaperoning Patients. To assure a safe environment for patients, staff and students, patients
are entitled to have their medical interactions conducted with appropriate privacy and
confidentiality protections. Informed consent must be obtained for all treatments and sensitive
examinations performed. Patients are entitled to have a chaperone (informal or formal) present
for any consultation, examination, treatment, or procedure where the patient considers it
necessary. A chaperone is an observer who, by mutual agreement, is present during an
examination to advocate for patients’ rights such as dignity, privacy and consent while also
providing a layer of protection for the person performing the examination and the organization.
A chaperone must be aware of the confidential nature of their role and that a patient’s personal
information and privacy must be protected. All providers are entitled to have a formal
chaperone present at their discretion. KCOM students are not to serve as formal or informal
chaperones.

REFERENCE FILE(S)
Student Assessment Plan Summaries

o Clinical Rotations (ATSU-KCOM Student Manual intranet website)
® Procedure Logs
e ATSU-KCOM Catalog

o  Curriculum Third & Fourth Years
e ATSU-KCOM Student Manual
o Curriculum Years 3 & 4 (ATSU-KCOM Student Manual intranet website)

REVIEW(S)
Process reviewed by:
KCOM Dean - December 12, 2019
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ATSU-KCOM Policy No. 6.11:
Comparability Across Clinical Education Sites

Signature: On file in Dean’s office Date Approved: November 14, 2019

PURPOSE

In accordance with the Commission on Osteopathic College Accreditation (COCA), A.T.
Still University-Kirksville College of Osteopathic Medicine must ensure that the curriculum
includes comparable educational experiences and equivalent methods of assessment across all
core clinical educational sites where students learn, ensuring all students achieve similar
outcomes based on core educational learning objectives. This comparison of comparability
must include a statistical analysis.

POLICY
The ATSU-KCOM Curriculum Committee is responsible for approving clinical syllabi
and academic requirements for all OMS Ill and OMS IV students, which are documented in
the clinical syllabi and the Year 3 & Year 4 Student Assessment Plan Summaries. The syllabi
provide the goals and learning objectives of each rotation regardless of assigned base training
region.

The KCOM Curriculum Committee’s Assessment Subcommittee is charged with providing formal
reviews to the Curriculum Committee for approval with regard to ensuring comparability and
consistency of the educational experiences across base training regions.

PROCEDURE
The Assessment Subcommittee will review the following, as scheduled:
e COMAT score report data - reviewed by September annually
® Clerkship grades in Years 3 and 4, by discipline by region - reviewed by September
annually
e Clerkship overall grades, by discipline - reviewed by September annually
® Senior survey - reviewed by September annually

These outcomes and measures provide the basis for assessment of comparability and outcomes
across sites.

The Curriculum Committee will review and approve the following:

New OMS Il and OMS IV courses and/or changes in required courses
Clinical course syllabi

COMAT score report data

Clerkship grades in Years 3 and 4, by discipline by region

Clerkship overall grades, by discipline

Senior survey

Additionally, the Curriculum Committee may request additional data, reports, summaries, and
proposals should deficiencies be identified or modifications to the clinical curriculum be
appropriate.

REFERENCE FILE(S)
ATSU-KCOM Policy 6.11 Comparability Across Clinical Education Sites



The policy is referenced from:

o ATSU-KCOM Curriculum Committee Operating Protocols
o ATSU-KCOM Curriculum Committee & Assessment Subcommittee Routine Actions

REVIEW(S)

Policy reviewed by:

KCOM Curriculum Committee - November 12, 2019
KCOM Dean - November 14, 2019
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ATSU-KCOM Policy No. 7.2: Faculty Approvals at All Teaching Sites
and 7.8: Faculty Appointment and Advancement

Signature: On file in Dean’s office Date Approved: December 20, 2019

PURPOSE

In accordance with the Commission on Osteopathic College Accreditation (COCA) Standards 7.2 and 7.8,
A.T. Still University-Kirksville College of Osteopathic Medicine is required to academically credential
and/or approve the faculty at all COM and COM-affiliated and education teaching sites, as well as have
policies and procedures (protocols) in place for faculty appointment, renewal of appointment,
promotion, granting of tenure (if a tenure program exists), and remediation. The policies and
procedures must provide each faculty member with written information about his or her term of
appointment, responsibilities, lines of communications, privileges and benefits, performance evaluation
and remediation, terms of dismissal, due process, and, if relevant, the policy on practice earnings.

A COM or its parent institution must create a process to review pay and rank parity every three
years consistent with its mission-appropriate diversity outcomes among it faculty.

POLICY

ATSU-KCOM academically credentials faculty at all COM and COM-affiliated teaching sites using the
processes outlined in ATSU Policy 20-100 Faculty Credentials, the ATSU Faculty Handbook, and the
KCOM Faculty Handbook. The KCOM Faculty Handbook may supplement, but does not supersede or
replace, policies and procedures outlined in the University Faculty Handbook.

PROCEDURES

e The procedures and processes outlined in the ATSU Policy 20-100 Faculty Credentials,
the ATSU Faculty Handbook, and the KCOM Faculty Handbook are followed.

e For clinical faculty including regional deans and directors of student medical education,
directors of medical education, program directors, and clinical preceptors, the KCOM
Clinical Affairs office in coordination with the base clinical regions credential the clinical
faculty initially and then on a 3-year schedule.

o The following are secured or verified, as appropriate, and logged into the New
Innovations management system:
m Curriculum vitae (CV)
m Licenses verification
m Board certification

® The KCOM Academic Council reviews all applications for faculty appointment and makes
recommendations to the KCOM Dean as outlined in the KCOM Faculty Handbook.
Faculty appointments for clinical faculty are made for up to 3-years. The KCOM Dean’s
Office is responsible for creation and distribution of faculty appointment letters sent to
all clinical faculty, which includes the term of appointment.

e The Clinical Affairs office monitors license and board certification expirations and
updates the information on an ongoing basis. The Clinical Affairs office is also
responsible to secure CVs and for submission of all required documentation to the
Academic Council for consideration of reappointment and promotion, as appropriate.
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REFERENCE FILE(S)

ATSU Policy No. 20-100 Faculty Credentials
ATSU Faculty Handbook (intranet website)
KCOM Faculty Handbook

REVIEW(S)
Process reviewed by:
KCOM Dean - December 20, 2019
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ATSU-KCOM Policies & Structures for
COCA Standard No. 8.4: Student Participation in Research and Scholarly Activity

Signature: On file in Dean’s office Date Approved: June 25, 2020
Updated: August 30, 2023

PURPOSE

In accordance with the Commission on Osteopathic College Accreditation (COCA) Standard 8.4,
Student Participation in Research and Scholarly Activity, A.T. Still University-Kirksville College of
Osteopathic Medicine is required to have policies to support student driven research and
scholarly activity, as well as student participation in the research and scholarly activities of the
faculty at all campus locations.

POLICIES & STRUCTURES

ATSU-KCOM meets COCA standard 8.4 by ensuring that research policies and structures are in
place for students, as well as the publication and annual review of these policies and
structures.

ATSU-KCOM meets this COCA standard via various policies and structures.

Structures:

All ATSU-KCOM DO students must complete CITI training (incorporated for all OMS | students
in the Complete DOctor course in Year 1 COD0O5251), complete a scholarly report in Year 3 and
a scholarly report in Year 4. The scholarly reports promote the acquisition of key skills through
inquiry, discovery, and consideration of a patient, condition, or population. Students present
their Scholarly reports through professional presentations in their assigned clinical region to
peers and faculty.

In addition to the required coursework, ATSU-KCOM offers electives in research through:
e Research | Syllabus (Elective)

e Research Il Syllabus (Elective)
o Research Il Assessment
o Research Il final write-up Guide

The following are specific policies related to student research:
A. Establishing a Research Elective:
Students are eligible to take Research | beginning at the end of semester 2 through the
end of semester 3 and Research Il after completion of the Foundations 1 clinical
rotations. Students are limited to a total of 4 weeks of research elective in their clinical
years.

ATSU-KCOM Policy 8.4 Student Participation in Research and Scholarly Activity
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To establish a Research | Elective, students must:

e Successfully completed semester 2 of medical school (a student may start during
semester 2 with approval of the mentor and course director) or, if approved,
continue into Semester 3
Be in good academic standing
Complete the application to participate
Complete Research Ethics and Compliance Training online following the CITI
Training instructions.

Obtain IRB approval if research involves human subjects

o Obtain approval from the Institutional Animal Care and Use Committee for
animal research. Requires completion of Animal Care Training and completion of
Occupational Health and Safety Program.

e For more information, contact the course director, William L. Sexton, Ph.D.

To establish a Research Il Elective, students must:
e Complete Research Ethics and Compliance Training online following the CITI
Training instructions.

e Submit a Rotation Report Form and request to complete the research
experience.

e Obtain IRB approval if research involves human subjects
Obtain approval from the Institutional Animal Care and Use Committee if
research will involve animals. Requires completion of Animal Care Training and
completion of Occupational Health and Safety Program.

e Submit an Application and IRB Forms or Animal Care forms for Research |l
(available through the KCOM Student Manual). [IRB Application
Guidelines]

For Research Il Electives, the Regional Assistant Dean/Director of Student Medical
Education (RAD/DSME) and rotation site coordinator will review the student schedule to
determine date availability for the requested Research elective. Once approved by the
regional site, the following documents must be forwarded to the Clinical Affairs
Department (90 days prior to rotation):

Approved Rotation Report Form
Completed application and required documentation
When direct patient contact is identified via the application, the rotation site
coordinator will work with students to secure a completed and signed affiliation
agreement (required).

e Upon review of the submitted documentation, the Research Elective |l Course
Director will approve/deny the experience. For more information, contact the
course director, William L. Sexton, Ph.D.

ATSU-KCOM Policy 8.4 Student Participation in Research and Scholarly Activity
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To complete the course, the student must follow instructions in the course syllabus.

Policies:
Students must adhere to safety and animal handler policies, including:
o Research Safety: ATSU Policy No. 95-102 Waste Management Policy
o Research Safety: ATSU Policy No. 95-105 Incident Reporting
o Animal Care & Use (IACUC) (Students working with animals must complete and

submit appropriate documentation.)
Appendix |: Approved Animal Handler Agreement (from ATSU Student Handbook pg.88)
Students may participate in the Interdisciplinary Biomedical Research Symposium (IBRS
Abstract Guidelines).
e The University offers funding support for student research through the Student

Research Support Program in the maximum amount of $500 (supplies only, no travel
allowed).

o Process: To be eligible for the funding, submit the student’s name, a one to two
paragraph explanation of the student's research activity, and the timeline for
this activity. Submit this application together with a purchase order totaling up
to $500

REVIEW(S)
Policy & Resources reviewed by:
KCOM Dean - June 25, 2020
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ATSU and ATSU-KCOM Policies
COCA Standard No. 9.1/9.3: Admissions & Transfer Policy

Signature: On file in Dean’s office Date Approved: December 12, 2019
Updated: May 17, 2023

PURPOSE

In accordance with the Commission on Osteopathic College Accreditation (COCA) Standard 9.1 & 9.3,
A.T. Still University-Kirksville College of Osteopathic Medicine is required to establish and publish to
the public, admission requirements for potential applicants to the osteopathic medical education
program and must use effective policies and procedures for osteopathic medical student selection for
admission and enrollment, including technical standards for admissions. A COM must tie all
admissions policies to the COM mission. In addition, a COM must publish and follow policies
regarding transfer or admissions with advanced standing. A COM may only accept credits from a
school accredited by the COCA or the Liaison Committee on Medical Education (LCME) where the
student is eligible for readmission. The COM must ensure that if transfer occurs from an
LCME-accredited school of medicine, the student must acquire OMM/OPP competency prior to
graduation from the COM. The last two years of education must be completed at the COM granting
the degree.

POLICIES
ATSU-KCOM meets COCA standards 9.1 and 9.3 via the following policies:

Admissions Policy Published 2023-24 ATSU-KCOM Catalog Application process

ATSU-KCOM participates with other osteopathic colleges in a centralized application processing
service called the American Association of Colleges of Osteopathic Medicine Application Service
(AACOMAS). This service will collate materials, compute grades, and transmit standardized
information to the applicant and the colleges which the applicant designates to receive them.
AACOMAS takes no part in the evaluation, selection, or rejection of applicants. Applications may be
obtained at www.aacom.org or from AACOMAS at 7700 Old Georgetown Road, Suite 250, Bethesda,
MD 20814, phone: 617.612.2889

The College will send the applicant a secondary application if general qualifications are met. A
non-refundable application fee and letters of recommendation from the pre-medical committee and
a physician or employer will be required at the time the secondary application is submitted.

Applications must be submitted no later than February 1 of the academic year prior to which
admission is sought. Applicants are encouraged to apply far in advance of the February 1 deadline.

ATSU-KCOM 9.1 & 9.3 Admissions & Transfer Policy
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Additional information regarding the program application deadline date, tuition and expenses, and
related financial assistance can be found at www.atsu.edu, or email inquiries may be sent to

admissions@atsu.edu.

Admission Requirements
Applicants for admission to the first-year DO class must meet the following requirements prior to
matriculation.

Applicants for admission to the first-year DO class must meet the following requirements prior to
matriculation.

1. The applicant must have achieved a minimum 2.8 cumulative GPA and a 2.8 science GPA (based
on a 4.0 scale).

2. Applicants must have completed 90 semester hours or three-fourths of the required credit for a
degree from a college or university (30 hours of which must be at a four-year, degree-granting
institution) accredited by a US Department of Education institutional accreditor. Most of the
candidates who are accepted for admission have earned a baccalaureate degree prior to
matriculation. It is recommended that applicants complete a bachelor of art or science degree
from an institution accredited by a US Department of Education institutional accreditor.

3. Applicants must have completed one full academic year or the equivalent in each of the
following with a final grade of C or above:

e English — 6 semester hours/8 quarter hours. The student should be fluent in the oral and
written use of English.

e Biology — 8 semester hours/12 quarter hours. Must include a laboratory and a basic
course in general biology or general zoology.

® Physics — 8 semester hours/12 quarter hours. Must include a laboratory and cover the
study of mechanics, sound, heat, magnetism, electricity, and light.

e General or Inorganic Chemistry — 8 semester hours/12 quarter hours. Must include a
laboratory.

e Organic Chemistry — 8 semester hours/12 quarter hours. Must include a laboratory.

4. Elective subjects should afford a broad educational and cultural background as encouraged by
the applicant’s pre-professional adviser. Courses in molecular biology, genetics, behavioral
sciences, biochemistry, human anatomy/ physiology, and humanities are encouraged.

5. Applicants are required to submit scores from the MCAT that have been taken within three
years from the date of application.

6. Applicants must provide two letters of recommendation, one letter from a pre-medical
committee/health professions advisor or science faculty member and one letter from a licensed
physician unrelated to the applicant (DO or MD).
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7. Matriculants are required to submit official transcripts from all colleges and universities
attended by the date of matriculation, including confirmation of an undergraduate degree,
unless accepted under the non-degree application requirements.

8. ATSU-KCOM and many of its clinical affiliations require criminal background checks on
matriculants and students to ensure the safety of patients and employees. The checks are
conducted by a vendor selected by ATSU. The student will pay the cost of the criminal
background check directly to the vendor. Failure to comply with this mandate will result in
denial to matriculate. A matriculant with a positive criminal background screen will be
reviewed.

9. Matriculants will meet the minimum technology specifications.

10. Applicants must be a U.S. citizen or permanent resident.

11. Applicants must be fluent in the oral and written use of English.

Transfer Student Admission Policy Published 2023-24 ATSU-KCOM Catalog

Requests for transfer into the DO program at ATSU-KCOM must be made to the Admissions
Department. Applicants must currently be enrolled in medical school and cannot previously have
been rejected by ATSU-KCOM.

Applicants may only transfer from medical schools and colleges accredited either by AOA COCA or by
the Liaison Committee on Medical Education (LCME). When a student transfers from another college
of osteopathic medicine (COM), or an LCME-accredited medical school or college, the last two years
of instruction must be completed at ATSU-KCOM. In the case of LCME transfers, the ATSU-KCOM
requirements for osteopathic manipulative medicine must be completed prior to graduation.
The following documentation must be on file before being considered for admission.
1. A letter from the academic dean or designee of the current professional school indicating the
student is presently in good academic standing.
2. Minimum cumulative and minimum science GPA of 2.8 on a 4.0 scale.
3. Official transcript from the transfer school. (ATSU-KCOM will review and confirm the approval of
the transfer credits via a letter for the student’s file.)

e Confirmation of a bachelor’s degree or 90 semester hours or three-fourths of the
required credit for a degree from a college or university (30 hours of which must be at a
four-year, degree-granting institution) accredited by a US Department of Education
institutional accreditor.

4. Submitting an AACOMAS or AMCAS application may fulfill this.
e |[f accepted for admission, official transcripts from all colleges and universities attended
will have to be provided prior to matriculation.
5. MCAT score(s)
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6. Secondary application and secondary fee
7. Additional documents or letters of evaluation as determined by the Admissions Committee may

be requested.

Following the receipt of the above credentials, if considered qualified for admission, the completed
application will be reviewed, and the applicant will be invited for an on-campus interview.

The applicant will have a minimum of two interviews, including representatives from the ATSU-KCOM
Admissions Committee and/or PreScreen Admissions Committee.

Following an academic report (credit evaluation) by the Associate Dean of Medical Education, the
dean will determine whether the applicant will be accepted for admission, the amount of credit
allowed, and the standing of the applicant.

Transfer Credit

ATSU-KCOM does not accept transfer credit for students admitted to the first-year DO class. Please
see the transfer student section for information regarding how to transfer from a current medical
program into the DO program.

Still Scholars Early Acceptance Program

The Still Scholars Early Acceptance Program is designed to provide admission opportunities to
outstanding students who aspire to become osteopathic physicians. ATSU-KCOM prides itself on
developing physicians who focus on whole person healthcare and community service and looks for
students who also hold these values. ATSU-KCOM'’s Still Scholars Early Acceptance Program rewards
highly capable students who are dedicated to the osteopathic philosophy with admittance into our
institution’s founding osteopathic medical program without traditional MCAT requirements. This
program encourages students to focus on developing strong academic and leadership skills yet allows
them to focus on their undergraduate experience without the additional pressures of preparing for
the MCAT. In addition, Still Scholars are awarded an academic scholarship for medical school upon
entry to ATSU-KCOM.

Priority consideration agreements are in place with various undergraduate institutions across the
United States to help pre-screen qualified applicants; however, students from any four-year
accredited undergraduate institution in the United States may apply. Students representing schools
that have an agreement with ATSU-KCOM receive priority consideration in the selection process.
Applicants must qualify for selection as per the agreement established between ATSU-KCOM and the
specific institution.
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ATSU-KCOM has agreements with the following institutions:
e Avila University

Brigham Young University

Chaminade University

Dillard University

Doane University

Drury University

Elmhurst University

Greenville University

Langston University

Massachusetts College of Pharmacy & Health Sciences University

Midland University

Missouri State University

Missouri University of Science & Technology

Missouri Western State University

Northwest Missouri State University

Rockhurst University

Saint Xavier University

Southeast Missouri State University

Truman State University

Westminster College

e William Jewell College
Students from any school accredited by a US Department of Education institutional accreditor may
also apply.

For more information on the Still Scholars Early Acceptance Program, please contact residential
admissions at admissions@atsu.edu or by phone at 866.626.2878 ext. 2237.

Early Decision Program
The Early Decision Program is a service for highly qualified medical school applicants who have made
a definite decision that ATSU-KCOM is their first choice among medical schools. In order to be
considered, the applicant must meet all of the following requirements and agree to apply only to
ATSU-KCOM until an early decision notification is made. To qualify for early decision, the applicant
must meet all stated admissions criteria in addition to:

1. Meet a minimum GPA of 3.5, both cumulative and in the sciences.

2. Have taken the MCAT and earned a composite score of 504 or higher.

3. Submit the American Association of Colleges of Osteopathic Medicine Application Service
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(AACOMAS) application, MCAT scores, and transcripts from all institutions attended to
AACOMAS by August 1. Applications become available through AACOMAS June 1. For
information, contact AACOMAS 7700 Old Georgetown Road, Suite 250, Bethesda, MD 20814,
phone: 617.612.2889, www.aacom.org

4. File all secondary materials and letter of intent with Admissions by September 1.

5. Withhold all applications to other medical schools until an early decision is made by
ATSU-KCOM.

6. Interviews will be conducted in early October for qualified applicants.

7. The Admissions Committee will release a decision within two weeks of the interview.

8. A $1,000 non-refundable acceptance fee will be required by December 15.

International Student Admission
Students who are non-citizens or not permanent residents of the United States are not eligible to
apply for the DO program at this time.

Selection of Applicants

The Admissions Committee seeks those individuals who identify with the goals of ATSU’s mission
statement and ATSU-KCOM'’s mission statement. Applicants are screened for academic achievement,
clinical involvement, interpersonal relations, leadership and service, perseverance, maturity,
motivation, and osteopathic awareness.

Applicants who reach the final phase of the selection process will be invited for an interview. All
applicants selected for admission are interviewed prior to acceptance. The Admissions Committee
reserves the right to accept, reject, or defer an application.

Students sent a letter of acceptance are granted a specified time period to notify ATSU-KCOM of their
intention to enroll. Accepted students must submit the following to Admissions prior to
matriculation.

Signed admission agreement

Non-refundable deposits

Signed technical standards agreement

Copies of official transcripts from every institution attended

Immunization record

o vk wnN

Criminal background check through the University approved vendor

7. Proof of health insurance form
Admission after acceptance is also subject to the satisfactory completion of all academic
requirements.

Minimal Technical Standards for Admission and Matriculation
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Introduction

A.T. Still University’s Kirksville College of Osteopathic Medicine (ATSU-KCOM) is committed to equal
access for all qualified applicants and students. Minimal Technical Standards for Matriculation to the
Doctor of Osteopathic Medicine (DO) program (the “Standards”) describe the minimum level of
physical, cognitive, and behavioral abilities that ATSU-KCOM DO students must possess to

successfully complete all aspects of the osteopathic medical curriculum. The Standards provide
sufficient information to allow candidates to make an informed decision for application to
ATSU-KCOM DO program. Accommodations to the Standards can be made for qualified applicants
and DO students with temporary or permanent disabilities in some instances, but a student must be
able to perform in a reasonably independent manner.

Statement of Diversity and Inclusion

Diversity and inclusion encompass an authentic understanding and appreciation of difference and the
value each human being brings to our society and the osteopathic medical profession. ATSU-KCOM
welcomes diverse applicants and matriculates qualified osteopathic medical students from varied
backgrounds, including people of different ages, races and ethnicities, abilities and disabilities,
genders, religions, cultures, and sexual orientations. Every applicant and DO student of ATSU-KCOM is
expected to possess those intellectual, ethical, physical, and emotional abilities required to undertake
the full curriculum and ultimately be able to provide care to a diverse patient population. The
Standards outlined below are a guide for students who may need accommodations for a permanent
disability or a temporary disability, such as that which can occur from illness or injury.

In adopting these Standards, ATSU-KCOM believes it must keep in mind the ultimate safety of the
patients who may be involved in the course of the student’s education as well as those patients for
whom its graduates will eventually care. The Standards reflect what ATSU-KCOM believes are
reasonable expectations of osteopathic medical students (and physicians) in learning and performing
osteopathic medical treatment. Applicants and current students who have questions regarding the
technical standards, or who believe they may need to request accommodations in order to meet the
standards are encouraged to contact Learning Resources & Accommodation Services. Contact
information is provided below.

Technical Standard Ability Categories and Expectations

An osteopathic physician must have knowledge, technical skills, and the physical and emotional
ability to function in a broad variety of clinical situations and to render a wide spectrum of patient
care to a diverse patient population. In order to develop the knowledge, skills, and abilities required

of an osteopathic physician, students must be able to consistently, quickly, and accurately integrate,
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analyze, and synthesize data as presented in the curriculum and in clinical settings. In order to endure
emotional and physical demands of the medical profession, students must develop professionalism,
compassion, maturity, honesty, ethics, concern for others, interpersonal and psychomotor skills,
flexibility, and motivation toward lifelong learning. For the DO curriculum, students must possess, at a
minimum, the following physical, cognitive, and behavioral abilities: observation; communication;
motor, strength, and mobility; sensory; intellectual, conceptual, integrative and quantitative; and
behavioral and social.

Students are expected to demonstrate these abilities in an environment where there is a reasonable
amount of visual and auditory distraction. These abilities comprise the categories of ATSU-KCOM
Minimal Technical Standards for Matriculation to the DO program and are defined below.

1. Observation: Students must be able to observe demonstrations, experiments and laboratory
exercises. Students must have adequate visual capabilities for proper evaluation and treatment
integration. They must be able to observe a patient accurately at a distance and up close.

2. Communication: Students should be able to communicate with patients in order to elicit and
acquire information, examine them, describe changes in mood, activity, and posture, and
perceive their nonverbal communication. Students must also be able to communicate
effectively in person and in written form with staff and faculty members, patients, and all
members of the health care team.

3. Motor, strength, and mobility: Students must have sufficient posture, balance, flexibility,
mobility, strength and endurance for standing, sitting, participating in, and traveling between
laboratory, classroom, and clinical experiences. Motor demands include reasonable endurance,
strength, and motor precision to execute movements reasonably required for general care,
including physical examination and osteopathic manipulative treatment, and emergency
treatment, such as laceration repair and CPR. Such movements require coordination of both
gross and fine motor muscular activity, equilibrium, and functional use of the senses of touch
and vision.

4. Sensory: Students need enhanced sensory skills, including accuracy within specific tolerances
and functional use for laboratory, classroom, and clinical experiences. These skills require the
use of vision, hearing, proprioception, and manual tactile sensation, or functional equivalents.

5. Intellectual, conceptual, perceptual, integrative, and quantitative: These abilities include
reading, writing, measurement, calculation, reasoning, analysis, and synthesis of data as needed
for problem-solving, decision-making, and patient care activities. Students should be able to
comprehend three- dimensional relationships and to understand the spatial relationships of
structures.

6. Behavioral and social: Students must possess the emotional health required for full utilization of
their cognitive and physical abilities, to exercise good judgment, to promptly complete their
responsibilities attendant to the diagnosis and care of patients, and to develop mature,
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sensitive and effective relationships. Students must interact with a diverse population of faculty,
students, patients, and members of the health-care team in both academic and clinical settings.
Students must be able to emotionally and physically tolerate demanding workloads, maintain
professionalism, adapt to changing environments, display flexibility, and learn to function in the
face of uncertainties inherent in clinical problems of patients.

Detailed examples of expectations for each ability category can be found here: Minimal Technical
Standards for the KCOM DO program.

Applying for Accommodations

The institution remains open to possibilities of human potential and achievement by providing
reasonable support for students with disabilities. The Vice President of Student Affairs is responsible
for the administration of and compliance with the Technical Standards and Academic Adjustments
Policy (ATSU Policy #20-770) through the Director of Learning Resources &

Accommodation Services. Individuals with disabilities who have significant limitations in ability
categories described in the Standards may require evaluation to determine if they are otherwise
qualified, with or without reasonable accommodation. Accommodations can include academic
adjustments or assistive aids that do not fundamentally alter the college’s curriculum or those
processes deemed essential to the acquisition of knowledge in all areas of osteopathic medicine,
including the demonstration of basic skills required for the practice of osteopathic medicine.
Additionally, accommodations will not be provided if it would impose undue financial or
administrative burdens on the college. Applicants and current students who have questions regarding
the technical standards, or who believe they may need to request academic adjustment(s) or aids in
order to meet the standards are encouraged to contact Learning Resources & Accommodation
Services. Please see the University Student Handbook for information on how to apply for

accommodations or email accommodations@atsu.edu.

Learning Resources & Accommodation Services

For questions regarding the technical standards, please contact:
Learning Resources & Accommodation Services

A.T. Still University of Health Sciences

800 W. Jefferson Street, Kirksville, MO 63507

660.626.2774

accommodations@atsu.edu

Additional Information
Records and communications regarding disabilities and academic adjustments with the Director of
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Learning Resources & Accommodation Services have no bearing on the application process. You may
contact the Director of Learning Resources & Accommodation Services, A.T. Still University of Health
Sciences, 800 W. Jefferson Street, Kirksville, MO 63501, accommodations@atsu.edu, or by phone at
660.626.2774.

REFERENCE:

ATSU-KCOM Catalog

° Admission

° Minimal Technical Standards for Admissions

° Transfer Students

REVIEW(s)
Policy reviewed by:
KCOM Dean - December 12, 2019
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ATSU and ATSU-KCOM Policy & Procedures for
COCA Standard No. 9.2: Academic Standards

Date Approved: December 19, 2019

Signature: On file in Dean’s office
Updated: May 2, 2022, May 8, 2023

PURPOSE

In accordance with the Commission on Osteopathic College Accreditation (COCA) standard 9.2,
A.T. Still University-Kirksville College Osteopathic Medicine must publish and follow policies and
procedures on academic standards that include grading, class attendance, tuition and fees,
refunds, student promotion, retention, graduation, students’ rights and responsibilities, and the
filing of grievances and appeals.

POLICIES & PROCEDURES

The ATSU-KCOM Academic Standards policies herein are published in the A.T. Still University -
Kirksville College of Osteopathic Medicine catalog, ATSU Handbook, and KCOM Student Manual
and provide guidance to students, faculty members, and administrators as they proceed
through academic activities and the education process.

ATSU-KCOM meets this COCA standard via various policies:
e ATSU University Catalog
o ATSU Grading Policy
m  ATSU-KCOM programs adhere to the University's grading scale. Grading of
courses are outlined in the syllabi. Grading of clinical courses are outlined

in the Student Assessment Plan Summaries by class.
® Years 1 & 2 Assessment Plan Summaries

e Years 3 & 4 Assessment Plan Summaries
e Years 3 & 4 Assessment Outline (class of 2025)
m ATSU-KCOM School Policies
o ATSU Absence Policies
m ATSU-KCOM Attendance Policy and Procedures
o ATSU Tuition and Fees Policies
m ATSU Tuition and Fees for Extended Graduations and Retakes
m ATSU-KCOM Tuition and Fees
o ATSU Tuition Refund Policy
m ATSU Policy NO. 50-112 Student Account Collections
m ATSU Policy NO. 50-113 Student Obligations
o ATSU-KCOM Student Promotion Board Policy
m ATSU Academic Appeals policy: Promotion and/or Dismissal Decisions
ATSU-KCOM Policy 6.12 COMLEX-USA
ATSU-KCOM Graduation Requirements
m Extended Academic Programs

ATSU-KCOM Academic Standards Policies & Resources
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o ATSU-KCOM Students’ Professional Rights, Responsibilities and

Conduct

ATSU Code of Academic Conduct

Code of Conduct Sanctions, (page 33)

Code of Behavior Standards, (page 34)
Prohibition of Discrimation, Harassment and Retaliation

o Filing of Grievances and Appeals/Complaint Resolution Process

REVIEW(S)

ATSU Catalog Policies section, Academic Appeals Policy

Policies & Resources reviewed by:
KCOM Dean - December 19, 2019

ATSU-KCOM Academic Standards Policies & Resources
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ATSU and ATSU-KCOM Policies & Procedures for
COCA Standard No. 9.4 Secure Student Recordkeeping

Signature: On file in Dean’s office Date Approved: December 12, 2019

PURPOSE

In accordance with the Commission on Osteopathic College Accreditation (COCA) standard 9.4,
A.T. Still University-Kirksville College of Osteopathic Medicine must provide policies and
procedures related to an accurate, confidential and secure system for official student record
keeping at all campus locations that includes admissions, advisement, academic and career
counseling, evaluation, grading, credits, and the training of faculty and staff in the regulations
regarding these records (Family Educational Rights and Privacy Act (FERPA).

POLICIES & PROCEDURES

Student recordkeeping policies and procedures are in place that adhere to FERPA guidelines and
maintain accurate, confidential and secure systems for official student record keeping. Faculty
and staff are trained annually.

ATSU-KCOM meets this COCA standard via various policies:

® ATSU University Catalog
o ATSU Student Records Policy
® ATSU FERPA Policy
o Students
o Non-disclosure of directory information form
o Faculty and Staff
e Employee Education
o ATSU Employee Handbook
o Acknowledgement Form
o Required Employee Education (REE)
o REE Stats
e ATSU HIPAA Policies
ATSU Policy No. 10-218 General Order on General Orders
e ATSU Policy No. 10-209 Record Retention - Appendix A
o Record Retention for Clinical Years

m  Student records will be maintained electronically in the Google drive in
region-specific folders with access by the region and the main campus. Paper
versions will be shredded and disposed of by the region once the document is
uploaded into the electronic file and the student successfully meets graduation
requirements. Student records will be maintained by the Academic Affairs office
for 10 years from graduation or separation from the school at which point, all
files will be archived and disposed of properly.

ATSU-KCOM Policies & Resources for COCA Std 9.4 Secure Student Recordkeeping
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m Affiliation Agreements/Preceptor Information will be retained at the main
campus for 6 years after expiration or termination of the contract and then
archived and disposed of properly by the Clinical Affairs office.

REVIEW(S)
Policies & Resources reviewed by:
KCOM Dean - December 12, 2019

ATSU-KCOM Policies & Resources for COCA Std 9.4 Secure Student Recordkeeping
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ATSU-KCOM Policy No. 9.8
Mental Health Services

Signature: On file in Dean’s office Date Approved: December 9, 2019
Updated: June 24, 2022, July 6, 2023

PURPOSE

In accordance with the Commission on Osteopathic College Accreditation (COCA), A.T. Still
University-Kirksville College of Osteopathic Medicine must provide its students at all locations with
confidential access to an effective system of counseling and mental healthcare from a mental
healthcare provider. A mental health care provider must be accessible 24 hours a day, 365 days a year,
from all locations where students receive education from the COM.

POLICY
Mental health services are available to all students of A.T. Still University-Kirksville College of Osteopathic

Medicine 24 hours a day, 365 days a year, from all locations via the theTimelyCare Program:

e Online information and resources at timelycare.com/atsu

e Or by telephone: 833-484-6359
Additionally, in-person behavioral health and wellness counseling is available for all students of A.T.
Still University-Kirksville College of Osteopathic Medicine. The information about the counseling

services are as follows:

PROCEDURES

Confidentiality: Counseling is confidential. No member of the ATSU faculty, staff, or student body
will be informed that you are receiving services nor have access to your files without your explicit
written consent (see exceptions below).

Mandated Referral: Confidentiality applies to all students, even if the student has been mandated
for counseling. If you have been mandated to counseling, you will be asked to sign a release
allowing Behavioral Health and Wellness (BH&W) to report treatment compliance to the

appropriate referring person.

Exceptions to confidentiality: Your right to confidentiality does not apply in the following
situations:
® Any report or suspicion of child or elder abuse or neglect;
Any report of suicidal thoughts with an intent to follow through;
Any report of homicidal thoughts with an intent to follow through;
Any state of grave disability;

If a court subpoenas records.

Eligibility for services: All services provided by Behavioral Health & Wellness are free to ATSU students
and Northeast Missouri Regional Medical Center and Gutensohn Clinic Resident Physicians.

Length of sessions: Regular counseling sessions usually run 50-55 minutes. Special sessions are
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https://timely.md/schools/index.html?school=atsu&utm_source=newsletter&utm_medium=email&utm_campaign=students_launch

scheduled on an as-needed basis.

Office Hours: Normal counseling hours are 8 AM to 5 PM, Monday through Friday. After-hours
appointments are available as needed.

Counseling Records: An electronic record of your counseling sessions will be kept. This record will remain
confidential and will not be released without your written permission (please note limits to confidentiality
as outlined above). This record will be destroyed seven years after your final session but not before you
graduate or leave ATSU. No information about counseling goes into a student’s academic record.

Scheduling Appointments: Students schedule appointments by calling 660-626-2424 or using the
scheduling links on our website: atsu.edu/counseling_services. First appointments are scheduled as
intakes, then subsequent appointments will be scheduled at the recommendation of your counselor.
Unless you are experiencing a crisis/urgent situation, please schedule ongoing appointments with the
counselor you complete your intake and follow-up appointments with. If you need an urgent
appointment, please schedule with the first available counselor. The best standard of care for mental
health treatment is to remain with your established counselor for ongoing treatment. Mental health care
is a collaborative process, please let your established counselor know if you have concerns and ongoing
needs you would like met. Your established counselor will talk with you about how to best serve you,
which can include referrals to other ATSU counselors, TimelyCare providers, or outside providers.

Rescheduling or Cancellation of appointments: You are requested to give 24-hour notice if you need to
cancel or reschedule your appointment. A “no show” is when the appt. is made and the student does not
show up for the appt. Repeated “no-shows” may result in the loss of counseling services, and a referral
will be made as needed.

Counselor Under Supervision: Desirai Browning, MAS, LAMFT, is currently provisionally licensed and
under the supervision of Sarah Thomas, EdD, MSW, LCSW.

Licensure Limitations: Mental health providers are required to be licensed in every state in which they
practice. This includes telehealth sessions. You must reside in a state in which the therapist is licensed to
receive care. BH&W providers are licensed in the following states:

e Sarah Thomas EdD, MSW, LCSW
o Missouri and Arizona
e Phil Jorn, MA, LPC

o Missouri
e Desirai Browning, MAS, LAMFT
o Arizona

e Karen Taylor MS, LPC
o Arizona, Georgia, Utah

Telehealth/Distance Counseling or Consult Guidelines: Confidentiality still applies for telehealth services,
and no one will record the session without permission from the other person. We agree to use Zoom
video-conferencing, and the counselor can provide guidance on usage if needed. It is important to be in a
quiet, private, and confidential space that is free of distractions during the session. A safety plan that
includes at least one emergency contact and the closest emergency room to your location will be
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discussed in the initial session. Your counselor may determine that, due to certain circumstances, distance
counseling is not appropriate and that you may need to engage in in-person counseling. If in-person
counseling is not feasible with ATSU counselors, a referral will be provided to you for your location.

Emergencies cannot wait. Please contact:

1. During office hours (Monday-Friday, 8 AM - 5 PM):
a. Sarah Thomas EdD, MSW, LCSW - 660-626-2751 (office) or 660-651-6779 (cell)
b. If the above counselor cannot be reached, contact:
i Michael Zajac, Associate Vice President of Student Affairs 480-219-6026
(office) or 740-403-1003 (cell)
ii. Lori Haxton, Vice President of Student Affairs; 660-626-2027 (office) or
660-349-9492 (cell)
c. If you cannot reach anyone, please use TimelyCare Talk Now 24/7 at
Timelycare.com/atsu and register with your student email or call 988
2. After hours
a. TimelyCare Talk Now 24/7 Care at 833-484-6359
b. 988 Suicide and Crisis Lifeline
c. Go tothe local emergency room or dial 911

Counselor Evaluations/Complaints: Please address any feedback regarding your counseling experiences
or concerns about the counselor’s abilities to Michael Zajac, Associate Vice President for Student Affairs
(michaelzajac@atsu.edu, Arizona Campus, 480-219-6026) or Lori Haxton, Vice President of Student Affairs
(Ihaxton@atsu.edu, Missouri Campus, 660-626-2027).

Client rights - All students, their spouses, and/or partners have the following rights when seeking
counseling at ATSU Behavioral Health & Wellness Counseling Services:
1. Confidentiality, as described above.
2. You may ask the counselor about his/her professional qualifications, training, theory, and types of
therapy used.
3. You may discuss your counseling work with anyone you choose, including another counselor.
4. You may receive an explanation of any form of counseling used in treatment. You may ask the
counselor
questions about treatment.
5. You may request a copy of the professional ethical guidelines that regulate the therapeutic
practice.
6. You may ask the counselor to review your file with you or release a summary of your file to any
other
professional with your written consent.
7. You may end your counseling treatment at any time without any moral or legal obligation and
may continue counseling with any other mental health professional.
a. Mandated referrals are not required to utilize BH&W services for treatment, and may seek
counseling with any other qualified mental health professional.

Additional Mental Health Supports for KCOM DO Student Supports

ATSU-KCOM Policy 9.8 Mental Health Services
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In addition to the services listed herein, the college offers curriculum links for didactics held in the
clinical years. Topics are varied and include resiliency in clinical training, physician suicide, suicide
prevention, depression in medical students, gratitude in medicine, vicarious trauma, compassion fatigue,
ACES Study and Medical Students, and leadership.

ATSU-KCOM has also established a Student Mental Well-being Task Force composed of counselors,
advisors, faculty, and students. The role of the task force is to assess the current status of the mental
well-being of students and resources at KCOM, to raise awareness of how to address mental health
needs, to look for improved interventions and prevention strategies to create a healthier learning
environment, and to engender life-long habits of good health and well-being.

REFERENCE FILE(S)

The process is referenced from:
e ATSU Student Affairs website
e KCOMStudentManual.atsu.edu (intranet website)
e KCOMRegionalManual.atsu.edu (intranet website)

REVIEW(S)
Process reviewed by:
KCOM Dean - December 9, 2019, September 7, 2023
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ATSU-KCOM Policy No. 9.9:
Physical Health Services

Signature: On file in Dean’s office Date Approved: December 19, 2019

PURPOSE

In accordance with the Commission on Osteopathic College Accreditation (COCA) Standard 9.9,
A.T. Still University-Kirksville College of Osteopathic Medicine must provide its students with
access to diagnostic, preventive and therapeutic health services accessible in all locations
where students receive education from the COM.

POLICY

Each medical student is strongly encouraged to establish a relationship with and utilize the
services of a primary care provider for comprehensive healthcare as well as for the acute care
of illness. Each student must sign an attestation stating that any physician caring for him or her
via a therapeutic relationship or for sensitive health services (see definitions below) will not be
involved in the grading or assessment as they proceed through medical school. ATSU requires
all students enrolled in a residential program to maintain active health insurance coverage in
order to readily access diagnostic, preventive, and therapeutic healthcare in all regions where
training occurs. ATSU-KCOM maintains specific immunization and screening requirements of
matriculants, students, and fellows with reporting and monitoring requirements maintained by
the immunization coordinator in the Clinical Affairs office. ATSU also requires students enrolled
in a residential program to enroll in the University-provided disability insurance coverage.

PROCEDURE(S)

e Diagnostic, preventive and therapeutic health services can be provided within each
community where the student is educated (Kirksville, Missouri for Years 1 and 2; clinical
regions for Years 3 and 4).

e Inthe event of an illness or accident, the student’s well-being is of paramount
importance. Immediate evaluation and appropriate follow-up are key. Students should
follow the medical facility’s established procedures.

e For illness that does not resolve quickly or any accident/injury that occurs during the
on-campus portion of the training requiring the student to miss classes, the student
must:

o Immediately seek medical attention commensurate with the nature of illness or
injury.

o Request an excused absence through the ATSU-KCOM app or contact the
Academic Affairs office.

o Provide necessary documentation.

o Follow guidelines related to illness established by the healthcare provider.
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o

Follow the ATSU-KCOM attendance policy outlined in the ATSU University
Catalog - KCOM DO section and the procedures outlined in the KCOM Student
Manual.

e For illness that does not resolve quickly or any accident/injury that occurs during

rotations, the student must:

o

Immediately seek medical attention commensurate with the nature of illness or
injury.

Contact the RAD/DSME and regional coordinator to notify them of the medical
status.

Assure the preceptor of record is contacted by the student or appropriate
regional representative should the student be incapacitated.

Follow the Centers for Disease Control and Prevention (CDC) recommendations
that people with illness remain at home until at least 24 hours after they are free
of fever (100 degrees F) or signs of a fever without the use of fever-reducing
medications.

Follow further guidelines related to illness established by the facility to which the
student is assigned.

Follow the ATSU-KCOM attendance policy outlined in the ATSU University
Catalog - KCOM DO section and the procedures expected by your RAD/DSME.

Once the student has recovered, an individualized plan for makeup will be developed. If

an extended absence is required, students contact the Academic Affairs office at
KCOMAbsences@atsu.edu.
e Physicians involved with students as their healthcare provider are not to be involved in

their grading or assessment process with two exclusions, as follows:

1.

Supervision of clinical care in a learning environment. Medical students learn
through experience and are often in clinical settings whereby they ‘treat’ a peer
under the supervision of a faculty member. This may occur in a student OMM
clinic, CODO course, clinical rotation experience, vaccination clinic, or other
entity. The relationships established in these precepted settings are significantly
different from those existing between a clinician-patient in a therapeutic
relationship in a health care delivery setting. ‘Treatment’ undertaken for the
purpose of education in such a scenario does not constitute the formation of a
true provider-patient relationship and, therefore, does not require recusal.
Anonymous scoring of academic assessments. Scoring of academic assessments
whereby scores are programmed into a learning management system, testing
software program, or other systems for an entire class or subgroup of the class
whereby student responses during the scoring/grading processes are managed
by staff and remain anonymous to the faculty member until all scores are
calculated. Example: Multiple choice examination in Internal Medicine course
administered for the entire class.

e Health Insurance Coverage - ATSU requires all students enrolled in a residential program

maintain active health insurance coverage. All ATSU students must meet ATSU
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requirements by either enrolling in the ATSU-sponsored student health plan or by
submitting a waiver and receiving approval for use of another acceptable health
coverage plan. Coverage must be maintained throughout the duration of enroliment.
Failure to maintain continuous health insurance coverage may result in disciplinary
action, including possible suspension and/or dismissal.

Immunizations, Certifications and Screenings - ATSU-KCOM requires immunizations and
certifications to protect the health of students and those within whom they make

contact. The requirements and monitoring system are outlined in the ATSU University
Catalog-KCOM Section.

Disability Insurance - ATSU students enrolled in residential clinical-based programs are
required to carry University-provided disability insurance coverage. ATSU has contracted

with providers for the group coverage.

DEFINITIONS:

Provision of health care services is defined as a licensed clinician assuming clinical

responsibility for the evaluation, diagnosis, treatment and/or management of a student.
Therapeutic relationship is defined as either ongoing provision of healthcare services
(more than two interactions) or any health care services involving “sensitive health
services.”

Sensitive health services include but are not limited to, psychiatric/psychological

counseling, substance abuse, and sexually transmitted diseases.

REFERENCE FILE(S)
The process is referenced from:

e For more information related to details of the plan, University requirements,
enrollment, or completing the waiver process; please visit https://app.hsac.com/atsu.
e HSA Consulting, Inc. is available by phone, (888-978-8355), or email (atstill@hsac.com)
for any additional questions regarding the waiver/enrollment process or the student
health insurance plan.
e ATSU-KCOM Student Catalog
o OMS | and OMS Il Student Attendance
o OMS Il and OMS IV Students Attendance
0 Immunizations
o Attendance
e ATSU Student Affairs website
o KCOMStudentManual.atsu.edu (intranet website username and password required)
e KCOM Policy 9.11 Health Insurance
e ATSU University Student Handbook
Disability Insurance
REVIEW(S)

Policy & Procedure reviewed by:

ATSU Vice President of Student Affairs - December 19, 2019
KCOM Dean - December 19, 2019
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ATSU-KCOM Policy No. 9.10:

Non-Academic Health Professionals - Faculty Members Providing Health Care Services to
Osteopathic Medical Students

Signature: On file in Dean’s office Date Approved: August 24, 2020
Updated: August 14, 2023

PURPOSE:

In accordance with the Commission on Osteopathic College Accreditation (COCA) Standard
9.10, A.T. Still University-Kirksville College of Osteopathic Medicine is required to have a policy
designed to ensure that any health professional providing health services, through a physician-
patient relationship, must recuse themselves from the academic assessment or promotion of
the student receiving those services.

POLICY:

Students may seek health care services from clinical faculty members due to proximity,
convenience, comfort, confidence, and the size of the local medical community. This applies to
students both on-campus and off-campus.

Such services may involve a therapeutic relationship and include the provision of sensitive
health services (see definitions below). If a student elects to establish a therapeutic relationship
with a clinical faculty member or seeks to obtain health care services involving ‘sensitive health
services,’ that health care provider is precluded from any evaluation role for that student
(irrespective of the wishes of the medical student) for a two-year period because of a
dual-relationship and potential conflict of interest issues. Clinical faculty members who provide
sensitive health services to KCOM DO students or who are engaged in therapeutic relationships
with students will not:

® Perform academic assessments

e Make decisions regarding promotion
However, such faculty members may continue to instruct and train such students according to
the normal expectations of the curriculum.

Students seeking mental health services are strongly encouraged to make use of ATSU
Counseling Services or other services that are provided by health professionals who are not
involved in the education or assessment of KCOM DO students.

Clinicians are strongly discouraged from entering into therapeutic relationships with students.

In instances of pre-existing provider/student relationships, therapeutic relationships, or
sensitive health services, the clinician must discuss with the student the potential for a dual

ATSU-KCOM Non-Academic Health Professionals Policy 9.10
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relationship and inform the student that they will recuse themselves from any situation in which
an evaluation is required if the provision of sensitive health services has occurred.

While the focus of this policy relates to conflicts of interest resulting from therapeutic
relationships and/or the provision of sensitive health services to medical students, other types
of conflicts of interest may exist. In such situations, faculty members will also recuse
themselves from participating in performing academic assessments for grading purposes and in
decisions regarding promotions for such students.

Definitions for this Policy:

e Provision of health care services is defined as a licensed clinician assuming clinical
responsibility for the evaluation, diagnosis, treatment, and/or management of a
student.

e Therapeutic relationship is defined as either ongoing provision of health
care services (more than two interactions) or any health care services
involving “sensitive health services.”

e Sensitive health services include but are not limited to, psychiatric/psychological

counseling, substance abuse, and sexually transmitted diseases.

PROCEDURES:

All faculty members engaged in an established provider-patient relationship with a student or
have other conflicts of interest pertaining to a student must identify themselves and recuse
themselves from summative assessments, grading, or promotional activities concerning that
student for two years following the last date of service.

Clinicians serving on the KCOM Student Promotion Board shall identify themselves and recuse
themselves if they have an established provider-patient relationship with a student or if they
have other conflicts of interest pertaining to the student being reviewed by the Board. This
identification and recusal process shall occur at the start of each meeting. Cases being
reviewed electronically shall follow the same process, with the clinician recusing themselves
from review, comments, and voting.

Exclusions:
There are two main exclusions to this policy including:

1. Supervision of clinical care in a learning environment. Medical students learn through
experience and are often in clinical settings whereby they ‘treat’ a peer under the
supervision of a faculty member. This may occur in a student OMM clinic, CODO course,
Clinical Experiences | & IlI, vaccination clinic, or other entity. The relationships

ATSU-KCOM Non-Academic Health Professionals Policy 9.10
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established in these precepted settings are significantly different from those existing
between a clinician-patient in a therapeutic relationship in a health care delivery
setting. ‘Treatment’ undertaken for the purpose of education in such a scenario does
not constitute the formation of a true provider-patient relationship and, therefore,
does not require recusal.

2. Anonymous scoring of academic assessments. Scoring of academic assessments
whereby scores are programmed into a learning management system, testing
software program, or other systems for an entire class or subgroup of the class
whereby student responses during the scoring/grading processes are managed by
staff and remain anonymous to the faculty member until all scores are calculated.
Example: Multiple choice examination in an Internal Medicine course administered
for the entire class.

This policy pertains to the COCA requirement of Element 9.10 and applies to all faculty.
Annually, at the beginning of each academic year, this policy is provided to all KCOM students
and faculty via email from the KCOM Academic Affairs office.

REVIEW(S)

Policy and procedure reviewed by:
KCOM Dean - August 24, 2020

ATSU-KCOM Non-Academic Health Professionals Policy 9.10
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FIRST IM WHOLE PERSON HEALTHCARE

ATSU-KCOM Policy No. 9.11:
Student Health Insurance Requirements

Signature: On file in Dean’s office Date Approved: December 9, 2019
Updated: May 10, 2023

PURPOSE

In accordance with the Commission on Osteopathic College Accreditation (COCA), A.T. Still
University-Kirksville College of Osteopathic Medicine must require that all students have health
insurance.

POLICY

ATSU requires that all students enrolled in a residential program maintain active health
insurance coverage. To ensure that students have access to a comprehensive plan, ATSU has
chosen Aetna Student Health (ASH) as its medical plan provider for the student health plan. All
ATSU students must meet ATSU requirements by either enrolling in the ATSU-sponsored student
health plan or by submitting a waiver and receiving approval for the use of another acceptable
health coverage plan. Coverage must be maintained throughout the duration of enrollment.
Failure to maintain continuous health insurance coverage may result in disciplinary action,
including possible suspension and/or dismissal.

PROCEDURE

HSA Consulting, Inc. (HSAC) is the group administrator for the student health plan and will
verify waiver information to ensure all students are in compliance with ATSU student health
insurance requirements. As the group administrator HSAC will assist students with plan
guestions, address changes, claims assistance, and obtaining ID cards.

Student Health Insurance Requirements
All students MUST be covered by an ACA compliant domestic health insurance plan for the

entire academic year, including summer and holidays.

The acceptable coverage to waive the A.T. Still University - Sponsored Student Health Insurance
Plan is a parent's employer group plan, a spouse's employer group plan, VA Benefits or COBRA.
Individual Plans will be accepted as long as they meet the University’s waiver requirements.
Additionally, the University will allow students to waive out of the student health insurance
plan using Medicaid based coverage, and the student must live in that state for the entire
academic year. The A.T. Still University Waiver requirements are as follows:

e Deductible MUST NOT be more than $2,500 for individual (In many cases even if an
individual deductible is listed, the family deductible must be met before benefits apply
and is considered the deductible.)

ATSU-KCOM Policy 9.11 Student Health Insurance Requirements
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Students on rotations must have comprehensive coverage on all rotation sites
Coverage must be in force for the entire year, including breaks and holiday
Unlimited Major Medical Coverage

Prescription coverage

Mental health coverage

Coverage for an annual exam

A provider network in the area of your ATSU campus for primary care, specialty, hospital,
and diagnostic care. Students attending online programs, including those that are only
partially online, are exempt from these requirements.

Short-term health insurance policies, traveler’s plans, or plans originating outside of the
United States will not be accepted as part of the Waiver process.

**Students are not eligible to waive with Medicaid Coverage or coverage with a limited
network in Clinical Years. Students must have coverage that is comprehensive
throughout the United States.

Students must notify HSA Consulting, Inc. of any changes in health insurance providers.

REFERENCE FILE(S)
e For more information related to details of the plan, University requirements,
enrollment, or completing the waiver process; please visit https://app.hsac.com/atsu.
e HSA Consulting, Inc. is available by phone (888-978-8355) or email atsu@hsac.com for
any additional questions regardinghttps://app.hsac.com/atsu the waiver/enrollment
process or the student health insurance plan.
e ATSU University Catalog - Health Insurance Requirements

REVIEW(S)
Policy reviewed by:

ATSU Vice President of Student Affairs - May 10, 2023
KCOM Dean - December 9, 2019
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ATSU-KCOM Policy No. 10.1:
Osteopathic Educational Continuum

Signature: On File in Dean’s Office Date Approved: February 26, 2020

PURPOSE

In accordance with the Commission on Osteopathic College Accreditation (COCA), standard 10.1
A.T. Still University of Health Science-Kirksville College of Osteopathic Medicine must provide
policies, procedures, personnel, and budgetary resources to support the continuum of
osteopathic education, including graduate medical education.

POLICY

ATSU-KCOM through the collective activities of the KCOM Departments of Academic Affairs,
Medical Education, Clinical Affairs, and Advancement of Osteopathic Education, coordinates the
efforts of medical educators to implement ATSU-KCOM’s teaching and assessment programs
for the first through fourth years of pre doctoral osteopathic medical education and graduate
medical education.

PROCEDURE
The ATSU-KCOM Departments of Academic Affairs, Medical Education and Clinical Affairs:
® Support curricular organization, teaching, and assessments of the pre-doctoral
osteopathic curriculum with the goal of preparing osteopathic medical students with
sufficient knowledge and skills in the seven osteopathic core competencies to
successfully enter graduate medical education
e Oversees and supports administration of third- and fourth-year clinical rotations

e Facilitates the regional site match process for second-year students transitioning to the
clinical rotations

e Coordinates clinical activities and assessment requirements in the core regional sites

e Provides residency match placement support

® Provides career advising

® Oversees student completion of the NBOME, COMLEX licensing examinations Level
1-CE and 2-CE

e Ensures integration of osteopathic principles throughout four year osteopathic
curriculum

The ATSU-KCOM Department for Advancement of Osteopathic Education

® Hosts Still-OPTI, an ACGME-accredited institution residency program sponsor

® Provides accreditation and institutional sponsorship of residency programs through Still-
OPTI

e Provides administrative and educational support to affiliated residency programs
sponsored by other institutional sponsors.

e Develops new residency programs

e Provides educational resources and curricular support for residents to develop sufficient
mastery of the ACGME six core competencies to enter autonomous specialty practice

e Provides educational resources and administrative support for residency faculty
development
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e Provides educational resources and support for integration of osteopathic principles
into residency programs and support for obtaining osteopathic recognition
® Provides research education and support for scholarly activity in residency programs

RESPONSIBILITY

ATSU-KCOM through the collective activities of the KCOM Departments of Academic Affairs,
Medical Education, and Clinical Affairs and Advancement of Osteopathic Education and Still
OPTI, support the continuum of osteopathic medical education. The ATSU- KCOM Department
of Academic Affairs, Medical Education, and Clinical Affairs hold the primary responsibility for
oversight of pre-doctoral osteopathic medical education. The ATSU-KCOM Department for the
Advancement of Osteopathic Education and Still OPTI hold the primary responsibility for
oversight of graduate medical education.

REVIEW(S
Policy & Procedure reviewed by:
KCOM Dean -February 26, 2020
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ATSU-KCOM Policy No. 10.2:
ACGME Accredited GME

Signature: On file in Dean’s office Date Approved: December 19, 2019

PURPOSE

In accordance with the Commission on Osteopathic College Accreditation (COCA) standard
10.2, A.T. Still University-Kirksville College of Osteopathic Medicine must provide policies and
description of its mechanism to assist new and existing graduate medical education (GME)
programs in meeting the requirements for accreditation by the Accreditation Council for
Graduate Medical Education (ACGME)

POLICY

ATSU-KCOM, through the activities of the Department for Advancement of Osteopathic
Education, develops new graduate medical education (GME) programs and assists existing GME
programs in meeting and maintaining specialty program and osteopathic recognition
accreditation by ACGME. Still OPTI, an accredited ACGME sponsoring institution, is a
sub-department within the Department for Advancement of Osteopathic Education. Still OPTI
provides financial, administrative, and educational support and oversight for all Still OPTI
sponsored residency programs and provides residency educational and administrative support
for all Still OPTI affiliated residency programs.

PROCEDURE

New GME Development:

ATSU-KCOM, Department for the Advancement of Osteopathic Education, actively seeks
residency development as an ongoing activity of its Osteopathic Medical Education
Committee-Graduate Medical Education Committee (OGME-GMEC). Institutional
representatives meet with potential collaborators to discuss and create new GME programs.
New programs may contract with Still OPTI as their ACGME institutional sponsor or contract for
residency educational and administrative support from Still OPTI while using their own
institutional sponsor. Still OPTI assists new and developing programs with ACGME accreditation
and administrative and educational support.

Existing GME Support:

Still OPTI and the Department for the Advancement of Osteopathic Education provides
financial, administrative, and educational support and oversight for all Still OPTI sponsored
residency programs and provides residency educational and administrative support for all Still
OPTI affiliated residency programs. Still OPTI and the Department for the Advancement of
Osteopathic Education provides on-demand and live faculty development, educational and
scholarly activity resources through an institutional portal. Special emphasis is placed on
faculty development, educational and scholarly activity to fulfil program accreditation
requirements for ACGME osteopathic recognition with development and mastery of integration
of osteopathic principles into each of the six ACGME core competencies. Still OPTI assists

ATSU-KCOM Policy ACGME 10.2
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sponsored and affiliated programs with ACGME initial and continuing specialty program
accreditation and Osteopathic Recognition.

Within Still OPTI, the Graduate Medical Education Committee (GMEC) is tasked with oversight
of ACGME accreditation status of the sponsoring institution and its sponsored residency
programs; the quality of the learning and working environment associated with each program;
reviewing residents and faculty surveys, site visit and accreditation feedback, and when
necessary, approving corrective measures; reviewing and approving Still OPTI policies and
procedures, ACGME applications and program changes, and requests for exceptions to clinical
and educational work hour requirements; and conduct an Annual Institutional Review (AIR).

The Still OPTI GMEC is composed of representatives from its sponsored and affiliated residency
programs, the Still OPTI designated institution official (DIO), and a quality improvement or
patient safety officer as defined by the ACGME Institutional Requirements. As an accredited
ACGME institutional sponsor, Still OPTl is required to be in substantial compliance with ACGME
institutional requirements and ensure that each of its residency programs is in substantial
compliance with ACGME accreditation requirements.

RESPONSIBILITY

The ATSU-KCOM Department for Advancement of Osteopathic Education and Still OPTI hold the
primary responsibility for oversight of GME. The associate dean for postgraduate training leads
the Department for the Advancement of Osteopathic Education and serves as the designated
institution official (DIO) for Still OPTI and is tasked with the authority and responsibility for the
oversight and administration of each of the Sponsoring Institution’s ACGME accredited
programs and to ensure the compliance with the ACGME Institutional, Common, and specialty-
specific Program Requirements.

REVIEW(S)
Process reviewed by:
KCOM Dean - December 19, 2019
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ATSU-KCOM Policy No. 11.4a:
COMLEX-USA

Signature: On file in Dean’s office Date Approved: December 10, 2019

PURPOSE

In accordance with the Commission on Osteopathic College Accreditation (COCA) standard
6.12, A.T. Still University-Kirksville College of Osteopathic Medicine must ensure that prior to
graduation, all students must demonstrate osteopathic medical knowledge and osteopathic
clinical skills by passing the Comprehensive Osteopathic Medical Licensing Examination of the
United States (COMLEX-USA) undergraduate examinations (Level 1 and Level 2) and meeting

a national standard for osteopathic clinical skills competency. The COM must publish to the
public the first-time pass rates for all students in each of the competency assessments in the
COMLEX-USA examination series (Level 1, Level 2, and Level 3) by the NBOME. COMs must
update their public websites within 30 days of receiving their annual update for each COMLEX-
USA level testing cycle.

POLICY

To advance through the osteopathic medicine program and graduate, students are required to
pass the National Board of Osteopathic Medical Examiners (NBOME) COMLEX-USA series of
examinations, including COMLEX Level 1 and COMLEX Level 2 Cognitive Evaluation (CE).
Students are required to take each board examination during specific timeframes listed in the
Student Assessment Plan Summaries and CMLX6500 and CMLX7500 syllabi (unless special
permission to deviate from the schedule is granted by the Assistant Dean of Academic Affairs).
Failure to test within the specific timeframes without prior approval may be reviewed as a
professionalism violation with potential referral to the KCOM Student Promotion Board.

In order to attend the commencement ceremony, students must have successfully completed
COMLEX Level 1 and Level 2CE by December 31 of the academic year in which the student will
graduate. Appeals to this portion of the policy must be made in writing to the ATSU-KCOM
Dean. The NBOME has discontinued COMLEX Level 2PE. The COM must attest students have
demonstrated the fundamental osteopathic clinical skills necessary for graduation.

PROCEDURE

COMLEX Level 1:

1. KCOM representatives will make students eligible for COMLEX Level 1 within the
NBOME system following successful completion of semesters 1 and 2 and having earned
passing marks in semester 3 of the program.

2. Students must meet the threshold outlined in the CMLX6500 course syllabus for the
assigned practice examination(s) prior to taking COMLEX Level 1. Students who do not
meet thresholds as outlined in the syllabus must meet any additional required
preparations and/or assessments as directed by the Academic Affairs office or designee.

ATSU-KCOM Policy 11.4a COMLEX-USA
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3. Students must schedule, pay for, and take COMLEX Level 1 within the approved testing
window. Although few students will have adjusted schedules beyond the approved
testing window, all such adjustments must be approved by the Assistant Dean of
Academic Affairs or the KCOM Student Promotion Board.

COMLEX Level 2 CE:

1. KCOM representatives will administer student eligibility for COMLEX Level 2 CE within
the NBOME system after notice of successful passage of COMLEX Level 1 has been
received.

2. Students must meet the requirements to take this examination as outlined in the
CMLX7500 course syllabus for the assigned practice examination(s) prior to taking
COMLEX Level 2 CE. Students who do not meet thresholds as outlined in the syllabus
must meet any additional required preparations and/or assessments as directed by the
Academic Affairs office or designee.

3. Students must schedule, pay for, and take COMLEX Level 2 CE within the approved
testing window. Although few students will have adjusted schedules beyond the
approved testing window, all such adjustments must be approved by the Assistant Dean
of Academic Affairs or the KCOM Student Promotion Board.

Board Failures

First Board Failure:

1. If a student fails a board examination, the student must inform the Assistant Dean of
Academic Affairs and the Regional Assistant Dean/Director of Student Medical
Education (RAD/DSME) of the failure within 48 hours of notification.

2. The Assistant Dean or designee will work with the student to create an individualized
remediation plan, including a testing deadline. The plan may include time off from
clinical rotations, a formal board preparation course at the student’s expense,
independent board preparation, documentation of meeting the threshold of an
approved practice examination(s), or other appropriate strategies.

3. The Assistant Dean will report the board failure to the KCOM Student Promotion Board.

Two or More Board Failures:

If a student fails the same board examination twice or a second board examination, the student
will be reviewed by the KCOM Student Promotion Board. The board has the authority to impose
supports and discipline as well as dismiss the student from the program. If the board votes to
dismiss the student from the program, the Assistant Dean of Academic Affairs will notify the
student within 24 hours.

If the board votes to allow the student to retake the board examination:

e Anindividualized remediation plan will be developed under the direction of the KCOM
Student Promotion Board and the administration of the Academic Affairs office.

e Some individualized remediation plans will require the student to be removed from all
clinical experiences until the student retakes and/or passes the previously failed board
examination.

ATSU-KCOM Policy 11.4a COMLEX-USA
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Class-specific information about COMLEX preparation and testing is contained in the Student
Assessment Plan Summaries (specific for each graduating class year), the related course syllabi,
and in the ATSU-KCOM Student Manual located on the Google Drive.

Responsibilities - Assistant Dean of Academic Affairs:
e Shall assure a monitoring process for students taking each board examination.
e Shall implement and monitor interventions of specific students who have not met
performance thresholds required prior to COMLEX testing.

e Shall work with students to develop individualized plans when there has been a board
failure.
Shall notify the KCOM Student Promotion Board of board failures.

e Shall prepare annual and special reports on board performance for the Assessment
Subcommittee.

Responsibilities - KCOM Student Promotion Board:

e Shall review and assess the academic progress of all students, including failure
of COMLEX exam series.
® Impose requirements, supports, and discipline appropriate to the circumstances.

Responsibilities - Dean

e Reviews and makes decisions when students make written appeals about this policy or
decisions made by the KCOM Student Promotion Board.

REFERENCE FILE(S)
The policy is referenced from:
e ATSU-KCOM Catalog
e COMLEX-USA
e Graduation Requirements
e KCOM Student Promotion Board
e KCOM Student Manual - Board Examinations

Other referenced materials:
e Student Assessment Plan Summaries

e Years1&?2
e Years3&4

REVIEW(S)

Policy reviewed by:
ATSU-KCOM Curriculum Committee: December 10, 2019
ATSU-KCOM Dean - December 10, 2019
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BYLAWS
A.T.STILL UNIVERSITY OF HEALTH SCIENCES
Adopted April 9, 2005

As Amended February 9, 2008, October 11, 2008, May 9, 2009, June 10, 2009, September 25, 2010,
May 21, 2011, July 28, 2012, April 20, 2013, January 24, 2014, April 25, 2014, and April 29, 2017,
February 1, 2019

ARTICLE I - Name

The name of the corporation is A.T. Still University of Health Sciences (University) and the Bylaws
hereinafter provided for are Bylaws of the University.

The Board of Trustees for the University may authorize by a two-thirds affirmative vote of its
membership to have individual unit and/or organizational University Bylaws in addition to those provided
for the University, provided the individual unit and/or organizational Bylaws are not in conflict or
inconsistent with the Bylaws of the University.

ARTICLE Il - Mission

A.T. Still University of Health Sciences serves as a learning-centered university dedicated to
preparing highly competent professionals through innovative academic programs with a commitment to
continue its osteopathic heritage and its focus on whole person healthcare, scholarship, community health,
interprofessional education, diversity, and underserved populations.

ARTICLE I11 - Principal Office

The University shall have and continuously maintain a registered office and registered agent in the
State of Missouri. The registered office shall have the same address as the registered agent. The location of
the registered office and the name of the registered agent in the State of Missouri shall be such as are stated
in the Articles of Incorporation, and as may be changed and determined from time to time by the Board of
Trustees pursuant to the applicable provisions of law.

ARTICLE IV - Membership

The University shall not have members as such, but in lieu thereof, shall have only a Board of
Trustees.
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ARTICLE V - Board of Trustees

Section 1. Number and Composition. The number of persons constituting the Board of Trustees of
the University shall be not less than nine (9) nor more than twenty-one (21), as fixed from time to time by
the resolution of said Board. Twenty-five percent or more of the Board shall consist of alumni, reflective
of the composition of the schools making up the University and at all times at least one (1) KCOM graduate
shall be a trustee of the Board. No employee of the University shall be elected a member of the Board of
Trustees.

Section 2. Term of Office. All terms of office as a Trustee shall be for three years.

No trustee shall serve more than three (3) consecutive terms. After one (1) full year, following
expiration of the permitted tenure, eligibility of any former trustee is renewed. Expiration of a term of office
shall be at the conclusion of the Summer Meeting in the appropriate year.

Section 3. Vacancies. Vacancies on the Board of Trustees, whether caused by the inability of any
trustee to serve or the desire to increase the active membership of the Board, may be filled yearly at the
Board meeting specified in the Board Governance Policies or a special meeting of the Board. The procedure
for filling such vacancies shall be the same as for regular elections as outlined in Section 4, below.

Section 4. Nominations and Election.

A. Nominations. The chairperson shall appoint a Search Team at the Board meeting specified in
Board Governance Policies. The Board will select new Trustees at the Board meeting specified in the Board
Governance Policies. Not inconsistent with these Bylaws, the Board Governance Policies may specify
additional details regarding the Search Team and its processes.

B. Election. All elections shall be by consensus of all trustees present, per the Board Governance
policies.

C. A trustee of the Board may be removed without cause by consensus of the trustees then in
office not being considered for removal at any regular or special meeting called for such purpose.

Section 5. Meetings.

A. Regular Meetings. Regular meetings of the Board of Trustees shall be held four (4) times during
the calendar year, the exact time and date to be determined by consensus, except the Annual Meeting
described below shall be held in Kirksville, Missouri.

B. Annual Meetings. The last regular meeting of each calendar year shall be referred to as the
"Annual Meeting."

C. Special Meetings. Special meetings of the Board of Trustees may be held at the call of the
president or chairperson and will be called by the president or chairperson at the written request of one-
third of the trustees.

Section 6. Place of Meetings. The annual meeting shall be held in Kirksville, Missouri.
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Section 7. Notice of Meetings.

A. Regular Meetings. Written or electronic/online notice of regular meetings shall be sent to all
trustees not less than 21 days nor more than 40 days prior to the date of the meeting.

B. Special Meetings. Written or electronic/online notice of special meetings, including the agenda
items for discussion or action, shall be sent to all trustees not less than seven (7) days prior to the date of
the meeting except, if in the opinion of the chairperson it is necessary to do so, a telephoned notice not less
than three days prior to the date of the meeting may be given in lieu of the written notice.

Section 8. Quorum. A majority of the Board shall constitute a quorum for transaction of business.
In the event a quorum is not present at any meeting of the Board, trustees so assembled may transact
business provided, however, that such business shall not become effective until submitted to and ratified
by all absent trustees.

Section 9. Organization of the Board of Trustees. Prior to adjournment of the meeting specified in
the Board Governance Policies, the Board of Trustees shall organize for the coming year by electing officers
of the Board, consisting of a chairperson, vice chairperson, and secretary. Election of officers must be
approved by a consensus of all Trustees in office when this action is taken. The term of such officers shall
be for one (1) year, such terms expiring at the conclusion of the Board meeting specified in the Board
Governance Policies or until their successors are elected and qualified. Not inconsistent with these Bylaws,
the Board Governance Policies shall set forth the Board process for nomination of officers, and officer
terms and eligibility.

Section 10. Duties of the Board Officers.

A. Chairperson. The chairperson of the Board of Trustees shall preside at meetings of the Board.
The chairperson shall be responsible for a clear and full statement of the business to be conducted at any
regular or special meeting of the Board and shall perform the usual duties of a presiding officer in keeping
with these Bylaws, the Board Governance Policies, and parliamentary procedure.

B. Vice Chairperson. The vice chairperson shall perform such duties as are assigned by the
chairperson and, in the absence of the chairperson, shall preside at meetings of the Board. In the event the
chairperson is unable, for any reason, to complete his/her term, the vice chairperson shall be elevated to the
position of chairperson.

C. Secretary. The secretary shall be responsible for keeping minutes of all sessions of the Board
of Trustees and shall perform such other duties as are assigned by the chairperson and in keeping with the
Board Governance Policies.

Section 11. Compensation. Members of the Board of Trustees shall receive no compensation or
stipend for service on the Board. They shall, however, be entitled to reimbursement for all travel and
accommodation expense incurred in connection with service. A trustee may in lieu of reimbursement be
credited in that amount to the trustee’s gift income record.

Section 12. Power and Duties.

A. The Board of Trustees shall be the governing body and shall have control of the property and
affairs of the University and shall exercise control through the establishment of policies for the direction of
the Executive Officer in managing affairs of the University. The Board shall employ, and determine the
compensation and terms of employment for the president.
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B. The Board of Trustees shall require all contract officers, faculty members, and employees of
the University be required to accept contracts requiring all contractual disputes between the University and
any such party be settled pursuant to the American Arbitration Association Commercial Arbitration Rules
as amended and in effect January 1, 1990.

ARTICLE VI - Corporate Officers
Section 1. Officers.

A. Executive Officer. The executive officer of the University shall be a president. This officer
shall be employed, have and possess such authority and powers designated by the Board of Trustees and
those customarily held by the chief executive officer of comparable organizations (e.g., operate and manage
the institution; execute directives of the Board; confer degrees (including honorary); direct establishment
of, and have an understanding of and commitment to the University’s vision, mission, and strategic plan,
etc.). Compensation and benefits shall be fixed by the Board of Trustees.

B. Officers. The president may designate and appoint other officers of the University.
Section 2. Responsibility, Duties, and Powers.

A. President. The president shall be the chief executive officer of the University and shall manage
the affairs of the University in accordance with the Board Governance Policies determined by the Board of
Trustees. The president shall have the authority to sign, or co-sign, with other officers as may be designated
from time to time by the president, any and all documents necessary to carry out the policies of the Board.
The president shall designate an officer to act for him or her during any and all absences outside the United
States, provided such absences are not beyond thirty (30) calendar days; and if longer than thirty (30) days,
the Board of Trustees shall appoint an individual to act until the president returns.

B. Duties and Responsibilities of the President. The president shall faithfully and diligently
implement all Board Governance Policies made by the Board of Trustees, perform any duties described in
the president’s contract, and carry out any other duties as may be assigned by the Board of Trustees.

Section 3. Bond. Bond for all executive, subordinate, or assistant officers shall be required in
amounts as determined by the Board of Trustees. The cost of such bonds shall be paid by the University.

ARTICLE VII - Teams of the Board

Section 1. Standing Team(s). The chairperson of the Board of Trustees, in accordance with the
Board Governance Policies, shall appoint standing or reference teams as listed in, but not necessarily limited
to, the subsection(s) below. Creation of standing or reference teams and appointment of trustees to such
teams must be in accordance with the Board Governance Policies.

A. Audit. The Audit Team shall recommend the outside auditors and shall consult with the
auditors, the president, and any designees of the president to review the financial statements of the
University, the annual audit and management’s responses, internal controls, supervise any related
investigations deemed necessary by the Board of Trustees, and make recommendations on these topics to
the Board. The Audit Team shall be responsible for reviewing and approving the University Form 990 prior
to its submission to the full Board and subsequently the IRS.
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Section 2. Special or Ad Hoc Teams. Special or ad hoc teams shall be created by the Board of
Trustees in accordance with the Board Governance Policies.

Section 3. Team Membership. Team membership shall be in accordance with the Board
Governance Policies.

Section 4. Team Meeting Minutes. The chairperson of each team with the authority to act on behalf
of the governing body shall designate a team member to be responsible for keeping minutes of all sessions
of said team. Minutes for said team, once approved by the team members, shall be maintained with the
minutes of the Board of Trustees and other teams of the Board.

ARTICLE VIII - Seal

The corporate seal shall bear the name of the University and shall have inscribed thereon the words
"Corporate Seal."

ARTICLE IX - Parliamentary Authority

Rules contained in "Roberts Rules of Order, Revised," shall govern this organization in all cases to
which a majority or two-thirds votes is required by these Bylaws. The Board may vote by consensus, and
therefore “Roberts Rules of Order, Revised” do not apply, for any and all matters not requiring a majority
or two-thirds vote by these Bylaws. Consensus for purposes of these Bylaws is a cooperative process
whereby all trustees speak with a single voice by developing and agreeing to support a decision the Board
believes to be in the best interest of the whole. A consensus is reached when all Trustees present explicitly
consent to the approval of the matter before the Board at a duly called meeting at which a quorum of
Trustees is present.

For such matters where a consensus vote is permissible or required, if at any time before a
consensus is reached one or more trustees requests a majority vote, then a vote shall be taken consistent
with “Roberts Rules of Order, Revised.”

ARTICLE X - Amendments

These Bylaws may be amended at any regular or special meeting of the Board of Trustees. Written
notice of a meeting at which an amendment to these Bylaws may be proposed shall be given each trustee
at least two weeks in advance of the meeting, and shall state the purpose, or one of the purposes, of the
meeting is to consider a proposed amendment to these Bylaws and contain or be accompanied by a copy or
summary of the amendment or state the general nature of the amendment. The amendment must be
approved by a majority of the Trustees in office, at the time the amendment is adopted.

ARTICLE XI - Indemnification

Any person who by reason of the fact s/he is or was a Trustee, officer, employee, or agent of the
University, or is or was serving at the request of the University as a Trustee, officer, employee or agent of
another corporation, partnership, joint venture, trust or other enterprise, is or was a party, or is threatened
to be made a party, to any threatened, pending or completed action, suit or proceeding, whether civil,
criminal, administrative, or investigative, shall be indemnified by the University, provided s/he acted in
good faith and in a manner s/he reasonably believed to be in or not opposed to the best interests of the
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University, and with respect to any criminal action or proceeding, had no reasonable cause to believe his/her
conduct was unlawful. Such indemnification shall be provided against expenses, including attorneys' fees,
judgment, fines and amounts paid in settlement actually and reasonably incurred by him/her in connection
with such action, suit or proceeding; provided, however, with respect to an action or suit by or in the right
of the University, such indemnification shall be only against expenses, including attorneys' fees, and
amounts paid in settlement and in such cases no indemnification shall be made in respect of any claim,
issue or matter as to which such person shall have been adjudged to be liable for negligence or misconduct
in the performance of his/her duty to the University, unless, and only to the extent, the court in which the
action or suit was brought determines, upon application, despite the adjudication of liability and in view of
all the circumstances of the case, the person is fairly and reasonably entitled to indemnity for such expenses
as the court shall deem proper. To the extent a Trustee, officer, employee or agent of the University has
been successful on the merits or otherwise in defense of any such action, suit, or proceeding or in defense
of any claim, issue or matter therein, s/he shall be indemnified against expenses, including attorneys' fees,
actually and reasonably incurred by him/her in connection with the action, suit, or proceeding. Any other
indemnification hereunder, unless ordered by a court, shall be made by the University only as authorized
in the specific case upon a determination indemnification of the Trustee, officer, employee or agent is proper
in the circumstances because s/he has met the applicable standard of conduct set forth herein. The
determination shall be made by the Board of Trustees by a majority vote of a quorum consisting of Trustees
who were not parties to the action, suit, or proceeding, or if such a quorum is not obtainable, or even if
obtainable, if a quorum of disinterested Trustees so directs, by independent legal counsel in a written
opinion. The termination of any action, suit, or proceeding by judgment, order, settlement, conviction, or
upon a plea of nolo contendere or its equivalent, shall not, of itself, create a presumption the person did not
act in good faith and in a manner which s/he reasonably believed to be in or not opposed to the best interests
of the University, or, with respect to any criminal action or proceeding, s/he had reasonable cause to believe
his/her conduct was unlawful.

Expenses, including attorneys' fees, incurred in defending a civil or criminal action, suit or
proceeding shall be paid by the University in advance of the final disposition of the action, suit, or
proceeding as authorized by the Board of Trustees in the specific case, upon receipt of an undertaking by
or on behalf of the Trustee, officer, employee or agent to repay such amount unless it shall ultimately be
determined s/he is entitled to be indemnified by the University as authorized herein.

The indemnification provided hereunder shall not be deemed exclusive of any other rights to which
those seeking indemnification may be entitled under any applicable statute as amended from time to time,
any bylaw, agreement, vote of disinterested Trustees or otherwise, both as to action in their official capacity
and as to action in another capacity while holding such office, and shall continue as to a person who has
ceased to be a Trustee, officer, employee or agent and shall inure to the benefit of the heirs, executors and
administrators of such person.

Notwithstanding anything in this Article XI to the contrary and in addition to the indemnity
authorized herein, any person who, by reason of the fact s/he is or was a Trustee, or an officer, employee
or agent, or by reason of the fact any such person is or was serving at the request of the University as a
Trustee, officer, employee or agent of another corporation, partnership, joint venture, trust or other
enterprise, is or was a party, or is threatened to be made a party, to any threatened, pending or completed
action, suit or proceeding, whether civil, criminal, administrative, or investigative, shall be indemnified by
the University, provided such person's conduct was not finally adjudged (i) to have been knowingly
fraudulent, (ii) to have been deliberately dishonest, or (iii) to have constituted willful misconduct. Such
mandatory indemnification shall be provided against expenses (including attorneys' fees), judgments, fines
and amounts paid in settlement actually and reasonably incurred by the indemnified person in connection
with such action, suite or proceeding. No specific authorization of any court, the Board of Trustees or
independent legal counsel shall be required in connection with such mandatory indemnification.
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The University may purchase and maintain insurance on behalf of any person who is or was a
Trustee, officer, employee or agent of the University, or is or was serving at the request of the University
as a Trustee, officer, employee or agent of another corporation, partnership, joint venture, trust or other
enterprise against any liability asserted against him/her and incurred by him/her in any such capacity, or
arising out of his/her status as such, whether or not the University would have the power to indemnify
him/her against such liability under the provisions herein.
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ATSU Board of Trustees Policy Manual Category: 2

Subject: Process Document: 10

Date: January 27, 2023

Policy Type: Process
Title: Conflict of Interest

1. Purpose: Content of this policy is applicable to all trustees and the president of A.T. Still
University of Health Sciences.

2. Policy

a. A conflict of interest may arise whenever a trustee or president or a member of the
trustee’s or the president’s family: (1) has an existing or potential interest which impairs
or might appear to impair independent judgment in the discharge of responsibilities to
the University, or (2) may receive a material benefit from knowledge of information which
is confidential to the University. The vice president of finance and administration/CFO
will determine which employees are key employees for purposes of this board policy.

b. Itis difficult to define what might be considered a potential conflict, but at a minimum the
following should be so considered (“Official Relationship” in this context means, serving
as an officer, director, employee, partner, proprietor, or owner of 10% or more of the
stock of an entity which does business with the University; “Family Relationship” of an
individual includes his or her spouse, parents, siblings, children, and/or any others living
the same household):

Official relationship with banks with which the University regularly does business
Official relationship with investment brokers with which the University does business
Official relationship with suppliers of goods or services to the University

Official relationship with insurance agents or carriers doing business with the
University

5) Family relationships with employees of the University

e

c. Trustees and the president have clear fiduciary obligations to the University in
connection with service in such capacities. At all times the president and trustees shall
act in a manner consistent with this fiduciary obligation and shall exercise particular care
that no detriment to the interest of the University (or appearance of such detriment) may
result from a conflict between those interests and any personal interests which the
individual trustee or president may have.

1) Conflicts of Interest with Respect to Particular Transactions: If a trustee or the
president believes a conflict of interest may exist with respect to any particular
transaction, the trustee/president shall promptly and fully disclose the potential
conflict to the board. If the conflict of interest arises between board meetings, the
trustee and/or president shall delay acting on the issue until the conflict has been
considered and authorized by the full board.
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a) If there is a conflict of interest with respect to a trustee or the president, the
conflict shall be reported to the board, and the affected trustee or the president
shall agree to answer any questions about the matter other trustees may have. If
the particular transaction requires a decision of the board, the affected trustee
shall not be counted for purposes of a quorum nor shall the affected trustee
participate in the decision process. Minutes shall reflect the fact the trustee did
not participate.

b) If the board determines there is no conflict of interest with respect to a particular
transaction involving a trustee or the president, the secretary to the board shall
keep a record of the decision which shall be available to trustees upon request.

2) Potential Conflicts of Interest: Each trustee and the president shall file a statement
by July 31 of each year with the secretary to the board setting forth any conflicts of
interest which might be expected to occur within the following year (See Attachment
A of this board policy). That statement shall disclose as fully as possible the nature of
potential transactions, and all statements which anticipate conflicts of interest shall
be circulated to the board. Each trustee and the president shall agree to answer any
questions about potential conflicts other trustees may have.

3) Confidentiality Policy: All information concerning actual or potential conflicts of
interest on the part of trustees and the president shall be held in confidence unless
the best interests of the University dictate otherwise. Any disclosure beyond trustees
and the president shall take place only upon a consensus of the board.

Revised: 01.27.2023 Adopted: 01.27.2023



Attachment A
A. T. Still University of Health Sciences
Annual Conflict of Interest Statement for Members of the
Board and President of the University

Schedule 1 - Loans

Have you received a loan (including salary advances or other advances and receivables) from
ATSU? If no, skip to question 2. [ ]Yes [ ]No

If yes, what was the original principal amount?
What was the balance due at the conclusion of the current fiscal year?
Is the loan in default? [ ] Yes [ ] No

Was the loan approved by the board? [ | Yes [ ] No

Is the loan evidenced by a promissory note or other signed written agreement? [_|Yes [_|No

®aooTw

Have you granted a loan to ATSU? If no, continue to Schedule 2. [ ] Yes [ ] No

If yes, what was the original principal amount?
What was the balance due at the conclusion of the current fiscal year?
Is the loan in default? [ ] Yes [ | No

Was the loan approved by the board? [ | Yes [ ] No

Is the loan evidenced by a promissory note or other signed written agreement? [_]Yes [_]No

®aooTw

Schedule 1 Exceptions:

Do not report the following:

1.

Excess benefit transactions (Section 4958) which are defined as any transactions in which an
economic benefit is provided by a tax-exempt organization to a disqualified person if the value of
the benefit exceeds the values of the consideration (including the performance of services)
received for providing such benefit.

Advances under an accountable plan (a reimbursement or other expense allowance
arrangement that covers reasonable employee business expenses and is accountable to the
employer within a reasonable period of time);

Pledges receivable that would qualify as charitable contributions when paid;
Accrued but unpaid compensation owed by the organization;

Loans from a credit union made to an interested person on the same terms as offered to other
members of the credit union;

Receivables outstanding created in the ordinary course of the organization’s business on the
same terms as offered to the public (i.e., receivables for medical services provided by a hospital
to an officer of the hospital).
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Schedule 2 — Business Relationships

1. Do you have a business relationship (as defined in the glossary) with the president or any other
trustee? If no, continue to question 2. [ ] Yes [ ] No

If yes, disclose with whom you have a business relationship and the nature of the relationship.

2. Do you have a family relationship (as defined in the glossary) with the president or any other
trustee? If no, continue to question 3. [ ] Yes [ ] No

If yes, disclose with whom you have a family relationship and the nature of the relationship.

3. Are any of your family members employees of ATSU and received compensation greater than
$10,000 during the calendar year? If no, continue to question 4. [ ]Yes []No

If yes, disclose the name of the family member(s) and your relationship.

4. Do you or any of your family members have an indirect or direct ownership (as defined in the
glossary) interest greater than 35% of another entity with which ATSU does business? If no,
continue to question 5. [ ] Yes [ ] No

If yes, disclose the name(s) of the organization(s), your ownership percentage, or that of your
family members

5. Did you or any of your family members serve (1) as an officer, director, trustee, key employee,
partner or member with an ownership interest in excess of 5% of a partnership, (2) as a
shareholder with an ownership interest in excess of 5% of a professional corporation (other than
a tax-exempt organization under 501(c)) with which ATSU does business? If no, continue to
question 6. [ ] Yes [|No

If yes, disclose the name of the company, the position held, and the dates the position was held.

6. Did you receive or accrue compensation from any unrelated organization for services rendered
to ATSU? If no, continue to question 7. ] Yes [ | No

If yes, provide the name of the organization and the amount of compensation paid or accrued.
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7. Did you receive any compensation from ATSU? If no, continue to Schedule 3. [ ]Yes [ ]No

If yes, provide the amount paid to you and the reason for the compensation.

Schedule 2 Reporting Exceptions and Thresholds:

Reporting exceptions:

Excess benefit transactions

Loans reported on the Schedule 1

Grants or assistance reported on Schedule 3
Compensation reported in Form 990 Part VIl Section A
Do not report on Question 6:

SRR

a. Payments from a deferred compensation trust or plan established, sponsored or
maintained by the organization (or a related organization), and deferred compensation held
by such trust or plan.

b. Payments from a common paymaster for services provided to the organization (or to a
related organization)

c. Payments from an unrelated taxable organization that employs the individual and continues
to pay the individual's regular compensation while the individual provides services without
charge to the filing organization, but only if the unrelated organization does not treat the
payments as a charitable contribution to the filing organization.

Reporting thresholds: the organization is not required to report transactions with an individual or
organization for a dollar amount that did not exceed the greater of $10,000 or 1% of the
organization’s gross revenue, which is $ for the fiscal year ended , except
in the following cases:

1. Total payments for all transactions between the parties during the organization’s tax year
exceeded $100,000 (in such case, report all transactions between the parties regardless of the
individual amounts of such individual transactions)

2. The transaction was the organization’s payment of compensation to a family member or current
officer, director, trustee or key employee of the organization (in such case, payment of reportable
compensation must be reported if in excess of $10,000 for the organization’s tax year).

Schedule 3 — Grants or Assistance

1. At any time during the taxable year (July 1 to June 30 ), did you or a family member (as
defined in the glossary) receive any grants or other assistance (including provision of goods,
services or use of facilities) from ATSU? If no, continue to question 2. [ | Yes [ | No

a. If yes, disclose the type of grant or other assistance received. If a family member received
the grant or assistance, disclose your relationship to the recipient and the type of grant or
assistance received.

b. What was the amount of the grant or assistance received from July 1 to June 30 ?

$
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2.

If you answered yes to question 4 on Schedule 2 (indicating interest greater than 35% ownership
(as defined in the glossary) in another entity with which ATSU does business), did your
organization receive any grants or other assistance from ATSU? If no, continue to Schedule 4.

[ ]Yes [ ]No

a. If yes, disclose the type of grant or other assistance your organization received.

b. What was the amount of the grant or assistance received from July 1 to June 30 ?

$

Schedule 3 Reporting Exceptions:

Do not report the following:

1.
2.
3.

Excess benefit transactions

Loans reported on Schedule 1

Business transactions that do not contain any gift element and that are engaged in to serve the
direct an immediate needs of ATSU, such as payment of compensation (including taxable and
nontaxable fringe benefits treated as compensation) to an employee or consultant in exchange
for service of comparable value

Compensation to a person listed in Form 990, Part VI, Section A (including taxable and
nontaxable fringe benefits treated as compensation)

Grants to employees (and employees’ children) of a substantial contributor or 35% controlled
entity of a substantial contributor, awarded on an objective and nondiscriminatory basis based
on pre-established criteria and review by a selection committee

Grants or assistance provided to an interested person as a member of the charitable class or
other class (i.e., a member of section 501 (c)(5), (c)(6), or (c)(7) organization) that the
organization intends to benefit in furtherance of its exempt purpose, if provided on similar terms
as provided to other members of the class, such as short-term disaster relief or trauma
counseling. However, grants for travel, study or other similar purposes (i.e., to achieve a specific
objective, produce a report or other similar product, or improve or enhance literary, artistic,
musical, scientific, teaching or other similar capacity, skill or talent of the grantee) like those
described in section 4945(d)(3) are not excluded from reporting under this exception.

Schedule 4 - Independent Voting Members

Were you compensated as an officer other employee of ATSU or of a related organization,
except as in the religious exception discussed in the definition of an independent voting member
in the glossary? [ ]Yes []No

Did you receive total compensation or other payments exceeding $10,000 during the tax year
from ATSU or related organization as an independent contractor, other than reimbursement of
expenses under an accountable plan or reasonable compensation for services provided in the
capacity as a member of the governing body? [ | Yes [ |No

Did you answer “yes” to questions on Schedule 1,2, 0r3? []Yes [ ]No
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1.

Certificate of Disclosure

Have you been convicted of a felony involving a transaction in securities, consumer fraud, or
antitrust in any state or federal jurisdiction within the five-year period immediately preceding the
execution of this certificate? [ | Yes [ | No

If yes, disclose the felony and circumstances below:

Have you been convicted of a felony, the essential elements of which consisted of fraud,
misrepresentation, theft by false pretenses or restraint of trade or monopoly in any state or
federal jurisdiction within the five-year period immediately preceding execution of this certificate?

[ ]Yes []No

If yes, disclose the felony and circumstances below:

Have you been subject to an injunction, judgement, decree, or permanent order of any state or
federal court entered within the five-year period immediately preceding execution of this
certificate involving any of the following:

a. Violation of fraud of registration provisions of the securities laws of that jurisdiction, or

b. Violation of consumer fraud laws of that jurisdiction, or

c. Violation of antirust of restraint of trade laws of that jurisdiction?

[ ]Yes []No

If yes, disclose circumstances below:

4. Have you served in the capacity of an officer, director, trustee, or incorporator of any other
corporation or held a twenty per cent interest in any other corporation (not ATSU) on the
bankruptcy or receivership of that other corporation?

[]Yes []No

If yes, disclose circumstances below:

Are you a previous or current owner, trustee, or administrator of a school that closed or filed for
bankruptcy? []Yes [ ]No

Are you aware of any known violations of the policies of an accreditor by a school for which you
are a board member or employee? [ ]Yes []No
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I, the undersigned, being a trustee or president of the University, hereby state that to the best of my
knowledge except as noted below:

1. I have no official relationship, as defined on page one of the Board of Trustees Policy “Process:
Conflict of Interest,” with any corporation, partnership, or association that transacts business with
the University;

2. |, as an individual, transact no business, directly or indirectly, with the University;

3. No member of my family, as defined on page one of the Board of Trustees Policy “Process:
Conflict of Interest,” is in the employ of ATSU or would come within the meaning of #1 or #2
above.

List below any exception of the above statements:

| agree that if any situations arise, of which | am aware, that in any way contradict the above
statement, | will immediately notify the secretary of the Board of Trustees of any conflict, real or
potential, and make full disclosure thereof. | have read the Board of Trustees policy “Process”
Conflict of Interest” adopted by the Board of Trustees on April 27, 2018. | agree to answer any
questions the board may have with respect to any actual or potential conflict of interest, but |
understand that all such information will be held in confidence by the members of the board, unless
the best interest of the University dictates otherwise and it is a consensus of the members of the
Board of Trustees that further disclosure is necessary.

Print Name Signature

Date
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Glossary
Business relationships between two persons include the following:

1. One person is employed by the other in a sole proprietorship or by an organization with which
the other is associated as a trustee, director, officer, key employee or greater-than-35 percent
owner.

2. One person is transacting business with the other, directly or indirectly, in one or more contracts
of sale, lease, license, loan, performance of services or other transaction involving transfers of
cash or property valued in excess of $10,000 in the aggregate during the organization’s tax year.
Indirect transactions are transactions with an organization with which the one person is
associated as a trustee, president or greater than 35% owner.

3. The two persons are each a trustee or president or greater than 10% owner in the same
business or investment entity.

Exceptions to the above rules (do not report transactions meeting the exceptions below):

1. The ordinary course of business exception: requires the transaction to be on the same terms as
are generally offered to the public.

2. The privileged relationship exception: one of three privileged relationships (attorney and client,
medical professional and patient, priest/clergy and penitent/communicant).

Note: Ownership is measured by stock ownership (either voting power or value) of a corporation,
profits or capital interest in a partnership of limited liability company, or beneficial interest in a trust.
Ownership includes indirect ownership, (e.g., ownership in an entity that has ownership in the entity
in question); there may be ownership through multiple tiers of entities.

Trustee or president is defined as a member of the organization’s governing body, but only if the
member has any voting rights. A member of an advisory board that does not exercise any
governance authority over the organization is not considered a director or trustee.

Disqualified Persons 501(c)(3) or (4) organizations include:

1. Any person who was, at any time during the five-year period ending on the date of such
transaction, in a position to exercise substantial influence over the affairs of the organization.

2. A member of the family of an individual described above

3. A 35% controlled entity

Disqualified Persons 509(a)(3) organizations include:

1. A substantial contributor to such organization

2. A member of the family of an individual described above
3. A 35% controlled entity

Family Relationships: Unless specified otherwise, the family of an individual includes only his or
her spouse, ancestors, siblings (whether whole or half-blood), children (whether natural or adopted),
grandchildren, great grandchildren and spouses of siblings, children, grandchildren and great
grandchildren.

Former Trustees are individuals the organization reported or should have reported on the
organization’s Form 990, 990-EZ or 990-PF for one or more of the five prior years in one or more of
the following capacities: Trustees or president and the individual received reportable compensation
in the calendar year ending with or within the organization’s current tax year in excess of the
threshold amount ($100,00 or former officer and key employees, $10,000 for services in the capacity
as a director of trustee).
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Highest Compensated Employee is one of the five highest compensated employees of the
organization (including employees of a disregarded entity of the organization) other than officers,
directors, trustees or key employees. The five highest compensated employees are determined by
the amounts of reportable compensation (over $100,000 of reportable compensation) for the
calendar year ending with or within the organization’s tax year.

Independent Voting Member: A member is considered “independent” only if all three of the

following circumstances are applied at all times during the tax year:

1. The member was not compensated as an officer or other employee of the organization or related
organization, except as provided in the religious exception discussed below.

2. The member did not receive total compensation or other payments exceeding $10,000 during
the organization’s tax year from the organization or from related organizations as an
independent contractor, other than reimbursement of the expenses under an accountable plan or
reasonable compensation for services provided in the capacity as a member of the governing
body.

3. Neither the member, nor any family member of the member, was involved in a transaction with
the organization (whether directly or indirectly through affiliation with another organization) that is
required to be reported in Schedule L for the organization’s tax year, or in a transaction with a
related organization of a type and amount that would be reportable on Schedule L if required to
be filed by the related organization.

A member of the governing body is not considered to lack independence merely because of the

following circumstances:

1. The member is a donor to the organization, regardless of the amount of the contribution;

2. The member has taken a bona fide vow to poverty and either (A) receives compensation as an
agent of a religious order or a 501(d) religious or apostolic organization, but only under
circumstances in which the member does not receive taxable income; or (B) belongs to a
religious order that receives sponsorship or payments from the organization which do not
constitute taxable income to the member; or

3. The member receives financial benefits from the organization solely in the capacity of being a
member of the charitable or other class served by the organization in the exercise of its exempt
function, such as being a member of a section 501(c)(6) organization, so long as the financial
benefits comply with the organization’s terms of membership.

Key Employee is defined as an employee of the organization (other than a trustee) who meets all

three of the following tests:

1. Receives reportable compensation from the organization and all related organizations in excess
of $150,000 for the calendar year ending within the organization’s tax year.

2. The employee:

a. has responsibilities, powers, or influence over the organization as a whole that is similar to
those of officers, directors, or trustees;

b. manages a discrete segment of activity of the organization that represents 10% or more of
the activities, assets, income, or expenses of the organization as compared to the
organizations as a whole; or

c. has or shares authority to control or determine 10% or more of the organization’s capital
expenditures, operating budget or compensation for employees.

3. Top 20 test: is one of 20 employees (that satisfy the $150,000 Test and Responsibility Test) with
the highest reportable compensation from the organization and related organizations for the
calendar year ending with or within the organization’s tax year.

Officer is defined as a person elected or appointed to manage the organization’s daily operations
(i.e., a president, vice-president, secretary, or treasurer). The officers of an organization are
determined by reference to is organizing document, bylaws, or resolutions of its governing body, or
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as otherwise designated consistent with state law, but at a minimum include those officers required
by applicable state law. For purposes of Form 990 reporting, treat the organization’s top
management official and top financial official as officers.

Other Related Persons include:

1. Any member of the grant selection committee

2. A family member of any current or former officers, directors, trustees, or key employees listed in
Form 990, Part VII, Section A, of substantial contributors, or of members of the grant selection
committee

3. A 35% controlled entity of any of the current or former officers, directors, trustees, or key
employees listed in Form 990, Part VII, Section A; of a substantial contributor; or of a member of
the grant selection committee

4. An employee (or child of an employee) of a substantial contributor or of a 35% controlled entity
of a substantial contributor, but only if he employee (or children an employee) received the grant
or assistance by the direction or advice of the substantial contributor or 35% controlled entity,
pursuant to a program funded by the substantial contributor that was intended primarily to benefit
such employees (or employees’ children)

Ownership is measured by stock ownership (voting power or value, whichever is greater) of a
corporation, profits or capital interest (whichever greater) in a partnership or limited liability company,
beneficial interest in a trust, or control of a nonprofit organization. Ownership includes indirect
ownership (e.g., ownership in an entity that has ownership in the entity doing business with the
organization); there may be ownership through multiple tiers of entities. The construct ownership
rules of section 267(c) apply for this purpose.

Substantial Contributors are defined as any person that contributed during the tax year at least
$5,000 and is required to be reported by name on Schedule B, Schedule of Contributors, for the
organization’s tax year. For a 509(a)(3) organization, a substantial contributor is any person that
contributed $5,000 or 2% of the organization’s total contributions for the tax year, whichever is
greater.

Voting Member of the Governing Body is a member of the organization’s governing body with
power to vote on all matters that may come before the governing body (other than a conflict of
interest that disqualifies that member from voting).
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ATSU [Grversity

FIRST IN WHOLE PERSOMN HEALTHCARE

ATSU POLICY NO. 10-212: CONFLICT OF INTEREST

DATE APPROVED: JUNE 19, 2020 SIGNATURE: Signature on file with HR

Purpose

A.T. Still University of Health Sciences (ATSU) expects all employees of the University to maintain the highest standard of
integrity and demonstrate ethical and moral conduct. Internal controls ensure the University mission and objectives are
not compromised by the actions of its employees. This general order provides an important internal control by identifying
and managing situations that could give rise to potential or perceived conflicts of interest. In the same spirit, the ATSU
Board of Trustees adheres to a separate conflict of interest policy. For additional context, see ATSU Policy Nos. 90-105:
Nepotism and Employment of Relatives and 20-117: Financial Conflict of Interest (FCOI) in Research.

Policy

A.

Actual conflicts of interest. An actual conflict of interest exists in a situation where financial interests, personal
relationships, or professional associations compromise an employee’s objectivity, professional judgment, professional
integrity, and/or ability to perform their professional responsibilities to the University. A conflict of interest may result in
an employee receiving material benefit from knowledge of confidential ATSU information.

Perceived or potential conflicts of interest. If an actual conflict of interest does not exist, there may still be the

perception of or the potential for a conflict of interest. The appearance of a conflict of interest may be as detrimental to

the University as an actual conflict of interest. Perceived or potential conflicts of interest include situations where an
employee’s family member or friend has financial interests, personal relationships, or professional associations such
that the employee could appear to be influenced by that interest or relationship in ways that could compromise the

University.

Definitions.

1. Family. An employee’s spouse, parent, sibling, child, or any other relative, including uncle, aunt, cousin, nephew,
niece, father-in-law, mother-in-law, son-in-law, daughter-in law, brother-in-law, sister-in-law, stepfather,
stepmother, stepson, stepdaughter, stepbrother, stepsister, half-brother, or half-sister, whether related by blood,
marriage, or adoption, partner in a civil union, or any member of a household or an extended family not otherwise
stated above who lives at the same address as the employee.

2. Friend. A personal or professional colleague who has an actual or potential opportunity to reap some financial
interest or gain from a transaction directly or indirectly related to the University, and any person with whom the
employee has a close or intimate relationship regardless of any opportunity to reap any financial interest or gain.
Examples include a colleague from the University or an outside institution with whom there is a close professional
relationship.

Required disclosures. All ATSU employees (including full-time and part-time faculty and staff) are required to disclose

situations that may result in an actual, perceived, or potential conflict of interest. Disclosure does not necessarily

indicate wrongdoing or inappropriate activity. Employees are responsible to make such disclosures to either their
supervisor, Human Resources, or the vice president & general counsel. Disclosures should be made as soon as the
employee is aware of the actual, perceived, or potential conflict of interest. Any subsequent change in status of an
existing actual, perceived, or potential conflict of interest should also be promptly disclosed.

Review of disclosures. All disclosures of potential conflicts of interest disclosure will be reviewed by the vice president

& general counsel. If the vice president & general counsel believes no actual, perceived, or potential conflict of

interest exists, they will so advise the employee and the supervisor. If the vice president & general counsel believes

the situation warrants further review, the process described in this general order will continue.

Annual acknowledgement. As part of annual Required Employee Training (RET), all employees will be required to

acknowledge whether they are aware of any actual, perceived, or potential conflicts of interest.

Conflict of interest categories. Disclosed situations or activities may be evaluated using the following categories.

1. Category A. These are generally permissible situations that suggest no actual, perceived, or potential conflict of
interest. These situations may continue without special safeguards or oversight, unless a change occurs.
Employees should disclose any subsequent changes that may affect the category of the situation.

2. Category B. These situations represent perceived or potential conflicts of interest, which may be eliminated,
modified, or allowed to continue. An approved management plan may or may not be required.



https://docs.google.com/document/d/1ji0EVGZNEzmkUM0DWJSP4TsTnhu1JHlOOtWixLp7rXQ/edit?usp=sharing
https://docs.google.com/document/d/1ji0EVGZNEzmkUM0DWJSP4TsTnhu1JHlOOtWixLp7rXQ/edit?usp=sharing
https://docs.google.com/document/d/1ji0EVGZNEzmkUM0DWJSP4TsTnhu1JHlOOtWixLp7rXQ/edit?usp=sharing
https://docs.google.com/document/d/1CM1qrWwIDSTA_KpLFMqTFs2G7sWLjjZpjnI405XGlfo/edit?usp=sharing
https://docs.google.com/document/d/1CM1qrWwIDSTA_KpLFMqTFs2G7sWLjjZpjnI405XGlfo/edit?usp=sharing
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H.

3. Category C. These situations represent actual conflicts of interest that must either be eliminated or permitted to go
forward only under an approved management plan and continuing oversight.

Response to disclosures. Taking into consideration the conflict of interest category, the vice president & general

counsel will respond by:

1. Category A. Advising the employee, and if appropriate, the employee’s supervisor. No action is required.

2. Categories B and C. Reporting the disclosure and any recommended management plan to the president, and
monitoring any management plans approved by the president.

Sanctions for noncompliance. Employees must comply fully and promptly with this general order. Sanctions for

non-compliance may include reprimand, disciplinary warning to be added to the employee’s permanent file, required

updated training and/or coaching, probation, suspension with or without pay, and/or termination of employment.

Reporting violations. Employees are expected to report actual and suspected violations of this general order to their

supervisor, Human Resources, or the vice president & general counsel.

Non-retaliation. An employee who retaliates against someone reporting an actual or suspected violation in good faith

is subject to disciplinary action up to and including termination of employment. ATSU general orders are intended to

create a safe environment that encourages and enables employees and others to report violations or suspected

violations without fear of retaliation.

Responsibility

A.

B.

C.

All employees — responsible for promptly and fully disclosing any actual, perceived, or potential conflicts of interest or
changes in status. Employees are also responsible for reporting any actual or suspected violations of this general
order.

Supervisors — responsible for promptly reporting all disclosures by employees of actual, perceived, or potential
conflicts of interest to the vice president & general counsel.

Vice president & general counsel — responsible for evaluating disclosures of actual, perceived, or potential conflicts of
interest; determining the conflict of interest category; and, as needed, reporting conflicts of interest to the president
and developing and monitoring management plans.
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ATSU POLICY NO. 90-100: EQUAL EMPLOYMENT OPPORTUNITY POLICY

DATE APPROVED: SEPTEMBER 16, 2019 SIGNATURE: Signature on file in HR

Purpose

This policy states that, consistent with A.T. Still University of Health Sciences’ (ATSU) heritage as the founding school of
osteopathic medicine, the mission of ATSU is to serve as a learning-centered university dedicated to preparing highly
competent professionals through innovative academic programs with a commitment to continue its osteopathic heritage
and focus on whole person healthcare, scholarship, community health, interprofessional education, diversity, and
underserved populations. The mission can be met only when trustees, faculty, administration, supervisors, and staff are
working together in an atmosphere of mutual trust and cooperation in an environment free from conflict.

In demonstrating mutual respect for all members of the ATSU community, this general order outlines the Equal
Employment Opportunity (EEO) policy of ATSU and assigns responsibility for its implementation. Meeting this mission
requires serving together in mutual respect of one another’s functions and each person’s importance as an individual.

Policy

A. Employment

1. ATSU seeks to provide its employees with wages and benefits comparable to or better than those of other
universities respective of our geographic areas.

2. ATSU provides all employees access to a procedure for dealing with problems employees may have concerning
their employment at the University through ATSU Policy No. 90-209: Employee Problem Solving Procedure. The
ATSU Board of Trustees and administration fully encourage the use and development of this procedure.

3. See ATSU Policy No. 90-215: Recruitment and Placement of Personnel

B. Equal Employment Opportunity (EEO)

1. ATSU provides equal employment opportunity to all qualified individuals without regard to race, color, religion,
ethnicity, national origin, sex (including pregnancy), gender, gender expression, sexual orientation, gender
identity, age, disability, or veteran status, except where sex is a bona fide occupational qualification.

2. Equal employment opportunity includes, but is not limited to, recruitment, hiring, training, assignment,
compensation, promotion, and transfer.

3. All personnel actions and access to benefits, programs, and activities will be administered fairly on the basis of
valid requirements and without discrimination related to protected status to any individual so as to further the
principle of equal employment opportunity.

4. ltis the intent of this policy to comply with requirements of equal employment opportunity as further outlined in
Executive Order 11246, Titles VI and VII of the Civil Rights Act of 1964, Sections 503 and 504 of the
Rehabilitation Act of 1973, Title IX of the Educational Amendments of 1972, Americans With Disabilities Act, and
other applicable statutory laws and regulations.

5. ATSU posts EEO information compliant with federal guidelines in appropriate workplace locations and on
appropriate publications.

Responsibility

A. Employees - It is the responsibility of each person associated with ATSU, in daily relationships and contacts with all
other persons associated with ATSU, to recognize each individual’s dignity must be respected.


https://docs.google.com/document/d/16p2OZlThptDKop5PEz_CbXo03ZcwyX1tqol59ritMH8
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ATSU president, President’s Cabinet, and deans - The president, vice presidents, and deans of ATSU shall be

responsible for ensuring compliance to the fullest extent possible.

. Assistant vice president for human resources -

1. The assistant vice president of human resources shall be responsible for ensuring the equal employment
opportunity policy is consistently applied to established ATSU policies and practices and for communicating the
policy to all applicants and employees.

2. The assistant vice president of human resources shall be responsible for investigating thoroughly and promptly
any complaint of discrimination per ATSU Policy No. 90-210: Prohibition of Discrimination, Harassment, and
Retaliation.

Supervisors - All supervisors are responsible for ensuring all personnel actions are in compliance with the equal

employment opportunity policy.



https://docs.google.com/document/d/1bWkKiWxaef8oC0iBFApHuoGapVz6tW2Ypi9ras9nZpU
https://docs.google.com/document/d/1bWkKiWxaef8oC0iBFApHuoGapVz6tW2Ypi9ras9nZpU
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ATSU POLICY NO. 90-209: EMPLOYEE PROBLEM SOLVING PROCEDURE

DATE APPROVED: OCTOBER 1, 2019 SIGNATURE: Signature on file in HR

Purpose

This general order describes A.T. Still University (ATSU) policy for providing employees an opportunity to discuss and
resolve any work-related problem or complaint in a prompt, fair, and equitable manner.

Policy

When an employee who has completed their initial 90-day provisional period believes they have an unresolved
work-related issue or claim under established policies, rules, and regulations, or that they have been treated unfairly, they
are encouraged to follow the successive steps of this procedure.

A. The employee will discuss the problem with their immediate supervisor.

1.

ok wbd

The supervisor will reduce the problem to writing and validate the written report with the employee.

Upon employee validation of the written report, the supervisor will investigate all facts and circumstances.

All affected parties will be given equal opportunity to contribute to the supervisor’s fact-finding process.
Applicable ATSU policies and procedures will be the basis for making decisions.

The supervisor will provide a final report summary, including suggested action, to the employee no more than ten
(10) working days after validating the written report.

B. If the supervisor’s findings or suggested action is unsatisfactory to the employee, or if the employee does not believe
the problem can be initially discussed with the immediate supervisor, the employee can submit a written description of
the problem to their department head. In such case:

1.

2.
3.
4.

The department head will reduce the problem to writing or review the report submitted to the employee’s
supervisor and validate the written report with the employee.

Upon employee validation of the written report, the department head will investigate all facts and circumstances.
All affected parties will be given equal opportunity to contribute to the fact-finding process.

The department head will provide a final report summary, including suggested action, to the employee no more
than ten (10) working days after validating the written report.

C. If the department head’s findings or suggested action is unsatisfactory to the employee or if the employee does not
believe the problem can be discussed with the department head, the employee can submit a written description of the
problem to the assistant vice president of human resources. In such case:

1.

4.

The assistant vice president of human resources (or designee) will reduce the problem to writing or review the

report submitted to the employee’s supervisor/department head and validate the written report with the employee.

Upon employee validation of the written statement, the assistant vice president of human resources (or designee)

will discuss the problem with the employee and review what steps, if any, in this procedure have been taken.

The assistant vice president of human resources (or designee) may:

a. Investigate all facts and circumstances. All affected parties will be given equal opportunity to contribute to the
fact-finding process, and/or

b. Discuss the problem with the employee’s supervisor and/or department head to try and reach resolution.

The assistant vice president of human resources (or designee) will provide a final report summary, including

suggested action, to the employee no more than ten (10) working days after validating the written report.

D. The employee may decide to request higher review by submitting a written statement of the problem to the
appropriate President’s Cabinet member. In such case:

1.

The ATSU President’s Cabinet member (or designee) will review the employee’s statement and the decision
previously made.
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2. The ATSU President’s Cabinet member (or designee) will meet personally with the employee after receiving the
written statement of the problem to present and discuss the final decision.

3. Inthe event an employee does not believe the problem can be discussed with the ATSU President’s Cabinet
member (or designee), the vice president & general counsel will assign a different ATSU President’s Cabinet
member to review the problem.

4. The ATSU President’s Cabinet member decision shall be final.

Responsibility

A. Employees have the right to make use of this procedure without fear of retaliation.

B. Supervisors and department heads are responsible for making every reasonable effort to find an equitable solution to
any employee problem that occurs in their area of responsibility.

C. The ATSU President’s Cabinet member (or designee) responsible for the employee’s work area has the final decision.

D. The assistant vice president of human resources (or designee) may lengthen the time frames for action at any time
with written explanation to appropriate parties.
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ATSU POLICY NO. 10-216: WHISTLEBLOWER POLICY

APPROVAL DATE: FEBRUARY 28, 2019 SIGNATURE: Signature on file in HR

Purpose

A.T. Still University of Health Sciences (ATSU) is committed to safekeeping resources that enable the University to carry
out its mission, including grant funding and private donations. Consistent with this commitment, General Order 10-216
provides avenues for employees, students, federal grant award sub-recipients, Board of Trustees members, and clinic
patients to report suspected misconduct, dishonesty, fraud, and/or other illegal practice, including noncompliance with the
Health Information Portability and Accountability Act (HIPAA), and provides reassurance individuals making such reports,
in good faith, will be protected from reprisals or victimization for whistleblowing.

Policy

A. Responsibility and right to report suspected violations: ATSU employees, federal grant award sub-recipients, Board of
Trustees members, and other persons who have a concern relating to actual or suspected misconduct, dishonesty,
fraud, or other illegal practice have a responsibility to report suspected violations. ATSU wants to know of any/all
violations or suspected violations. ATSU has an open-door policy regarding the reporting of violations and suspected
violations and recommends employees share their questions, concerns, suggestions, or complaints with someone who
can address them promptly and properly. If the suspected violation relates to the gross mismanagement of a federal
contract or grant; gross waste of federal funds; an abuse of authority relating to a federal contract or grant; a substantial
and specific danger to public health or safety; or a violation of law, rule, or regulation related to a federal contract or
grant (including the competition for, or negotiation of, a contract or grant), the complainant is further protected by federal
whistleblower protection statute 41 U.S.C. §4712. According to the statute, fraud relating to federal grants or contracts
may be reported internally or such disclosure can be made to a member of Congress or a representative of a
Congressional committee, the Inspector General, Government Accountability Office, a federal employee responsible
for contract or grant oversight or the management at the relevant federal agency, an official from the Department of
Justice or other law enforcement agency, or a court or a grand jury. Consistent with Section E of this policy, employees
and/or grant sub-recipients reporting suspected violations related to federal grants or contracts may not be discharged,
demoted, or otherwise discriminated against as reprisal for reporting violations or suspected violations.

B. Reporting options.

1. ATSU employees. ATSU Employees should first consider speaking with their supervisor who, in most cases, is in
the best position to address an area of concern. However, if a complainant is not comfortable speaking with their
supervisor or is not satisfied with the supervisor’s response, complainants are then encouraged to speak with an
ATSU Human Resources representative or a trusted member of management. Supervisors and managers are
required to report suspected misconduct, dishonesty, fraud, or other illegal practice to ATSU’s assistant vice
president for human resources, who has specific and exclusive responsibility to investigate all internally-reported
violations.

a. ATSU clinic patients. ATSU clinic patients should put HIPAA privacy complaints in writing and forward them to:

Chief Information Privacy Officer

A.T. Still University of Health Sciences
800 W. Jefferson St.

Kirksville, MO 63501

b. Complaints by ATSU clinic patients, other than HIPAA privacy complaints, should be directed to the relevant
ATSU clinic director.



ATSU Giersiy

FIRST IN WHOLE PERSON HEALTHCARE

2. Anonymous complaints. If an employee or other individual wants to remain anonymous, is not satisfied with
management response, or is uncomfortable for any reason addressing such concerns for management, they may
report anonymously by using:

a. Fraud hotline (855.FRAUD.HL), available 24 hours a day, 365 days a year; or
b. ATSU’s secure online reporting form, located at fraudhl.com. Reference company ID “ATSU” when making a
report.

Investigating suspected violations: Following receipt of internal reports, the assistant vice president for human resources
and/or chief information privacy officer (CIPO) and/or vice president & general counsel will investigate each matter and
take corrective and/or disciplinary actions, where appropriate. Other ATSU employees may be enlisted, including but
not limited to, the vice president for finance & administration/CFO, associate vice president for sponsored programs,
director of purchasing, and/or the audit team of ATSU’s Board of Trustees, as appropriate, to conduct any investigation
of complaints regarding financial reporting, utilization of federal awards, accounting, internal accounting controls,
auditing matters, or any other form of misconduct, dishonesty, or fraud. In conducting any investigation, the
investigator(s) shall use reasonable efforts to protect the confidentiality and anonymity of the complainant.

. Accounting and auditing matters: The audit team of ATSU’s Board of Trustees shall address all reported violations or
suspected violations regarding corporate accounting practices, internal controls, or auditing. The assistant vice
president for human resources shall immediately notify the audit team of any such report and work with the team until
the matter is resolved.

Acting in good faith: Anyone reporting actual or suspected misconduct, dishonesty, fraud, or other illegal practice must
be acting in good faith and have reasonable grounds for believing the information disclosed indicates misconduct,
dishonesty, fraud, or other illegal practice. Any allegations proves to be unsubstantiated and/or proven to have been
made maliciously or are knowingly false will be viewed as a serious disciplinary and/or lawful offense.

No retaliation: No ATSU Board of Trustees member, employee, grant sub-recipient, or clinic patient, who in good faith
reports actual or suspected misconduct, dishonesty, fraud, privacy violation, or other illegal practice, shall suffer
harassment, retaliation, or adverse employment consequences, including demotion or discharge. An employee who
retaliates against someone who has reported an actual or suspected violation in good faith is subject to discipline up to
and including termination of employment. Policy 10-216 is intended to create a safe environment that encourages and
enables ATSU Board of Trustees members, employees, federal grant sub-recipients, clinic patients, and others to report
violations or suspected violations within the organization without fear of retaliation or discrimination. ATSU employees
have the right to refuse to carry out a task, order, or directive, which they believe constitutes fraud or is a violation of
local, state, federal, or other applicable laws of regulations, without fear of retaliation.

. Confidentiality: Reports of violations or suspected violations may be submitted on a confidential or anonymous basis by
the complainant. Reports of violations or suspected violations will be kept confidential to the extent possible, consistent
with the need to conduct an adequate investigation.

Handling of reported violations: The assistant vice president for human resources will notify the sender and acknowledge
receipt of the reported violation or suspected violation within five business days. All reports will be promptly investigated,
and appropriate corrective action will be taken if or as warranted by the investigation.

Responsibility

A. Assistant vice president for human resources - Responsible to investigate claims of illegal activity in a timely manner
and consistent with University policy.

B. Chief information privacy officer (CIPO) - Responsible to investigate and respond to complaints regarding PHI.

C. Vice president & general counsel - Responsible to work with assistant vice president for human resources in
investigating and responding to complaints and claims.


http://www.fraudhl.com/

ATS U Kirksville College of
Osteopathic Medicine

Excerpt from ATSU Human Resources Intranet Webpage

HIPAA Policies

Health Insurance Portability and Accountability Act (HIPAA)

55 - Information Technology & Information Security

55-103
55-108
55-109
55-110
55-111
55-112
55-113
55-114

55-115
55-116
55-117

Appropriate Use of Technology
Access to Information Systems
Workstation Use and Security
User IDs and Passwords
Remote Access

Mobile Devices

Social Media

Data Classification

Protecting Confidential Clinic Information 50-115 Attachment A

Information Security Incident and Breach Reporting

Sanctions for Violations of Confidential Information Safeguards

30 - Clinic Care & Patient Rights

30-101
30-102
30-103
30-104
30-105

Patient Rights Under HIPAA Privacy Rule

Notice of Privacy Practices

Patient Complaints

Permitted Uses and Disclosures of Protected Health Information

Business Associate Agreements

10 - Executive

10-216 Whistle-Blower Policy
10-220 Code of Ethical Standards

50 - Financial and Accounting

50-115

Handling Credit Card Information
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ATSU POLICY NO. 30-101: PATIENT RIGHTS UNDER HIPAA PRIVACY RULE

DATE APPROVED: FEBRUARY 28, 2019 SIGNATURE: Signature on file in HR
Purpose
A.T. Still University of Health Sciences (ATSU) honors the rights of patients, granted to them by the Health Insurance

Portability and Accountability Act (HIPAA), to make certain requests involving their protected health information (PHI).

This pol

icy describes the request process and provides guidance to ATSU’s workforce to appropriately respond to patient

requests.

Policy

A. ATSU will honor the rights provided under HIPAA'’s Privacy Rule that enable patients to have some control over their
own PHI. These rights include:

1.
2.
3.

efi

~,Oo O

Right to inspect or receive a copy of their medical records;

Right to request an amendment to their medical records;

Right to an accounting of disclosures for information shared for reasons other than treatment, payment, or
healthcare operations;

Right to request a restriction on use and disclosure;

Right to request alternative means of communications; and

Right to receive a Notice of Privacy Practices.

nitions

Disclosure — The release, transfer, provision of access to, or divulging in any other manner, information outside
the entity holding the information.

Notice of Privacy Practices — A written notice providing a clear, user-friendly explanation of individuals’ rights with
respect to their health information and privacy practices followed by the organization.

PHI — Includes oral, written, or otherwise recorded information created or received by an entity that identifies an
individual and relates to physical or mental health, payments, or healthcare services provided to that individual.
Workforce — Includes employees, students, contractors, volunteers, physicians, and other individuals who have an
association with ATSU and whose conduct is under ATSU’s direct control whether or not they are employed by
ATSU.

D. Patient right to inspect or receive a copy of medical records

1.

2.

3.

Patients have a right to inspect or receive a copy of their medical records and/or billing records in paper or
electronic format.

Where available, workforce members may encourage patients to access their medical information online via the
patient portal.

Patients, or their legal representative, desiring to inspect or receive a copy of their medical records may complete
the Patient Request to Inspect or Receive a Copy of Protected Health Information form, indicating the date(s) of
service and desired format (paper or electronic). The form should be complete and signed.

Workforce members should forward a copy of the completed form to ATSU’s chief information privacy officer
(CIPO).

ATSU must provide the records within 30 days from the date of the request. If ATSU is unable to respond within
30 days, it may extend the time by no more than 30 additional days and must provide the individual with a written
statement, including the reasons for the delay and date by which the request will be fulfilled.

ATSU may deny the request, in whole or in part. For example, patients do not have right of access to
psychotherapy notes or information which may be used in a civil, criminal, or administrative proceeding. ATSU
must provide a timely, written denial to the individual including:
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a. Denial basis; and

b. Description of how the individual may file a complaint with the Secretary of the Department of Health &
Human Services or with ATSU, including the name or title and telephone number of the CIPO.

For billing information, the patient (or legal representative) should visit Patient Financial Services.

A reasonable fee may be charged for costs of copying, mailing, or other supplies associated with record copy

requests.

E. Patientright to request an amendment to medical records

1.

2.

Patients have a right to request their record be amended if they think certain information is incorrect or

incomplete. Patients should provide an explanation supporting their request.

Patients may make verbal requests for changes to correct typographical errors and demographic information,

updates to insurance information, and correction of billing or processing errors. All other requests for changes or

amendments should be submitted in writing using the Patient Request to Amend Protected Health Information
form. The form must be complete and signed.

Workforce members should forward a copy of the completed form to ATSU’s CIPO.

ATSU must respond within 60 days of the request date advising whether or not the request to amend the record

has been granted. If ATSU is unable to respond within 60 days, it may extend the time by no more than 30

additional days and must provide the individual with a written statement, including the reasons for the delay and

date by which the request will be fulfilled.

ATSU may deny the request, in whole or in part. ATSU must provide a timely, written denial to the individual

containing:

a. Denial basis;

b. Individual’s right to submit a written statement of disagreement (500 words or less) to be added to the
patient’'s medical record;

c. Statement that, if the individual does not submit a statement of disagreement, the individual may request
ATSU include the request and denial with any future disclosures of the PHI that is the subject of the request;
and

d. Description of how the individual may file a complaint with the Secretary of the Department of Health &
Human Services, or with ATSU, including the name or title and telephone number of ATSU’s CIPO.

F. Patient right to an accounting of disclosures

1.

Patients may request an accounting of disclosures of PHI made by ATSU within six years prior to the date on
which the accounting is requested. The accounting will include releases of patient’s information outside of ATSU
for reasons other than treatment, payment, or healthcare operations (TPO).
To request an accounting of disclosures, patients (or their legal representative) should submit a Patient Request
for an Accounting of Disclosures form. The form must be complete and signed.
Workforce members should forward a copy of the completed form to ATSU’s CIPO.
ATSU must provide the accounting within 60 days from the date of the request. If ATSU is unable to respond
within 60 days, it may extend the time by no more than 30 additional days and must provide the individual with a
written statement including the reasons for the delay and the date by which the request will be fulfilled.
ATSU must provide the first accounting to an individual in any 12 month period without charge. A reasonable,
cost-based fee may be charged for each subsequent request for an accounting by the same individual within the
12-month period.
The accounting for each disclosure must include:
a. Disclosure date;
b. Name of the entity or person who received the PHI and, if known, the address of such entity or person;
c. Brief description of the PHI disclosed; and
d. Brief statement of the purpose for the disclosure or copy of the written request for disclosure.
ATSU must track such disclosures, which include, but are not limited to:
a. Public health risks or activities, which may include, but are not limited to:

i. Prevent or control disease, injury or disability
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ii. Birth and death certificates

iii. Immunizations

v. Cancer/tumor registries

v. Exposure to a disease or at risk for getting or spreading a disease
Information used for organ or tissue donation and transplants

Military and veterans, if required by military command authorities

Workers’ compensation or similar programs for work-related injuries or iliness
Disclosures to funeral directors, coroners, or medical examiners

Reports about victims of abuse, neglect, or domestic violence

‘mooo0CT

G. Patlent right to request restrictions on use and disclosure

1.

Nok~ow

8.

Patients have the right to request restrictions or limitations on:

a. Use and disclosure of PHI for treatment, payment, and health care operations; and

b. Disclosure to family members, friends, and others involved in their care (e.g, a request ATSU not disclose

information to a particular family member or about a particular surgery.)

A patient’s request for a restriction on the use and disclosure of their PHI should be made using the Patient
Request to Restrict Uses and Disclosures of Protected Health Information form. The form must be complete and
signed.
Workforce members should forward a copy of the completed form to ATSU’s CIPO.

ATSU must notify the patient in writing within 30 days whether their request has been accepted or denied.

ATSU will accommodate reasonable requests, unless the information is needed to provide emergency treatment.
ATSU is not required to agree to a request for a restriction except when patient pays for the treatment in full, out of
pocket. In those cases, information about their treatment will not be shared with their insurance company.
ATSU may terminate a restriction if the individual agrees to the termination in writing, or the individual orally
agrees, and the oral agreement is documented.

H. Patient right to request alternative means of communication

1.

At the time of initial patient intake, workforce members will ask patients for their preferred contact information.
Should a patient request confidential communication, the confidential address or other contact information will be
flagged in the patient’s medical record.

After initial intake, all patient requests for alternative communications (e.g., only contact at work or by mail) must
be made in writing using the Patient Request for Alternative Means of Communication form. The form must be
complete and signed.

The alternative method or location must be documented within the patient’'s medical record. ATSU will
accommodate all reasonable requests.

Patients may request communications using email. ATSU is permitted by HIPAA to send unencrypted emails to
patients at their request after the patient has been advised of the risks, including the risk of emails being read by a
third party, especially if the patient is using a free webmail account (e.g., Gmail, Yahoo, AOL, etc.). Unencrypted
email could be considered a contradiction to the patient’s request for confidential communication. If after being
advised on the risks the patient still prefers communications through unencrypted email, ATSU will honor that
request.

Patient right to receive a Notice of Privacy Practices
1.

ATSU must provide each patient a Notice of Privacy Practices at or prior to the first provision of care. Any person,
even if not an ATSU patient, who asks for a copy of ATSU’s Notice of Privacy Practices must be provided a paper
or electronic copy. For more information, refer to ATSU Policy No. 30-102: Notice of Privacy Practices.

Patients may also be directed to receive a copy of the Notice of Privacy Practices at:

a. ATSU clinic websites;

b. Patient Access; or

c. ATSU’'s CIPO.



ATSU [Giversity

FIRST IN WHOLE PERSON HEALTHCARE

Responsibility

A. Chief information privacy officer (CIPO) — Responsible for ensuring patient privacy rights are honored. Responsible to
work with members of the ATSU workforce in decision-making and appropriate, legal responses. Responsible to work
with ATSU clinic director to respond to patient requests.

B. Clinic directors - Responsible to work with ATSU’s CIPO to respond to patient requests.

C. Workforce — Responsible for knowing and honoring patients’ rights, complying with this policy, and reporting
violations of policy to their supervisor/manager/director or to ATSU’ CIPO.
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ATSU POLICY NO. 30-102: NOTICE OF PRIVACY PRACTICES

DATE APPROVED: FEBRUARY 28, 2019 SIGNATURE: Signature on file in HR

Purpose

This general order states the purpose of this procedure is to satisfy certain standards and requirements of the Health
Insurance Portability and Accountability Act (HIPAA) and HIPAA regulations, including, but not limited to, Title 45,
Sections 160 and 164 of the Code of Federal Regulations, as the same may be amended from time to time.

Policy

A.

Notice of Privacy Practices (or “notice”) (Attachment A - English, Attachment B - Spanish) will be provided to

members of the A.T. Still University of Health Sciences’ (ATSU) Health Plan (or “plan”).

1. Annually to all current plan members.

2. New plan members, upon enrollment.

3. Within 60 days of a material change to the Notice of Privacy Practices.

Notice of Privacy Practices will be provided to ATSU clinic patients:

1. No later than the date of first service delivery, including service delivered electronically.

2. In an emergency treatment situation, as soon as reasonably practicable after the emergency treatment situation.

3. Except in an emergency treatment situation, ATSU will make a good faith effort to obtain a written
acknowledgment of receipt of the notice being provided. If ATSU is unable to obtain a written acknowledgment of
receipt of the notice being provided, the University will document its good faith efforts to obtain such
acknowledgment and reason(s) why the acknowledgment was not obtained.

4. ATSU will post the Notice of Privacy Practices in a clear, prominent location where it is reasonable to expect
individuals seeking service from ATSU will be able to read the notice.

5. Upon revision of Notice of Privacy Practices, the revised notice will be available upon request on or after the
effective date and as stated above.

Notice may be provided by email if the individual has agreed to electronic notification and has not withdrawn that

agreement. If ATSU knows email transmission of the notice has failed, ATSU must provide a notice paper copy to the

individual. A member/patient who receives the emailed notice retains the right to obtain a paper notice copy upon

request.

A current Notice of Privacy Practices will be maintained on ATSU’s website. The health plan benefit coordinator will

provide plan members with access to the plan’s website.

Notice copies will be maintained for at least six years from the last date each notice was in effect.

Responsibility

oo

Chief information privacy officer (CIPO) - responsible for Notice of Privacy Practices content.

Assistant vice president for human resources - responsible for distribution of the Notice of Privacy Practices to new
and existing members of ATSU’s health plan.

Health plan benefit coordinator - responsible to provide health plan members with access to plan website.

ATSU clinic directors - responsible to ensure ATSU clinic patients receive the Notice of Privacy Practices and are
asked to sign an acknowledgement.
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ATSU POLICY NO. 30-103: PATIENT COMPLAINTS

DATE APPROVED: FEBRUARY 28, 2019 SIGNATURE: Signature on file in HR

Purpose

Patients at A.T. Still University of Health Sciences (ATSU) clinics have the right under the Health Insurance Portability and
Accountability Act (HIPAA) to make complaints concerning any alleged improper use and/or disclosure of their protected
health information (PHI) by ATSU or one of its business associates. ATSU also will receive and respond to other types of
patient complaints. This policy outlines what the workforce needs to know and steps to take when a patient has a
complaint relate to the privacy of their protected health information.

Policy

A. HIPAA privacy complaint - As explained in ATSU’s Notice of Privacy Practices, an ATSU clinic patient has the right to
file a complaint with the chief information privacy officer (CIPO) if the patient believes there has been a violation of
HIPAA privacy requirements or an ATSU privacy policy or procedure.

B. Other complaints - ATSU representatives need to be informed if an ATSU clinic patient experiences or observes
anything they believe is illegal, unethical, or unprofessional, or if they have complaints related to their health and
safety at an ATSU clinic, including quality of healthcare services. Patient complaints not related to HIPAA privacy
requirements should be directed to the relevant ATSU clinic director.

C. Definitions
1. Privacy complaint — An allegation by an individual that ATSU is not complying with requirements of federal or

state privacy regulations or ATSU policies and procedures related to protected health information (PHI).

2. PHI - Oral, written, or otherwise recorded information created or received by an entity that identifies an individual
and relates to physical or mental health, payments, or healthcare services provided to that individual.

3. Workforce — Includes employees, students, contractors, volunteers, physicians, and other individuals who have an
association with ATSU and whose conduct is under ATSU’s direct control whether or not they are employed by
ATSU.

D. Complaint process
1. Complaints should be put in writing. The Patient Complaint Form is to be used for privacy complaints, as well as

other types of complaints.

2. ATSU will investigate the allegation, determine whether there has been a violation, evaluate risk, address any
appropriate mitigation, and respond to the patient. For privacy complaints, ATSU will respond to the patient within
30 days of complaint receipt.

3. ATSU’s CIPO will coordinate handling of HIPAA privacy complaints with the appropriate director of clinical
operations and all relevant business associates. Discussing the complaint with anyone not part of the
investigation process or a member of the President’s Cabinet could compromise the investigation.

4. ATSU’s CIPO will investigate and respond to HIPAA privacy complaints in writing to the patient.

5. ATSU clinic directors will investigate and respond to complaints not related to HIPAA privacy requirements.

E. The workforce must be able to assist patients in exercising their right to file a complaint by:

1. Providing patients with ATSU’s Patient Complaint Form. Privacy complaints should be forwarded to ATSU’s
CIPO, as soon as possible. Other complaints should be forwarded to the clinic director.

2. Informing patients they may also file privacy complaints with the Department of Health and Human Services
(HHS) online at: hhs.gov/hipaalfiling-a-complaint/.

3. Informing patients ATSU will not retaliate against them for filing a complaint.

F. Alog/file shall be maintained by ATSU’s CIPO containing information relevant to privacy complaints, including:

1. Patient name;
2. Patient number, if known;


http://www.hhs.gov/hipaa/filing-a-complaint/
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Contact information (e.g., address, phone number, email address, etc.);
Complaint date;

Nature of complaint;

Incident date preceding the complaint;

Additional information, which might apply to this complaint;

All supporting documentation copies provided by the patient;
Investigation outcome;

Mitigation recommended, if any; and

Response(s) to the patient and date.

©XNOINO AW

Responsibility

A

Chief information privacy officer (CIPO) — ATSU’s CIPO is responsible for documenting and investigating patient
complaints regarding the privacy of their health information. ATSU’s CIPO is also responsible for responding to the
patient, documenting any actions taken, and making recommendations to appropriate ATSU leadership for resolving
such matters in the future.

Clinic directors - Responsible for investigating patient complaints and documenting any actions taken, including any
necessary remediation.

Deans/clinic managers/supervisors — Responsible for ensuring the workforce properly assists patients with privacy
complaints and other complaints.

Workforce (“users”) — Responsible for directing patients with privacy complaints to ATSU’s CIPO, complying with this
policy, and reporting violations of policy to their supervisor/manager/director or to ATSU’s CIPO.
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ATSU POLICY NO. 30-104: PERMITTED USES AND DISCLOSURES OF PROTECTED HEALTH
INFORMATION

DATE APPROVED: FEBRUARY 28, 2019 SIGNATURE: Signature on file in HR

Purpose

A.T. Still University of Health Sciences (ATSU) is limited by the Health Insurance Portability and Accountability Act
(HIPAA) Privacy Rule as to how it may use and disclose protected health information (PHI). This policy provides an
overview of permitted uses and disclosures of PHI, provides guidance for ATSU workforce members, and sets forth
safeguards to ensure HIPAA compliance in this area.

Policy

A. ATSU may use or disclose PHI without a patient’s authorization or the opportunity to agree or object subject to the
applicable requirements and exceptions outlined in this policy. Only workforce members with a legitimate “need to
know” may access, use, or disclose patient information. In other words, workforce members and business associates
will only be given access to use or disclose PHI when there is a legitimate clinical and/or business need for the
performance of specific job duties and responsibilities. This includes all activities related to ATSU’s treatment,
payment, and healthcare operations. Each workforce member may only access, use, or disclose the minimum
information necessary to perform their designated role regardless of the extent of access provided.

B. Definitions
1. Protected health information (PHI) — Includes oral, written, or otherwise recorded information created or received

by an entity that identifies an individual and relates to physical or mental health, payments, or healthcare services

provided to that individual.

Disclosure — Release, transfer, provision of access to, or divulging of PHI outside of ATSU.

Need to know — Term used to describe the restriction of access to data and information to what is needed for

workforce members or other individuals to conduct their official duties.

4. Minimum necessary - Minimum amount of PHI necessary to accomplish the intended purpose of the use or
disclosure.

5. Need to know - Term used to describe the restriction of access to data and information to what is needed for a
workforce member or other individuals to conduct their official duties.

6. Role-based access - A means of regulating access or assigning access privileges to an application or system

based upon the nature of the person’s job functions (or role) within the organization.

Use — Sharing, employment, application, utilization, examination, or analysis of PHI within ATSU.

8. Workforce — Includes employees, students, contractors, volunteers, physicians, and other individuals who have an
association with ATSU and whose conduct is under ATSU’s direct control whether or not they are employed by
ATSU.

C. General guidelines

1. Activities related to treatment, payment, and healthcare operations are considered permitted uses and disclosures
of PHI. Table 1 at the end of this policy provides examples.

2. The workforce member using or disclosing the information must be authorized by policy to do so.

3. The person or entity to which PHI is disclosed must be authorized to receive it, and their identity and authority
should be verified prior to the disclosure.

4. All uses and disclosures should be made in accordance with ATSU safeguards adopted to further protect PHI
privacy. This includes standards for secure PHI transfer, whether in paper or electronic format.

5. Improper uses and disclosures should be immediately reported as an incident, and possible breach, and brought
to the attention of ATSU’s CIPO. For related information, refer to ATSU Policy No. 55-116: Information Security
Incident and Breach Reporting.

SEN
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Minimum necessary - Despite the level of access granted to a workforce member, the member will limit the
information accessed to what is needed for their work assignments and/or job function (need to know).
Role-based access

1.

Information Technology Services (ITS) and/or the system administrator for applications and systems, managed by
other departments, will identify workforce member individuals or classes/groups who need access to confidential
information to carry out their job functions, along with the category or categories of information including the
access privileges to that information (e.g., view only, edit, create, delete, etc.). This is referred to as “role-based
access.”

Within the permitted access, a workforce member is only to have access to what is needed to perform his or her
job function. For example, a physical therapist may, by default, have access to the medical records of all patients
in a facility. However, if the physical therapist does not have a treatment relationship with a particular patient, it
would be inappropriate and a violation of this policy for the physical therapist to access that patient’s record.

Safeguards and controls

1.

ATSU’s approach for ensuring the principle of “minimum necessary” is to implement safeguards and technical
controls, including, but not limited to,

Policies and procedures (to guide routine and non-routine PHI uses or disclosures);

Formal requests for access to applications and systems (approved by management);

Authentication (unique user ID and passwords);

Authorization (role-based user access privileges);

Audit controls (for holding users accountable for actions);

Restricted physical access areas where large amounts of PHI are stored (electronic or paper); and
Workforce clearance and education.

ITS and/or the system administrators for applications and systems, managed by other departments, are
responsible for implementing controls for all systems that contain identifiable patient information to ensure
minimum necessary.

"0 Q00T
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Patient requests - PHI use and disclosure may be subject to certain requests by patients or their legal representatives,
which ATSU either voluntarily accepts or must honor based on regulatory requirements. For more information, refer to
ATSU Policy No. 30-101: Patient Rights Under HIPAA Privacy Rule. These requests include:

1.
2.
3.

4.

5.

Right to inspect or receive a copy of their medical records;

Right to request an amendment to their medical records;

Right to an accounting of disclosures for information shared for reasons other than treatment, payment, or
healthcare operations;

Right to request a restriction on use and disclosure; and

Right to request alternative means of communications.

External requests

1.

2.

3.

ATSU will review external requests for PHI to determine whether the amount and type of PHI requested meets the
minimum necessary standard and will respond appropriately.

ATSU will limit the amount of PHI provided in response to external requests to what is reasonably necessary to
accomplish the request purpose. Examples include:

a. Business associates or non-employee workforce members that perform a service on behalf of ATSU;

b. Another covered entity, such as a healthcare provider, health plan, or clearinghouse; or

c. Public officials, as required by law.

ATSU will limit the amount of PHI it requests from other healthcare providers, health plans, or clearinghouses.

Exceptions - The minimum necessary standard does not apply to the following PHI requests, uses, and disclosures:

OUTRWN =

Disclosure requests among providers for treatment purposes;

Uses or disclosures made to the patient;

Disclosures made to the Secretary of Health and Human Services or designee;
Uses or disclosures required by law (federal or state);

Uses or disclosures required for compliance with the HIPAA Privacy Rule; and
Uses or disclosures made with the patient’s signed, explicit authorization.
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Responsibility

A.

B.

Chief information privacy officer (CIPO) — Responsible for establishing standards for use and disclosure of PHI, as

well as accounting for disclosures.
Deans/clinic managers/supervisors — Responsible for ensuring the workforce understands how to appropriately use

and disclose PHI.
Information Technology Services (ITS) and/or the system administrators - Responsible to implement role-based

access.
Workforce (“users”) — Responsible for being familiar with the policies regarding use and disclosure of PHI, complying

with this policy, and reporting policy violations to their supervisor/manager/director or to ATSU’s CIPO.



Table 1 — Treatment, payment, and healthcare operations (TPO) examples

Treatment

Examples

e Furnishing preventive, diagnostic, therapeutic, rehabilitative, maintenance, or palliative care

e Furnishing counseling, assessment, or other procedures with respect to the physical or mental condition
or functional status of an individual or that affects the structure or function of the body

e Sale or dispensing of a drug, device, equipment, or other item in accordance with a prescription

Payment

Examples

Preparing and submitting claims and attachments to support payment

Obtaining certification of enroliment or coverage and obtaining precertification for treatment

Inquiring about an individual’s coverage or benefits

Pursuing collection through an attorney or collection agency

Reporting limited information to a collection bureau

Participating in utilization management, claims adjudication, risk sharing, and coordination of benefits
activities

Healthcare Operations

Examples

e Quality assessment activities, utilization management activities, and activities designed to monitor or
improve quality or reduce costs

e Peerreview activities and activities to evaluate the health care professionals’ competence or
qualifications

e Conducting or arranging for audit functions, compliance functions, legal functions, and medical reviews

e ATSU business planning, management, and general administrative activities

e ATSU fundraising
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ATSU POLICY NO. 30-105: BUSINESS ASSOCIATE AGREEMENT

DATE APPROVED: FEBRUARY 28, 2019 SIGNATURE: Signature on file in HR

PURPOSE

A.T. Still University of Health Sciences (ATSU) is committed to compliance with federal and state law, including the Health
Insurance Portability and Accountability Act (HIPAA) Privacy and Security Rules, to safeguard the confidentiality and
integrity of its protected health information (PHI). ATSU requires its business associates using or disclosing PHI on behalf
of the University to meet these same requirements under the law by a written agreement (business associate agreement)
with the University. ATSU business associate agreements must meet standards under the law and as described in this

policy.

POLICY

A. ATSU requires written agreements with its business associates, which meet all requirements under federal and state
law, including HIPAA.
B. Definitions

1.

2.

3.

4.

Business associate - A person or entity who is not a member of a covered entity’s workforce who performs any
function or activity involving the use or disclosure of PHI.

Covered entity - A party required to comply with federal laws and regulations safeguarding PHI. Any healthcare
provider that bills electronically for its services is considered a covered entity. ATSU is a covered entity.

Protected health information (PHI) - Information in any format created or received and relating to the past,
present, or future physical or mental health or condition of, provision of healthcare to, or payment for healthcare
by or for an individual, for which there is a reasonable basis to believe the information can be used to identify the
individual. Under HIPAA, PHI is required to be protected from unauthorized use, access, or disclosure.

Business associate agreement - A contractual agreement between a business associate and a covered entity to
define how PHI will be used and how it will be protected.

C. ATSU business associate agreements shall include provisions including, but not limited to:

1.
2

3.

4.

The permitted and required uses and disclosures of PHI by the business associate.

The business associate will comply with requirements of the HIPAA Privacy Rule and Security Rule and confirm
appropriate security safeguards and controls are in place to protect the confidentiality, integrity, and availability of
PHI it creates, receives, maintains, or transmits.

The business associate will immediately and without delay report incidents involving PHI and any breach of
unsecured PHI to the chief information privacy officer.

ATSU may terminate the business associate agreement if the University determines the business associate has
violated a material provision of the agreement.

D. The approval process for ATSU business associate agreements consists of the following:

1.

All business associate agreements must be reviewed and approved by ATSU’s vice president & general counsel
prior to being signed by the parties. The proposed business associate agreement must be submitted to the Office
of Vice President & General Counsel with a contract routing cover sheet in accordance with ATSU Policy No.
10-204: Contract Review and Approval.

ATSU has a business associate agreement template (Attachment A). It is strongly preferred new ATSU business
associate agreements utilize this template.

ATSU departments seeking approval of a business associate agreement must provide to the Office of Vice
President & General Counsel complete contact information (e.g., name, title, address, telephone number, and
email address) for at least one, but preferably two, business associate employees who are the appropriate
persons to communicate with ATSU about privacy issues, including potential or actual breaches of PHI. ATSU’s
vice president & general counsel will not approve a business associate agreement until this contact information is
provided.
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E. An inventory of all ATSU business associates agreements is maintained by the chief information privacy officer
(CIPO). The CIPO must include the business associate contact information in the inventory as described above.

RESPONSIBILITY

1. Vice president & general counsel - Responsible to review, approve, and maintain all business associate agreements,
along with full contact information for at least one, but preferably two, business associate employees responsible for
PHI security.

2. Chief information privacy officer - Responsible for maintaining an inventory of all business associate agreements
along with full contact information for at least one, but preferably two, business associate employees responsible for
PHI security.
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ATSU POLICY NO. 50-115: HANDLING CREDIT CARD INFORMATION

DATE APPROVED: FEBRUARY 28, 2019 SIGNATURE: Signature on file in HR

Purpose

This general order establishes standardized procedures for secure handling of credit card information to prevent fraud and
identity theft, and any other violations of credit card industry standards.

Unauthorized disclosure of credit cardholder information will violate credit card industry standards, and/or federal and
state laws or regulations, and may cause significant problems for A.T. Still University of Health Sciences (ATSU), its
patients, donors, students, employees, or anyone providing credit card information to ATSU.

Policy

A.

C.

D.

Credit card and payment information is considered confidential information and must be accessed, transferred, stored,
retained, and disposed of in a secure manner to prevent fraud. Credit card information must be properly protected in
accordance with credit card industry standards and federal and state laws and regulations. Storage or retention of the
security code or CVV2 is never allowed.

Definitions

1. Card-validation code or value (CVV2), also known as the “security code” — The three-digit number on the back of
the credit card, which is used to verify card-not-present transactions (four-digit number printed on the front of the
card for American Express).

2. Confidential information includes, but is not limited to:

a. Information about a patient, also known as protected health information (PHI), including incident reports and
patient outcome information;

b. Information about a student and their education records protected under FERPA, including any non-directory
information and personally identifiable information (PII);

c. PII - Individual demographic identifiers including employee, student or patient social security numbers (SSN)
and employee personnel records (e.g., W-2 and W-4 IRS forms, insurance information, compensation
structure, performance evaluations, etc.);

d. Credit cards, cardholder information, and bank account numbers;

e. Business and proprietary information including, but not limited to, patient service methods, costs, pricing,
research data, and such business matters as contracts, negotiations, strategies, marketing plans, financial
statements, alumni and donor giving and prospect records, and legal matters; and

f. Passwords, PINs, or other security codes.

Merchant — Any business that accepts credit card payment. ATSU is a merchant.

PAN — Primary account number (the full credit card number).

PCI — Payment card industry (Visa, MasterCard, American Express, and Discover).

POS terminal — Point of sale terminal — a small device used to swipe or otherwise enter credit card information for

processing a credit card transaction.

Workforce — Includes employees, students, contractors, volunteers, physicians, and other individuals who have an

association with ATSU and whose conduct is under ATSU’s direct control whether or not they are employed by

ATSU.

Security incidents, breaches, or violations of this policy must be reported to management or to ATSU’s chief

information security officer (CISO).

Physical access

ook w

N



ATSU Griversity

FIRST IN WHOLE PERSON HEALTHCARE

1. Managers must restrict physical access to credit card receipts or documents containing full credit card number to
only workforce members with a legitimate business need.

2. Unauthorized personnel must not be allowed physical access to areas where credit card data is stored without
being escorted by an authorized ATSU employee. These areas include, but are not limited to, any storage room
or office areas where credit card data is readily accessible.

F. Online access
1. Managers/supervisors are responsible for limiting access to any online credit card processing system to only

those workforce members with a legitimate business need. Workforce members with online access to processing
systems must have unique user IDs and follow the password rules as required by the online processing system.

2. Cardholder data cannot be stored onto external media. The ability to perform a “cut and paste” or screen scrape
cardholder information must be disabled from workstations and other devices where a primary use is to process
credit card transactions online.

G. Transfer or transmission - General information about a credit card transaction, such as date, amount, authorization
number or transaction number, and last four digits of the credit card, is allowed to be sent by email. However, the full
credit card number or security code is not allowed in an email message, unless the email is sent using approved end
-to-end encryption. Contact ITS for assistance with an approved encryption solution. Credit card information may be
sent by the cardholder by fax, if the workforce member arranges to be physically present at the fax machine to receive
the message. The security code may be provided separately by telephone, as long as the number is not retained.
Contact ATSU’s chief information security officer (CISO) with any questions.

H. Storage
1. ltis best to avoid storing full credit card numbers because of the additional risks and security criteria that must be
met.

2. All documents containing full credit card numbers must be treated like cash and secured in a locked file cabinet,
safe, or secured storage facility when not in use. The remit portion from a patient’s billing statement is one
example of when the full credit card number would be written down.

3. If the full credit card number is stored in an electronic format, such as a scanned image of the patient’s remittance
form, it must be encrypted.

I.  Retention

1. Provided the full credit card number and security code (CVV2) are marked out using a pen or marker and are
unreadable, documents are no longer considered confidential. These documents may be scanned and/or retained
according to ATSU Policy No. 10-209: Record Retention.

2. If the full credit card number is visible, ATSU must securely store retained documents as noted in the section

above.
J. Disposal
1. When no longer needed, shred paper documents containing the full credit card number or place them in a secure
shred bin.

2. 0Old credit card information stored in batch files, prior to the effective date of this policy, must be destroyed at the

end of its retention cycle.
K. Education or training

1. Workforce members who handle and process credit card transactions will be trained on their responsibilities
through educational instruction and/or hands-on training when beginning their job and as needed thereafter.

2. Anyone who handles credit card transactions is required to have access to this policy and annually acknowledge
they have read and understood the policy. Either a sign-in sheet or an online learning management system may
be used to track training and acknowledgment of understanding of this policy.

L. Attestation

1. The director/manager/supervisor for each department which collects credit card information should complete the
Annual Department Attestation form and submit it to ATSU’s chief information privacy officer (CIPO) by the end of
each fiscal year.

2. ATSU’s CIPO will monitor Annual Department Attestation forms.
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Responsibility

A. Directors/managers/supervisors — Responsible for:

oroN =
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Maintaining a separation of duties, where feasible;

Creating departmental procedures for credit card processing;

Controlling access to credit card data to prevent fraud;

Providing/arranging training for workforce members on credit card handling and security;

Removing access to online processing systems for terminated workforce members or those who no longer have a
business need on a timely basis ;

Maintaining merchant numbers;

Maintaining an inventory of ATSU approved products and technologies (e.g., POS terminals, workstations,
tablets, wireless handheld devices, kiosks, etc.) used to process credit card transactions, along with the “owner”
of the devices, and personnel with access;

Ensuring point of sale (POS) terminals are properly controlled and maintained;

Verifying written agreements are in place with service providers, including acknowledgement of service provider’s
responsibility for compliance with the Payment Card Industry Data Security Standard (PCI DSS), if credit card
information is shared with them; and

10. Attesting to PCI DSS compliance through submission of the Annual Department Attestation form.

B. Information Technology and Services (ITS) — Responsible for securing applications, workstations, servers, and
network equipment used to process credit card data in accordance with the PCI DSS.

C. Chief information security officer (CISO) — Responsible for:

1.

2.
3.
4

Validating this policy is reviewed at least once a year and updating it when the credit card processing environment
changes;

Ensuring periodic self-assessments for compliance with PCI DSS are conducted;

Investigating any reported breaches or security incidents; and

Evaluating and approving technologies and devices used for processing credit card transactions.



ANNUAL ATTESTATION FOR ATSU DEPARTMENTS
HANDLING CREDIT CARD INFORMATION
For more information, refer to ATSU Policy No. 50-115: Handling Credit Card Information

If your department handles credit card information, please complete this form annually by June 30, and
forward it to the Office of Vice President & General Counsel.

Name of person completing form: Department:

1. How is credit card information collected by your department? (check all that apply)

[l Point of Sale (POS) terminal(s) (small device used to swipe or otherwise enter credit card
information for processing a credit card transaction)

[1 Credit card holder enters information on the computer

2. If your department has POS terminal(s), please state how many and the location of each
terminal.

3. What is the name of the credit card vendor?

4, Has the vendor changed this year? (yes or no). If so, when did your department
change vendors? (date)

5. Does your department have written Standard Operating Procedures (SOP) for credit card
processing? (yes or no). If so, please attach the SOP. If not, please describe the process
below:

6. Who in your department has access to credit card data? Please list names below.

7. How was your departmental staff trained on proper credit card handling and security in the past

calendar year:

8. Have you documented acknowledgement by your departmental staff that they have read and
understood ATSU Policy No. 50-115 in the past calendar year? (yes or no).

Revised 11/24/2020



9. Are terminated employees or those no longer with a business need removed from the credit card
processing system on a timely basis? (yes or no).

10. Does your department maintain credit card merchant numbers? (yes or no). If so, what
controls are used to keep the information safe?

11. Does your department maintain an inventory of all ATSU approved products and technologies used
to process credit card transactions? (yes or no). Please list equipment below.

12.  Describe your process for ensuring the Point of Sale (POS) terminals are properly controlled and
maintained.

13. Does your department have a written agreement in place with your service provider that includes an
acknowledgement of their responsibility for compliance with the Payment Card Industry Data
Security Standard (PCI DSS), if credit card information is shared with them? (yes or
no). If no, please attach a copy of the agreement.

Attestations:

Department Supervisor Date

Vice President Date

Revised 11/24/2020
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ATSU POLICY NO. 55-103: APPROPRIATE USE OF TECHNOLOGY

DATE APPROVED: FEBRUARY 28, 2019 SIGNATURE: Signature on file in HR

Purpose

This policy outlines the acceptable use of A.T. Still University of Health Sciences (ATSU) information systems and
computer equipment to ensure technology is used for its intended purposes and use is consistent with ATSU policies.
Responsible use of technology maintains its availability for critical business operations, supports security and network
integrity, and protects ATSU from potentially damaging situations.

Policy

A. ATSU Information technology systems are to be used for business purposes to serve ATSU interests and its
customers in the course of normal operations.
B. Definitions

1.

Confidential information includes, but is not limited to,

a. Information about a patient, also known as protected health information (PHI), including incident reports and
patient outcome information;

b. Information about a student and their education records protected under FERPA, including any non-directory
information and personally identifiable information (PII);

c. PIll - Individual demographic identifiers, including employee, student, or patient social security numbers (SSN)
and employee personnel records (W-2 and W-4 IRS forms, insurance information, compensation structure,
performance evaluations, etc.);

d. Credit cards, cardholder information, and bank account numbers;

e. Business and proprietary information including, but not limited to, patient service methods, costs, pricing,
research data, and such business matters as contracts, negotiations, strategies, marketing plans, financial
statements, alumni and donor giving and prospect records, and legal matters; and

f. Passwords, personal identification numbers, or other security codes.

Information systems — An interconnected set of information resources under the same direct management control

that share common functionality. A system normally includes hardware, software, applications, and data.

Phishing — An attempt to acquire key information, such as user credentials (user ID and password), SSN, credit

card data, etc., by masquerading as a trustworthy entity (a form of “social engineering”).

Post(s) or posting — Something an individual writes, publishes online, or uploads, such as a photo or video,

typically on a social media website or blog.

PHI — Includes oral, written, or otherwise recorded information created or received by an entity identifying an

individual relating to physical or mental health, payments, or healthcare services provided to that individual.

Ransomware — A type of computer virus or malware preventing users from accessing data (usually by encrypting

the data) and written primarily for financial gain by holding data hostage until a ransom is paid. The ransom is

normally paid in ‘bitcoin,” the untraceable digital currency of the Internet.

User — Workforce members and associates with authorization to use (access) ATSU computer systems and

applications.

Workforce — Includes employees, students, contractors, volunteers, and other individuals who have an

association with ATSU and whose conduct is under the direct control of ATSU whether or not they are employed

by ATSU.

C. Guiding principles

1.

2.
3

ATSU’s information technology resources are for conducting work-related communications and shall be used in a
secure environment to protect confidential and business-related information.

All data created on ATSU’s information systems remains ATSU property.

Incidental personal use may occur only as authorized by the appropriate supervisor, provided personal use does
not interfere with work and meets requirements of this policy.
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4.

5.

6.

7.

To prevent phishing emails and ransomware, users are discouraged from using ATSU’s workstations or laptops

for checking personal email. Users should use personally-owned smartphones or tablets.

Because of the need to protect ATSU’s internal network, the University does guarantee confidentiality of
information stored on any network file server.

ATSU reserves the right to monitor all systems, and users should not have any expectation of privacy regarding

data or information stored, transmitted, or accessed on ATSU’s systems.

Laws and ATSU’s policies governing employee behavior pertaining to patient privacy, harassment, discrimination,
or defamatory remarks may also apply to user’s personal use of the Internet, email, instant messaging, text
messaging, and social networking sites. For related information, see ATSU Policy No. 55-113: Social Media.

D. General expectations

1. Users are expected to abide by all applicable federal, state, and local laws and regulations, as well as ATSU
policies regarding information technology use.

2. Each user is responsible for content of all text, audio, or images placed, sent, or received using ATSU information
systems.

3. Users should not assume electronic communications are private. All messages created, sent, or retrieved over the
Internet should be considered public information and accessible to others unless the communication was
encrypted.

4. ATSU may monitor usage patterns and other aspects of its Internet and email communications. The reasons for
this monitoring are many, including maintenance, troubleshooting problems, bandwidth allocation, general
management of systems, and assessment or enforcement of security policies and controls.

5. Users of ATSU-owned technology have no expectation of privacy in that use. ATSU reserves the right to access
and monitor files stored on or using ATSU equipment and systems at any time with or without notice.

6. Information considered sensitive or vulnerable, such as PHI, must be encrypted using ATSU’s approved process
before being released outside of ATSU. Contact ATSU’s Information Technology and Services (ITS) Service Desk
at ext. 2200 (on campus) or phone number, 660.626.2200, for assistance with encryption.

7. All communications should reflect positively upon the integrity, professionalism, and competence of ATSU.

E. Internet

1. ATSU may block connection to certain websites it deems inappropriate. However, the ability to connect with a
specific website does not in itself imply it is permitted. Internet users who inadvertently connect to an
inappropriate website should immediately disconnect from that site.

2. Storing, printing, or displaying any files, materials, or messages of an inappropriate nature will be considered a
violation of ATSU policy and will be handled under University policies and procedures.

3. All user activity on the Internet is logged.

F. Email, instant messaging, chat, and/or text messaging

1. Messages sent using ATSU information systems should be for business purposes and treated as business
records. These messages may be used as evidence in litigation and investigations. Provided retention
requirements for official records are being met, nonessential messages should be deleted by users when
messages are no longer needed for work reasons. For related information, see ATSU Policy No. 10-209: ATSU
Record Retention Policy.

2. Confidential information should only be transmitted outside ATSU when encrypted.

a. Emails containing confidential information and sent outside of ATSU must be encrypted. Contact ATSU’s
Information Technology and Services (ITS) Service Desk at ext. 2200 (on campus) or phone number,
660.626.2200, for assistance with email encryption.

b. Texting PHI or confidential information to anyone is prohibited, unless using a secure texting application.
Since ATSU has not implemented a secure text application at this time, texting such information is prohibited.

G. Social media or networking

1.

Confidential information about ATSU, its patients, or employees may not be posted on social media sites.

2. Even when no personal identifiers are specifically used in communication or posting, communicating what

transpired at work with a particular patient, co-worker, or other individual on a social network site could potentially
lead to an unintentional breach of that person’s privacy.
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3. Prohibition of harassment and discrimination in the workplace also applies to activities occurring outside the
workplace on social media. Harassment or discrimination on social media will result in the same disciplinary
action process and potential for legal action had those behaviors occurred within the workplace. Interactions and
communication should be respectful.

4. For related information, see ATSU Policy Nos. 55-103: Social Media and 90-210: Prohibition of Discrimination,
Harassment, and Retaliation.

Hardware

1. Computer equipment that is ATSU property is to reside on the campus unless the equipment is considered mobile
(i.e., portable computers) or has been checked out through ITS for an express purpose.

2. No computer equipment intended to extend accessibility to the ATSU network may be installed without the
knowledge and written approval of ITS. Types of forbidden devices include wireless access points, hubs, and
switches.

Software

1. Only software first tested and approved by ITS is authorized to be installed.

2. Users must respect software copyrights, abide by software license agreements, and terms of use.

Copyrights - Users obtaining access to other companies’ or individuals’ materials must respect all copyrights and may

not copy, retrieve, modify, or forward copyrighted materials without permission.

Downloading and file storage - Non-business-related files, such as music files (MP3s, WAV, etc.), pictures, animated

files (GIF files), video clips or movies (Windows Media Player, Quick Time Movie, etc.) consume storage space.

These types of files may also be a source of viruses or other malicious code. Therefore, these types of personal files

should not be stored on ATSU-owned information technology. ITS reserves the right to remove such files without

notice.

Prohibited activities while using ATSU information technology include, but are not limited to,

1. Engaging in any activity illegal under local, state, federal, or international law while utilizing ATSU-owned
resources.

2. Disclosing confidential information gained in any form while working at/for ATSU without specific approval;

3. Sending confidential information in electronic format outside ATSU without using encryption.

4. Revealing user account information and passwords to others or allowing use of authentication credentials (user ID
and password). This includes family and other household members when work is being done at home.

5. Providing information about or lists of ATSU employees to parties outside ATSU without prior written approval
from management.

6. Transmitting, retrieving, or storing any communications of a discriminatory or harassing nature that could create a
hostile work environment or materials considered obscene or graphic adult-only material.

7. Using any ATSU information asset to engage in an activity considered harassing, derogatory, inflammatory, or
otherwise unacceptable regarding an individual’'s gender, sexual orientation, race, age, disability, religion, national
origin, physical attributes, or any other form of harassment.

8. Sending messages containing abusive, profane, or offensive language.

9. Distributing petitions or political communications not endorsed by management.

10. Solicitation or petitions of any kind, including commercial, religious, political, or other types.

11. Using ATSU information technology or media for illegal purposes, gambling, personal profit, or in violation of
ATSU policy, including ATSU Policy No. 10-220: ATSU Code of Ethical Standards.

12. Conducting solicitations of non-company business or any use of information systems for personal gain.

13. Engaging in any activity violating the intellectual property rights of others, including patents, copyrights,
trademarks, and trade secrets. This includes, but is not limited to, installation, use, digitization, copying, or
distribution of photographs, images, music, books, or software to which ATSU does not have current rights or
licensing.

14. Making fraudulent offers of products, items, or services originating from an ATSU account.

15. Making statements about warranty, expressly or implied, unless it is a part of normal job duties.

16. Attempting to circumvent security controls to obtain unauthorized access or disrupting services, including hacking,
sniffing, phishing, or distributing any type of malicious code.

17. Sending unsolicited messages containing advertisement (spam) or hoaxes.

18. Unauthorized use, or forging, of email header information or any other form of obscuring, suppressing, or
replacing of one’s own identity (spoofing).
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19.
20.

21.

22.
23.

24.

Introducing malicious programs into the network or server (e.g., ransomware, viruses, worms, trojan horses).
Intentionally writing, generating, compiling, copying, collecting, executing, or introducing any code designed to
self-replicate, damage, or otherwise hinder the performance of or access to any system or information.

Effecting security breaches or disruptions of network communication. Security breaches include, but are not
limited to, accessing data to which the user is not an intended recipient or logging into a server or account the
user is not expressly authorized to access, unless these duties are within the scope of regular duties. For
purposes of this section, “disruption” includes, but is not limited to, network sniffing, ping floods, packet spoofing,
service denial, and forged routing information for malicious purposes.

Port scanning or security scanning is expressly prohibited unless prior approval is obtained by ITS.

Executing any form of network monitoring, which will intercept data not intended for the employee’s host, unless
this activity is a part of the employee’s normal job duties.

Circumventing or attempting to circumvent user authentication or security of any device, network, or account.

Responsibility

A. Chief information security officer (CISO) — Responsible for overseeing the establishment of standards for appropriate
use of and implementation of this policy.

B. Directors/managers/supervisors — Responsible for conduct of the workforce under their supervision by training,
monitoring, and enforcing compliance with this policy in their departments.

C. Workforce (“‘users”) — Accountable for use of ATSU’s information resources. Responsible for complying with this policy
and reporting violations of policy to their supervisor/manager/director or to the CISO.
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ATSU POLICY NO. 55-108: ACCESS TO INFORMATION SYSTEMS
DATE APPROVED: FEBRUARY 28, 2019 SIGNATURE: On File with Human Resources

Purpose

A.T. Still University of Health Sciences (ATSU) establishes and maintains standards for access to ATSU information
systems to protect confidential information while ensuring timely availability of information systems to workforce members.
This policy defines processes used to request access, change access, or suspend access by workforce members to
ATSU information systems.

Policy

A. Access to information systems and applications will be controlled. Access and privileges granted will be based
primarily on job responsibilities or role of the requestor. Security standards listed in this policy will be followed when
requesting or granting access to information systems or data owned or under the stewardship of ATSU.

B. Definitions
1. Confidential information includes, but is not limited to,

a. Information about a patient, also known as protected health information (PHI), including incident reports and
patient outcome information;

b. Information about a student and their education records protected under FERPA, including any non-directory
information and personally identifiable information (PII);

c. PII - Individual demographic identifiers, including employee, student, or patient social security numbers (SSN)
and employee personnel records (e.g., W-2 and W-4 IRS forms, insurance information, compensation
structure, performance evaluations, etc.);

d. Credit cards, cardholder information, and bank account numbers;

e. Business and proprietary information including, but not limited to, patient service methods, costs, pricing,
research data, and such business matters as contracts, negotiations, strategies, marketing plans, financial
statements, alumni and donor giving and prospect records, and legal matters; and

f. Passwords, PINs, or other security codes.

2. Data owner — (“owners”) individuals ultimately accountable for access to, and use of, information resources
directly supporting department or business operations. Owners usually are director level or higher.

3. Information systems — An interconnected set of information resources under the same direct management control
that shares common functionality. A system normally includes hardware, software, applications, and data.

4. Minimum necessary — The least amount of confidential information necessary to accomplish the intended purpose
of the use, disclosure, or request for confidential information to/from another entity.

5. Role-based access — A means of regulating access or assigning access privileges to an application or system
based upon a user’s job functions (or role) within the organization.

6. User — Workforce members and associates with authorization to use (access) ATSU computer systems and
applications.

7. Workforce — Includes employees, students, contractors, volunteers, physicians, and other individuals who have an
association with ATSU and whose conduct is under the direct control of ATSU whether or not they are employed
by ATSU.

C. Access
1. Workforce members are granted access privileges to information systems based on their job duties and

responsibilities, thus becoming users. This is known as “role-based access.” This access applies the “minimum

necessary” principle. Being authorized to view or use a system does not imply access to all information within that
application or system, nor does it imply ownership.
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2. To meet compliance and regulatory standards, an Information Technology Services (ITS) Action Request (ITSAR)
form or work order ticket is submitted to the ITS Service Desk as authorization to request new access, make
changes to existing access privileges, or for removal of access of clinical and business systems.

3. In some cases, a user may be required to receive training before obtaining access to an application or system.
Such prerequisites are determined by the data owner.

4. Management may limit, suspend, or terminate anyone’s access privileges at any time.

D. Request and authorization

1. The appropriate supervisor, manager, or Human Resources (HR) personnel completes an ITSAR authorizing a
user’s access to information systems. An access request should be submitted at least five working days prior to
the new employee’s (or user’s) start date, whenever possible, to allow system administrators sufficient time to set
up the new user and create proper security profiles within each system.

2. Access privileges are normally predefined using role-based access within each application or system, meaning
access privileges are based on a user’s job function, department, and/or management’s authorization.

3. Each user will be assigned unique user identification (user ID).

E. Changes to access

1. The appropriate supervisor, manager, or HR personnel may request additional access or exceptions to normal
role-based access for a particular user. Exceptions are requested using an ITSAR submitted to the ITS Service
Desk. The request for access should indicate specific privileges required and, in some cases, may require
justification for change.

2. If a user’s job duties change, the appropriate supervisor or manager notifies the system administrator via an
ITSAR so the user’s access privileges may be matched to the user’s new responsibilities.

F. Automatic lockout and logoff - Information systems that process and store confidential information will normally:

1. Lock out a user’s account after a predetermined number of unsuccessful logon attempts (normally after six failed
logon attempts); and

2. Automatically log off or otherwise require a user to re-login/reauthenticate after a predefined period of inactivity.

G. Monitoring

There is no expectation of privacy when using ATSU’s information systems. To manage systems, troubleshoot

problems, and ensure security, ITS will monitor overall user access on a periodic basis. The chief information security

officer (CISO) and/or chief information privacy officer (CIPO), or their designees, are responsible for overseeing the
auditing of user activity in clinical and other applications, which may be random or in response to a reported concern
or investigation.

H. Temporarily suspending or disabling accounts

1. Users taking an extended leave greater than 30 days should have access privileges deactivated during that
period. The appropriate supervisor, manager, or HR personnel will submit an ITSAR so the user's access may be
temporarily suspended.

2. Likewise, the supervisor, manager, or HR personnel should submit an ITSAR to temporarily suspend a user’s
access if the user has been given leave without pay or is facing other disciplinary action.

3. Upon the employee’s return, an ITSAR will be submitted by the supervisor, manager, or HR personnel to
reactivate access.

4. User accounts within Active Directory (AD) inactive for more than 180 days may be reviewed by ITS and disabled
if it is determined the account is no longer needed.

I.  Termination of access

1. When a user’s employment or contract ends, HR will notify ITS so the user’s access is disabled or terminated in a
timely manner.

2. Management has the right to terminate a user’s access at any time without warning. Reasons include, but are not
limited to, the following:

a. Change of job duties or employment termination;
b. Failure to comply with ATSU policies and procedures;
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c. Conduct interfering with normal department operations;
d. Activity adversely affecting the ability of others to use computer systems; and
e. Behavior harmful, unprofessional, offensive, or harassing to others.

Responsibility

A.

@ m

Chief information security officer (CISO) — Responsible for overseeing establishment and implementation of standards
for access to information systems, including emergency access to clinical systems. In coordination with the chief
information privacy officer (CIPO), is responsible for overseeing auditing of user activity.

Chief information privacy officer (CIPO) - Responsible, in coordination with the CISO, for overseeing auditing of user
activity.

Data owners — Responsible for overseeing security and integrity of data created and used, specific to their
department.

Directors/managers/supervisors — Responsible for authorizing user access and ensuring workforce only has access to
information needed to fulfill user’s job duties.

Human Resources (HR) — Responsible for notification of new employees needing access or changes to access for
existing employees, including termination.

Information Technology and Services (ITS) — Responsible for establishing user access in accordance to this policy.
Workforce (“users”) — Responsible for complying with this policy and reporting violations of policy to user’s
supervisor/manager/director or to the CISO.
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ATSU POLICY NO. 55-109: WORKSTATION USE AND SECURITY

DATE APPROVED: February 28, 2019 SIGNATURE: On File with Human Resources

Purpose

Computer workstations at A.T. Still University of Health Sciences (ATSU) must be secure to protect confidential
information, including financial information and protected health information, and maintain integrity of ATSU’s network.
This policy establishes processes regarding use and security of ATSU computer workstations.

Policy

A. Computer workstations, laptops, and peripheral equipment should be located in appropriate places, used properly,
and secured to protect confidential information and comply with various regulatory requirements.

B. Definitions

1. Malicious code — Software designed to infiltrate a computer. The term “virus” is sometimes used as a catch-all
phrase to include a wide variety of malicious code, which includes viruses, malware, trojans, worms, adware,
spyware, ransomware, etc.

2. Password — (a.k.a. passcode or personal identification number (PIN)) Information that, when paired with a user
ID, identifies and authenticates the person logging in to an application or system.

3. User — Workforce members and associates with authorization to use (access) ATSU computer systems and
applications.

4. Workforce — Includes employees, students, contractors, volunteers, physicians, and other individuals who have an
association with ATSU and whose conduct is under the direct control of ATSU, whether or not they are employed
by ATSU.

5. Workstation — A computer system normally connected to the local area network and used by the workforce to
access applications and data. Examples include personal computer (PC), thin client terminal, cart-mounted
laptop, or laptop in a docking station, functioning as an individual's workstation.

C. Workstation location

1. To minimize the possibility of unauthorized access to confidential information, workstations and associated
peripheral equipment should be faced away from public view to the extent possible. If this cannot be achieved,
privacy screens may be necessary.

2. Workstations and peripheral equipment are not to be modified except by Information Technology Services (ITS).

3. Workstations in some public areas are secured with locks. Laptops may use locking cables or be physically
secured in some other fashion to protect against theft.

D. Unattended workstations

1. Users should either log off or lock their workstation whenever leaving it unattended. For Windows operating
system, simultaneously press the Windows key and the letter “L” at the same time to lock a workstation or laptop.
For MACs, use CNTRL+SHIFT+EJECT.

2. Activating a password-protected screen saver is an acceptable method of locking the workstation in lieu of logging
off.

3. By default, workstations are configured to automatically activate the screensaver after twenty (20) minutes of
inactivity.
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4. Users are encouraged to use password-protected screensavers, especially if they are the only person using the
workstation.

Software

1. Users must not use any externally provided software from a person or organization. Only software approved by
ITS is authorized to be installed. This is to protect workstations and the network against potential damage caused
by malicious code, such as viruses and ransomware. A limited number of users have administrative rights needed
to load software.

2. The illegal copying or downloading of software is strictly prohibited.

3. Use of unlicensed software is prohibited.

Management and security

1. Antimalware/antivirus, and related security software is installed on computer workstations and laptops by ITS and
must be active at all times.

a. Antivirus software (signature file) is checked every two hours and applied as needed.
b. Operating system and key software patches are applied weekly.

2. When a user suspects a workstation is infected with some type of malicious code, they must immediately
disconnect the workstation or laptop from the network, but leave workstation or laptop powered on, and contact
the ITS Service Desk at ext. 2200 (on campus) or phone number, 660.626.2200, for assistance.

3. Users are prohibited from attempting to eradicate a virus unless they do so while in communication with
authorized ITS personnel. This will help minimize damage.

Hardware - Users must not use any personal hardware devices (e.g., monitors, speakers, keyboards, computer data

storage, graphic card, sound card, motherboard). Only ITS-approved hardware should be installed.

Data storage and encryption

1. Users have two network file server drives mapped to them for storing data and files on the network, which is
backed up by ITS.

2. Contact the ITS Service Desk for assistance with full-disk encryption for workstations and laptops.

3. Contact the ITS Service Desk for obtaining encrypted drives that plug into the USB port.

4. ITS will assist the user in securely configuring each portable storage device with a password — the key used for
decrypting data.

Responsibility

A.

B.

Chief information security officer (CISO) — Responsible for overseeing the establishment and implementation of
standards for security of workstations.

Directors/managers/supervisors — Responsible for security of workstations and peripheral equipment used by the
workforce under their supervision in accordance with ATSU policy.

Information Technology Services (ITS) — Responsible for maintaining computer workstations and peripherals, which
includes deploying security controls, patches, and updates.

Workforce (“users”) — Responsible for complying with this policy and reporting violations of policy to their
supervisor/manager/director or to the CISO.
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ATSU POLICY NO. 55-110: USER IDs AND PASSWORDS
DATE APPROVED: JANUARY 10, 2022 SIGNATURE: On File with Human Resources

Purpose

Access to A.T. Still University of Health Sciences (ATSU) information resources and data is protected by unique user IDs
and passwords, which identify and authenticate ATSU users. This policy establishes guidelines for user accountability in
creating and protecting passwords.

Policy

A. All users must be properly authenticated prior to being able to access ATSU information resources or data. User IDs
and passwords are the primary mechanism for uniquely identifying and authenticating individuals with access
privileges. Each workforce member needing access must have a user ID uniquely identifying him/her. Passwords
must be properly used and protected (kept secret) by the workforce. In some cases, use of a password, combined
with the user ID, may be the legal equivalent to a user’s signature. Therefore, users must not allow anyone else to use
their user ID and password.

B. Definitions
1. Confidential information includes, but is not limited to:

a. Information about a patient, also known as protected health information, including incident reports and patient
outcome information;

b. Information about a student and their education records protected under the Family Educational Rights and
Privacy Act, including any non-directory information and personally identifiable information (PlI);

c. PII - Individual demographic identifiers, including employee, student, or patient Social Security numbers and
employee personnel records (e.g., W-2 and W-4 IRS forms, insurance information, compensation structure,
performance evaluations, etc.

d. Credit cards, cardholder information, and bank account numbers;

e. Business and proprietary information including, but not limited to, patient service methods, costs, pricing,
research data, and business matters including contracts, negotiations, strategies, marketing plans, financial
statements, alumni and donor giving and prospect records, and legal matters; and passwords, personal
identification numbers (PINs), or other security codes.

2. Password (aka passcode or PIN) - Information when paired with a user ID, identifies and authenticates the person
logging in to an application or system.

3. User — Workforce members and associates with authorization to use (access) ATSU computer systems and
applications.

4. Workforce — Includes employees, students, contractors, volunteers, physicians, and other individuals who have an
association with ATSU and whose conduct is under ATSU’s direct control whether or not they are employed by
ATSU.

5. Multi-factor authentication (MFA) — Using a second form of authentication to log in to an application or system
(e.g., Google Authenticator application).

C. User IDs
1. Users needing to access ATSU’s applications or systems processing or storing confidential information will be

assigned a unique user ID.

2. Each user ID is linked to a specific individual and will remain linked to that individual. User IDs will not be re-used
or re-assigned to another user.

3. Users are responsible/accountable for all activity performed with their personal user IDs.

4. Generic user IDs or shared user IDs are permitted only under certain circumstances. For example, generic user
IDs may be used for training. Shared or generic user accounts must be approved by Information Technology
Services (ITS) on a case-by-case basis.
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D. Authentication methods

1.

2.

User IDs and passwords, along with MFA, are the primary mechanisms for uniquely identifying and authenticating
individuals.

Other approved authentication methods may include tokens (for remote access), badges, biometric identification
systems (e.g., fingerprint), telephone callbacks, or digital certificates.

E. Protecting passwords

1.
2.

3.
4.
5

6.

Personal passwords must be kept secret and not shared or disclosed to anyone.

Users must not attempt to gain unauthorized access to applications or systems by using another person’s user ID
and password or attempting to learn another person’s password.

Passwords should be memorized.

Passwords must not be written down and displayed where others can access them.

If a user suspects his/her password has been compromised, the password should be changed and the incident
immediately reported to the supervisor, manager, or ATSU’s ITS Service Desk at ext. 2200 (on campus) or phone
number, 660.626.2200.

Users need to be aware of scams to trick them into disclosing their password through anonymous phone calls or
email. Under no circumstances should anyone ever ask a user for his/her password.

F. Password selection

1.

Care should be taken when selecting a password. A poorly chosen password may compromise security. A

password should follow these simple rules:

a. Be atleast 14 or more characters in length. The longer the password, the more difficult it is to guess or break
it. Passphrases are recommended since they are easier to remember (e.g., | love working at ATSU!).

b. The password may, but is not required to, include lowercase or uppercase letters, numbers, spaces, and
special characters such as * ? # @ & $ (if the system permits such characters).

Where a particular system cannot enforce the password rules outlined above, maximum length and complexity

rules should be followed where possible.

Users should avoid:

a. Using common words that may be easily guessed.

b. Basing a password on their name, spouse’s name, child’s name, parent’s name, pet's name, or favorite sports
team.

c. Using other personal information easily associated with them.

G. Resetting passwords

1.

Employees are given an initial password and will be forced to create a new password at the first logon. For
systems not having the capability to force a password change, workforce members must manually reset it to a
new password when they first log on.

Users should contact the ITS Service Desk or the designated system administrator if they forget their password or
need help creating a new password or resetting their password. Users may be required to first identify themselves
before the password is reset or new password issued.

Responsibility

A.

Chief information security officer (CISO) - Responsible for overseeing the establishment and implementation of
standards for user IDs and passwords used for accessing ATSU information resources and data.
Directors/managers/supervisors - Responsible for ensuring workforce members create and manage their passwords
securely.

ITS - Responsible for establishing authentication rules or policies in accordance to this policy.

Workforce (users) - Accountable for the actions associated with their user ID. Responsible for complying with this
policy and reporting violations of policy to their supervisor/manager/director or CISO.
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ATSU POLICY NO. 55-111: REMOTE ACCESS
DATE APPROVED: FEBRUARY 28, 2019 SIGNATURE: On File with Human Resources

Purpose

A.T. Still University of Health Sciences (ATSU) needs to provide a secure method of remote access to ATSU’s network for
employees who work from home or other non-ATSU location. This policy establishes a standardized process for remotely
accessing ATSU resources to minimize potential exposure to unauthorized use of ATSU resources.

Policy

A. Remote access connections to ATSU'’s internal network via a Virtual Private Network (VPN) connection will follow
security standards outlined in this policy. Remote access to ATSU’s internal network is controlled by Information
Technology Services (ITS). Two-factor or dual factor authentication may be needed by some users for remote access.

B. Definitions
1. Two-factor or dual factor authentication — A method of confirming (authenticating) a user’s identity by employing

two or more of three factors of evidence:

a. Something only the user knows (Example: User ID and password),

b. Something only the user possesses (Examples: a token, badge, text message to their smartphone, etc.), and

c. Something only the user is - unique to them (Examples: fingerprint scan, facial recognition, voice recognition,
retinal scan, etc.)

2. User — Workforce members and associates with authorization to use (access) ATSU computer systems and
applications.

3. Virtual Private Network (VPN) — Technology used to provide a secure method of remote access by encrypting
transmission of information. With this technology, a remote user only needs a connection to the Internet and
appropriate VPN client or web browser software and token to securely connect to ATSU’s network.

4. Workforce — Includes employees, students, contractors, volunteers, and other individuals who have an
association with ATSU and whose conduct is under ATSU’s direct control whether or not they are employed by
ATSU.

C. Request and authorization
1. To request and authorize remote access, a supervisor, manager, or department director must complete an

Information Technology Services Action Request (ITSAR) form.

2. ITS will establish the employee’s remote access.

D. User responsibilities
1. Itis the responsibility of users with remote access privileges to ensure unauthorized individuals, such as

household members or guests, are not allowed access to ATSU’s internal network.

2. When a user suspects their workstation or laptop is infected with some type of malicious code, they must
immediately disconnect from ATSU’s internal network, stop all remote access, and contact ATSU’s ITS Service
Desk at ext. 2200 (on campus) or phone number, 660.626.2200.

E. Virtual Private Network (VPN)

1. Approved VPN clients must be used.

2. For some users, remote access requires two-factor or multi-factor authentication.

3. VPN sessions will be automatically disconnected after thirty minutes of inactivity.

4. All VPN traffic will be filtered and monitored by ATSU. There is no expectation of privacy while remotely
connected to ATSU’s internal network.

F. Personally-owned equipment
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1. Personally-owned workstations or laptops (not ATSU-owned equipment) used for remote access must be
configured to comply with ATSU standards, which include:

a. Installing antivirus software with current virus definitions (purchasing and maintaining antivirus software is the
user’s responsibility);

b. Updating the operating system (Windows or iOS) with current security patches;

c. Using an approved VPN client;

d. Logging off the workstation or laptop whenever leaving it unattended or activating a password-protected
screen saver; and

e. Storing ATSU files and data on the network.

2. By using VPN technology with personally-owned equipment, users understand their workstations and/or laptops
are a de facto extension of ATSU’s network, and as such, are subject to the same federal and state regulations
that apply to ATSU-owned equipment.

G. Termination of remote access

1. When a user’'s employment or contract ends, the user’s remote access must be disabled or terminated in a timely
manner.

2. Users that have had their accounts disabled will be required to turn over any ATSU-owned equipment or token
used for remote access to ITS.

3. Management may limit, suspend, or terminate anyone’s remote access privilege at any time.

Responsibility

A. Chief information security officer (CISO) — Responsible for overseeing the establishment and implementation of
standards for remote access.

B. Directors/managers/supervisors — Responsible for authorizing which workforce members under their supervision are
allowed to have remote access.

C. Information Technology Services (ITS) — Responsible for establishing and maintaining remote access technology.

D. Workforce (“Users”) — Accountable for actions associated with their user ID. Responsible for complying with this policy
and reporting violations of policy to their supervisor/manager/director or to the CISO.
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ATSU POLICY NO. 55-112: MOBILE DEVICES

DATE APPROVED: FEBRUARY 28, 2019 SIGNATURE: On File with Human Resources

Purpose

To set standards for both A.T. Still University of Health Sciences (ATSU)-owned and personally-owned mobile devices
used to conduct ATSU business. Mobile devices include, but are not limited to, laptops, tablets, smartphones, and
internet-connected wearables.

Mobile devices pose a significant security risk because they may contain confidential information and, being mobile, are at
greater risk for loss, theft, or unauthorized access. If a device is stolen or lost, the information stored on the device
becomes potentially available to anyone who comes into possession of the device unless a passcode or authentication
along with encryption is implemented. Additionally, mobile devices may be more vulnerable to hacking, malicious code,
and interception of wireless communications. Therefore, reasonable and appropriate measures outlined in this policy must
be followed.

Policy

A. Reasonable and appropriate measures must be implemented to govern use of mobile devices used to access any
confidential information, including protected health information (PHI). The workforce will follow security standards
listed in this and related policies, such as ATSU Policy No. 55-103: Appropriate Use of Technology, when using
ATSU-owned and personally-owned mobile devices to access ATSU information.

B. Definitions
1. Confidential information includes, but is not limited to,

a. Information about a patient, also known as PHI, including incident reports and patient outcome information;

b. Information about a student and their education records protected under FERPA, including any non-directory
information and personally identifiable information (PII);

c. PII - Individual demographic identifiers including employee, student, or patient social security numbers (SSN)
and employee personnel records (e.g., W-2 and W-4 IRS forms, insurance information, compensation
structure, performance evaluations, etc.);

d. Credit cards, cardholder information, and bank account numbers;

e. Business and proprietary information including, but not limited to, patient service methods, costs, pricing,
research data, and such business matters as contracts, negotiations, strategies, marketing plans, financial
statements, alumni and donor giving and prospect records, and legal matters; and

f. Passwords, PINs, or other security codes.

2. Devices — Refers to laptops, smartphones, tablets and related equipment capable of processing and storing
confidential information.

3. Malicious code — Software designed to infiltrate a computer. The term “virus” is sometimes used as a catch-all
phrase to include a wide variety of malicious code, which includes viruses, malware, trojans, worms, adware,
spyware, ransomware, etc.

4. Password — (a.k.a. passcode or personal identification number (PIN)) Information that, when paired with a user
ID, identifies and authenticates the person logging into an application or system.

5. PHI - Includes oral, written, or otherwise recorded information created or received by an entity that identifies an
individual and relates to physical or mental health, payments, or healthcare services provided to that individual.

6. User — Workforce members and associates with authorization to use (access) ATSU computer systems and
applications.

7. Workforce — Includes employees, students, contractors, volunteers, and other individuals who have an
association with ATSU and whose conduct is under ATSU’s direct control whether or not they are employed by
ATSU.

C. The following controls are required for mobile devices that contain or access ATSU confidential information or
protected health information:
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1. Stewardship

a.

b.

h.

Mobile devices should not be left unattended. Physical control of mobile devices and any portable media used
to store confidential information must be maintained at all times.

Mobile device screens should be protected from others’ view (e.g., while in a coffee shop next to other
patrons or while on an airplane), especially when working with confidential information. Consider using a
privacy filter to shield the device screen to prevent someone from viewing contents of the screen.

Transport mobile devices (especially laptops) in protective carrying cases.

Keep mobile devices from extreme heat, cold, rain, or snow for extended periods of time and avoid exposing
devices to direct sunlight. Keep water and other liquids away from device.

If a mobile device is lost, stolen, or has been used without proper authorization, the user should immediately
contact ATSU’s Information Technology Services (ITS) Service Desk at ext. 2200 (on campus) or phone
number, 660.626.2200. ITS will work with the device user and/or owner to:

1. Automatically lock device; and/or

2. Disable device; and/or

3. Delete device’s memory.

Notify ITS when mobile device access to ATSU information resources is no longer needed. This includes
when employees terminate or when nonemployees no longer have a business relationship with ATSU. The
user is responsible for removing ATSU business-related information from the device.

Notify ITS at least seven days prior to giving up physical possession of the device (e.g., transferring
ownership to another individual, exchanging device for a new one, or taking a device out of service). ITS will
work with the device user and/or owner to erase ATSU-related information from device. If it is not feasible to
notify ITS within the designated period above, the owner must take appropriate action to ensure all
ATSU-related information is erased from device and immediately report actions taken to ITS.

Dispose of mobile devices properly. Be sure to wipe or securely delete data from devices prior to disposal.
Contact ATSU’s ITS Service Desk for help removing ATSU data.

2. Data protection (preventing unauthorized access)

a.

d.

3. Bac
a.

A password, PIN, or biometric authentication method is required to logon to a mobile device when it is
powered up to prevent unauthorized access. Passwords, PINs, and other authentication information are not to
be shared.

Mobile devices should be protected to prevent unauthorized individuals, including family members, friends,
etc., who do not have a business need to know from gaining access to ATSU information stored on the
device.

Mobile devices on which confidential institutional information is stored should be encrypted (data at rest).
Contact ATSU’s ITS Service Desk for help with implementing encryption for data stored on ATSU-owned
mobile devices. For most smartphones, enabling user authentication (a passcode or password) automatically
enables the device’s encryption. ATSU-owned tablets (and some notebooks) may come with encryption
installed and may require a pre-boot password.

Standard security protocols should be followed. This includes ensuring your device has current anti-virus
software (required for laptop devices) and all operating system and application updates and patches.

kups

ATSU clinics users are responsible for backing up any clinic data, as well as important or critical information
saved on mobile devices. It is the responsibility of the user to copy confidential and critical data to one of the
assigned network drives (X:\) or other approved storage area. Network file servers and drives are backed up
daily by ITS. Contact ATSU’s ITS Service Desk for help with backing up clinic data.

Encrypted USB drives may be obtained to securely store files, including backups. This should only be
considered as a temporary backup solution. Files stored on an USB storage device should be copied as soon
as possible to a network file server and/or other approved storage area as mentioned above.

4. Wireless connectivity

a.

Wireless access to a mobile device, such as Bluetooth, Wi-Fi hotspots, etc., should be disabled when not in
use to prevent unauthorized access to the device.
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b. Use caution when connecting to free or public wireless network (Wi-Fi). Verify a wireless network is the
correct one before making the connection by examining the list of available wireless access points. Hackers
will name their ad-hoc wireless networks with a common wireless network name in order to trick people into
connecting to their rogue networks.

c. Wireless transmissions are vulnerable to interception unless the user connects to a secure wireless network
or uses a virtual private network (VPN) solution approved by ITS. Use a Virtual Private Connection (VPN)
when making a remote connection back to ATSU’s network. Contact ATSU’s ITS Service Desk for help. For
more information, see ATSU Policy No. 55-111: Remote Access.

d. Encryption (data in transit). Information being transmitted from mobile devices that contain or access ATSU-
confidential information or patient information must be secured.

e. Users should not allow peer-to-peer connections (pairing), that is, connecting directly to another Bluetooth
enabled device, without checking with ITS first. A wireless mouse, keyboard, or speaker would be exceptions.

Screensavers/automatic lock-out: Mobile devices must be configured to automatically activate the

password-protected screensaver, PIN, or biometric authentication mechanism after a predefined period of

inactivity. This setting should not be altered.

Software

a. Do not install software from unknown sources as they may include software harmful devices. Research the
software to make sure it is legitimate. This is to protect mobile devices and the network against potential
damage caused by malicious code, such as viruses and ransomware.

b. When installing software, review application permissions. Applications may share more information than users
are aware.

c. lllegal copying or downloading software is strictly prohibited.

Texting, chat, and instant messaging - Confidential information or PHI must not be sent through a smartphone

unless an ATSU ITS-approved application is used for secure text messages, chat, or instant messaging.

Endpoint Security/Antivirus Software

a. Apply the latest operating system version and program updates and patches to reduce security risks of newly
discovered threats and vulnerabilities. Mobile devices, which do not meet minimum operating system (OS)
and security patching requirements, may be restricted from accessing ATSU resources.

b. Mobile devices with access to the Internet should have antivirus software or an equivalent endpoint security
solution installed and maintained with current updates, unless an exception has been approved by ITS.

c. Antivirus software installed on ATSU-owned devices should not be disabled by users. Antivirus software
(signature file) is updated regularly.

d. When a user suspects a mobile device is infected with some type of malicious code, they must immediately
contact ATSU’s ITS Service Desk.

e. Users are prohibited from attempting to eradicate a virus unless they do so while in communication with
authorized ATSU ITS personnel. This will help minimize damage.

Some mobile device apps circumvent or disable security controls set by a smartphone manufacturer. Disabling the
inherent security of the device can allow unauthorized access to information from stored contact lists, ability to read

the user’s email, and current geographical location of the device. For smartphones, such as Apple iPhones and iPads,

this is referred to as “jailbreaking” and “rooting” for Android devices. Rooting and jailbreaking are not permitted on
mobile devices. If ATSU ITS detects an unsafe app, the device user will either be denied wireless access or be
notified of the situation and asked to remove the unsafe app.

Mobile devices used in clinical settings may be subject to additional restrictions (e.g., taking photos is forbidden in
certain areas.) Be aware of local policies, in addition to this policy.

Users with ATSU-owned devices and those who access confidential information on personally owned devices should

be enrolled in the University’s Mobile Device Management (MDM) system to provide additional layers of data and/or
network security.

Users who seek access to confidential data with personally-owned devices must have supervisor and dean or

President’s Cabinet-level approval.
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H. Personally-owned mobile devices used to conduct ATSU business or for remote access must adhere to the same
guidelines listed in this policy.
e OTHER BEST PRACTICES:
o Use the Find My iPhone services to manage lost or stolen devices (Apple iOS)
o Use the Find My Device services to manage lost or stolen devices (Android OS)

Responsibility

A. Chief information security officer (CISO) — Responsible for overseeing the establishment and implementation of
standards for security of devices.

B. Directors/managers/supervisors — Responsible for security of the devices used by workforce under their supervision in
accordance with ATSU policy.

C. Information Technology Services (ITS) — Responsible for maintaining devices, which includes deploying security
controls, patches, and updates.

D. Workforce (“Users”) — Responsible for complying with this policy and reporting violations of policy to their
supervisor/manager/director or to the CISO.


https://support.apple.com/en-us/HT201472
https://support.google.com/accounts/answer/6160491?hl=en
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ATSU POLICY NO. 55-113: SOCIAL MEDIA
DATE APPROVED: FEBRUARY 28, 2019 SIGNATURE: On File with Human Resources

Purpose
This policy sets forth guidelines for interactions on social media websites.

A.T. Still University of Health Sciences (ATSU) social media channels are used to promote ATSU’s activities to internal
and external audiences and foster direct engagement with stakeholders. Social media channels actively used by ATSU
programs, departments, and individuals include Facebook, Google+, LinkedIn, Twitter, Instagram, and YouTube. ATSU
recognizes certain social media pages and/or accounts as “official,” in that these channels represent sanctioned
communication from the University, and content, therein, has been approved for dissemination by appropriate and
corresponding ATSU leadership. Designation as an official ATSU social media channel includes use of ATSU graphics,
inclusion within social media analytics, promotion of the site within other ATSU official social media, as well as content
review by ATSU Communications & Marketing (C&M) for adherence to ATSU social media standards.

Policy

A. Interaction on social media websites must be conducted in a manner that is responsible, reflects well on ATSU at all
times, and does not expose confidential information to unauthorized individuals. ATSU faculty or staff who participate
in official ATSU social media channels should do so only as their activity directly relates to their responsibilities;
personal social media activity should be done on their own time, using their own resources, and in compliance with
this policy. Posts that reflect negatively upon ATSU’s business interests and reputation or reveal confidential
information related to ATSU is strictly prohibited. ATSU’s privacy and security policies regarding its confidential
information and intellectual property apply even if the information was posted using personally-owned equipment and
resources.

B. Definitions
1. Confidential information includes, but is not limited to,

a. Information about a patient, also known as protected health information (PHI), including incident reports and
patient outcome information;

b. Information about a student and their education records protected under FERPA, including any non-directory
information and personally identifiable information (PII);

c. PII - Individual demographic identifiers including employee, student, or patient social security numbers (SSN)
and employee personnel records (e.g., W-2 and W-4 IRS forms, insurance information, compensation
structure, performance evaluations, etc.);

d. Credit cards, cardholder information, and bank account numbers;

e. Business and proprietary information including, but not limited to, patient service methods, costs, pricing,
research data, and such business matters as contracts, negotiations, strategies, marketing plans, financial
statements, alumni and donor giving and prospect records, and legal matters; and

f. Passwords, PINs, or other security codes.

2. PHI - Includes oral, written, or otherwise recorded information created or received by an entity that identifies an
individual and relates to physical or mental health, payments, or healthcare services provided to that individual.

3. Post(s) or posting — Something a user writes, publishes online, or uploads, such as a photo or video, typically on a
social media website or a blog.

4. Social media — Forms of electronic communication, such as websites for social networking that enable users to
share information, ideas, images, and videos with online communities of other users.

5. User — Workforce members and associates with authorization to use (access) ATSU computer systems and
applications.
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6.

Workforce — Includes employees, students, contractors, volunteers, physicians, and other individuals who have an
association with ATSU and whose conduct is under ATSU’s direct control whether or not they are employed by
ATSU.

C. Personal social media user responsibilities — Be aware:

1.

2.

3.

9.

10.

Confidential information about ATSU, its patients, alumni, donors, or employees may not be posted on social
media sites.

ATSU patient PHI, including photos or any personally identifiable information, may not be posted on social media
sites.

By identifying oneself as an ATSU employee or one of its affiliates (or able to identified as such by others), one is
representing the organization to the public.

Information on these sites may be viewed by co-workers, patients, patients’ family members, physicians,
supervisors, and other employees.

Members of ATSU management are held to a higher standard, as their personal views and comments can, and
often are, interpreted by others as the organization’s official view as a whole.

Do not post personal views or opinions when representing the University, a school/college, program, or
department. Personal views or opinions are to be published from personal accounts. If confusion may exist about
whether a post is personal, or reflects upon ATSU, include a disclaimer, such as, “These are my personal views
and not the views of my employer [ATSU].”

Even when no personal identifiers are specifically used in the communication or post, communicating what
transpired at work with a particular patient, with a coworker, friend, or family member on a social network site
could potentially lead to an unintentional breach of that individual’s privacy.

Harassment in the workplace also applies to activities taking place outside the workplace on social media.
Harassment on social media will result in the same disciplinary action process and potential for legal action had
those behaviors occurred within the workplace. Interactions and communication should be respectful.

Anything placed on social media can be seen for a long period of time and is subject to legal discovery by law
enforcement or the courts.

Access to social media sites leaves an audit trail. Anything posted and later deleted may still be available through
backups.

ATSU social media channels

1.

2.

3.
4.
5.

ATSU official social media channels managed by C&M include:
a. Facebook

b. Twitter
c. LinkedIn: company, school
d. Instagram

Other official channels managed by departments, schools, colleges and/or programs may be found on ATSU’s
official social media channels spreadsheet.

Prior to publication to any official ATSU social media channel, content review by C&M is recommended.

C&M staff are responsible for publication of content to the primary ATSU official social media channels.

Staff responsible for publication of content to any other ATSU official social media channel must be trained and
authorized by C&M, and participate in the ATSU social media workgroup.

A confidentiality breach on social media may be treated in the same manner as those that occur elsewhere within
ATSU. A workforce member may be subject to sanctions and disciplinary actions.

Responsibility

A.

B.

Chief information security officer (CISO) and chief information privacy officer (CIPO) — Responsible for overseeing the
establishment and implementation of standards for social media.

Marketing director (Communication & Marketing) — Responsible for staff managing and monitoring official ATSU social
media channels.

Workforce (“users”) — Accountable for the actions associated with their user ID. Responsible for complying with this
policy and reporting violations of policy to their supervisor/manager/director or to the CISO.


https://www.facebook.com/atstilluniversity
https://twitter.com/iconnect_atsu
https://www.linkedin.com/company/a-t-still-university/
https://www.linkedin.com/school/a.t.-still-university-of-health-sciences/
https://www.instagram.com/atstilluniversity/?hl=en
https://docs.google.com/spreadsheets/d/1uAHpeDGb_uZ6p0RZO0yJhEVibDSuVPJfsE_5kVoliQ0/edit?usp=sharing
https://docs.google.com/spreadsheets/d/1uAHpeDGb_uZ6p0RZO0yJhEVibDSuVPJfsE_5kVoliQ0/edit?usp=sharing
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ATSU POLICY NO. 55-114: DATA CLASSIFICATION

DATE APPROVED: FEBRUARY 28, 2019 SIGNATURE: On File with Human Resources

Purpose

This general order establishes a framework for classifying institutional data. Data classification will aid in determining
baseline security controls for data protection. It will also help determine those critical business processes which need to
be protected in order to provide for the confidentiality, integrity, and availability of certain protected information, including
but not limited to, electronic protected health information (ePHI), sensitive business information, and protected student
information.

Policy

A. Data classification, in the context of information security, is the classification of data based on its level of sensitivity
and impact to the University should that data be disclosed, altered, or destroyed without authorization. ATSU
classifies its information assets into risk-based categories for the purpose of determining who is allowed to access the
information and what security precautions must be taken to protect it against unauthorized access. The classification
structure established for ATSU data and systems recognizes “low risk, moderate risk, and high risk.” See Appendix A
for details.

1.

Low risk. Data and systems are classified as low risk if they are not considered to be moderate or high risk, and:

a. Data is intended for public disclosure, or

b. Loss of confidentiality, integrity, or availability of the data or system would have no adverse impact on ATSU
's mission, safety, finances, or reputation.

Moderate risk. Data and systems are classified as moderate risk if they are not considered to be high risk, and:

a. Datais not generally available to the public, or

b. Loss of confidentiality, integrity, or availability of the data or system could have a mildly adverse impact on
ATSU’s mission, safety, finances, or reputation.

High risk. Data and systems are classified as high risk if:

a. Data protection is required by law/regulation,

b. ATSU is required to self-report to the government and/or provide notice to the individual if the data is
inappropriately accessed, or

c. Loss of confidentiality, integrity, or availability of the data or system could have a significant adverse impact
on ATSU’s mission, safety, finances, or reputation.

B. Definitions

1.

Confidential information includes, but is not limited to:

a. Information about a patient, also known as protected health information (PHI), including incident reports and
patient outcome information;

b. Information about a student and their education records protected under FERPA, including any non-directory
information and personally identifiable information;

c. Personally identifiable information (PIl) — Individual demographic identifiers including employee, student, or
patient social security numbers (SSN) and employee personnel records (e.g., W-2 and W-4 IRS forms,
insurance information, compensation structure, performance evaluations, etc.);

d. Credit cards, cardholder information, and bank account numbers;

e. Business and proprietary information including, but not limited to, patient service methods, costs, pricing,
research data, and such business matters as contracts, negotiations, strategies, marketing plans, financial
statements, alumni and donor giving and prospect records, and legal matters; and

f. Passwords, PINs, or other security codes.

Data owner (governance level) - This is the officer and unit who ultimately is accountable for data. Typically, this is

the unit where data is created, originated, and/or entered into a system.

Data custodian (management level) - This group includes those who are responsible for overseeing day-to-day

management and controls related to data.


https://docs.google.com/document/d/1HbCJSbg45uLa2iErfG4jEbRAw7edm3YWd44ulZfQ92s/edit
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4. Data user (operational level) - Those who interact with data by entering, deleting, changing, or even reading it.

5. Institutional data - All data owned or licensed by the University.

6. Sensitive data - A generalized term that typically represents data classified as high risk and/or moderate risk,
which is also confidential.

. All information resources (e.g., physical documents, electronic databases, or other collections of information) are to be

assigned to a security classification level according to the most sensitive content contained therein.

Data classification should be performed by an appropriate data owner. Data owners may wish to assign a single

classification to a collection of data that is common in purpose or function. When classifying a collection of data, the

most restrictive classification of any of the individual data elements should be used. For example, if a data collection
consists of a student's name, address, and social security number, the data collection should be classified as
restricted even though the student's name and address may be considered public information.

Calculating classification

1. Three security objectives are considered to properly classify data: confidentiality, integrity, and availability of
institutional data. Data classification reflects the level of impact to the University if confidentiality, integrity, or
availability is compromised.

2. In some situations, the appropriate classification is straightforward, such as when federal laws require the
University to protect certain types of data (e.g., personally identifiable information). If the appropriate classification
is not inherently obvious, consider each security objective using Appendix B as a guide. It is an excerpt from
Federal Information Processing Standards (FIPS) publication 199 published by the National Institute of Standards
and Technology, which discusses the categorization of information and information systems.

3. As the total potential impact to the University increases from low to high, the classification of data should become
more restrictive moving from public to restricted. If an appropriate classification is still unclear after considering
these points, contact the Information Security Council for assistance.

Where practicable, all data is to be explicitly classified, such that users of any particular data derived from an

information resource are aware of its classification.

In the event information is not explicitly classified, it is to be treated as follows: Any data which includes any

personal information concerning a member of the University community,including any health information, financial

information, academic evaluations, social security numbers, or other personal identification information, shall be

treated as high risk. Other information is to be treated as moderate risk, unless such information appears in a form
accessible to the public (i.e., on a public website or a widely distributed publication) or is created for a public

purpose, whereas it is classified as low risk.

Responsibility

A. Chief information security officer (CISO) — Responsible for overseeing establishment and implementation of this
policy.

B. Data owners — Responsible for application of this and related policies to the systems, data, and other information
resources under their care or control.


https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.199.pdf
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.199.pdf

APPENDIX A

Data and systems are classified as
Low Risk if they are not considered
to be Moderate or High Risk, and:
1. The datais intended for
public disclosure, or
2. The loss of confidentiality,
integrity, or availability of
the data or system would
have no adverse impact on
ATSU ’s mission, safety,
finances, or reputation.

Examples:

e Press releases

e Course listings

e Research data (at data owner’s
discretion)
Public website content
Public directories
Job postings and descriptions

Data and systems are classified as
Moderate Risk if they are not
considered to be High Risk, and:
1. The data is not generally
available to the public, or
2. The loss of confidentiality,
integrity, or availability of
the data or system could
have a mildly adverse
impact on ATSU’s mission,
safety, finances, or
reputation.

Examples:

e Unpublished research data (at
data owner’s discretion)

e Student records and admission
applications (FERPA data)

e Employment applications,
personnel files, benefits, salary,
birthdate, personal contact
information

e Non-public policies and policy
manuals
Non-public contracts
Internal memos and email,
non-public reports, budgets,
plans, financial info

High Risk

Data and systems are classified as
High Risk if:
1. Protection of the data is
required by law/regulation,
2. ATSU is required to self-
report to the government
and/or provide notice to the
individual if the data is
inappropriately accessed, or
3. The loss of confidentiality,
integrity, or availability of the
data or system could have a
significant adverse impact on
ATSU’s mission, safety,
finances, or reputation.

Examples:

e Social Security Numbers

e Health Information including
Protected Health Information
(PHI) protected by HIPAA
Credit card numbers
Financial account numbers
Driver's license numbers
Passport and visa numbers
Donor contact information and
non-public gift information




APPENDIX B

Security Objective

POTENTIAL IMPACT

LOW

MODERATE

HIGH

Confidentiality
Preserving authorized
restrictions on
information access and
disclosure, including
means for protecting
personal privacy and
proprietary information.

The unauthorized
disclosure of information
could be expected to
have a limited adverse
effect on organizational
operations,
organizational assets, or
individuals.

The unauthorized
disclosure of information
could be expected to
have a serious adverse
effect on organizational
operations,
organizational assets, or
individuals.

The unauthorized
disclosure of information
could be expected to
have a severe or
catastrophic adverse
effect on organizational
operations, organizational
assets, or individuals.

Integrity

Guarding against
improper information
modification or
destruction, and
includes ensuring
information non-
repudiation and

The unauthorized
modification or
destruction of
information could be
expected to have a
limited adverse effect on
organizational
operations,

The unauthorized
modification or
destruction of
information could be
expected to have a
serious adverse effect
on organizational
operations,

The unauthorized
modification or
destruction of information
could be expected to
have a severe or
catastrophic adverse
effect on organizational
operations, organizational

authenticity. organizational assets, or | organizational assets, or | assets, or individuals.
individuals. individuals.
Availability The disruption of access | The disruption of access | The disruption of access

Ensuring timely and
reliable access to and
use of information.

to or use of information
or an information system
could be expected to
have a limited adverse
effect on organizational
operations,
organizational assets, or
individuals.

to or use of information
or an information system
could be expected to
have a serious adverse
effect on organizational
operations,
organizational assets, or
individuals.

to or use of information or
an information system
could be expected to
have a severe or
catastrophic adverse
effect on organizational
operations, organizational
assets, or individuals.




AT S ﬁr-'l];‘-.-"% rlzl !‘ry

FIRST IN WHOLE PERSON HEALTHCARE

ATSU POLICY NO. 55-115: PROTECTING CONFIDENTIAL INFORMATION
DATE APPROVED: OCTOBER 6, 2021 SIGNATURE: On File with Human Resources

Purpose

This policy outlines A.T. Still University of Health Sciences’ (ATSU) processes to protect confidential information by
defining confidential information and outlining the responsibilities of workforce members handling confidential information.

Unauthorized disclosure of confidential information could potentially result in penalties to ATSU and its workforce. Such
disclosure also creates the risk of financial fraud, identity theft, and harm to ATSU’s reputation. Legal obligations and
industry standards may also mandate protection of some information.

Policy

A. ATSU information is classified into three categories: 1) high risk, 2) moderate risk, and 3) low risk. For related
information, refer to ATSU Policy No. 55-114: Data Classification. Confidential information may include data in both
high and moderate risk categories and must be protected at all times. The workforce will follow guidelines listed in this
policy whenever confidential information is accessed, used, or otherwise handled.

B. Definitions
1. Confidential information includes, but is not limited to:

a. Information about a patient, also known as protected health information (PHI), including incident reports and
patient outcome information;

b. Information about a student and education records protected under the Family Educational Rights and
Privacy Act, including any non-directory information and personally identifiable information;

c. Personally identifiable information (PIl) — Individual demographic identifiers including employee, student, or
patient Social Security numbers and employee personnel records (e.g., W-2 and W-4 IRS forms, insurance
information, compensation structure, performance evaluations, etc;

d. Credit cards, cardholder information, and bank account numbers;

e. Business and proprietary information including, but not limited to, patient service methods, costs, pricing,
research data, and such business matters as contracts, negotiations, strategies, marketing plans, financial
statements, alumni and donor giving and prospect records, and legal matters; and

f. Passwords, PINs, or other security codes.

2. Media — Paper documents, CD-ROMs, DVDs, computer hard drives, external or portable hard drives, backup
tapes, memory devices (USB flash drives, thumb drives, jump drives), smartphones, photos, digital images, voice
mail, and microfiche.

3. PHI - Oral, written, or otherwise recorded information created or received by an entity that identifies an individual
and relates to physical or mental health, payments, or healthcare services provided to the individual.

4. Public information — Information available to anyone through ATSU’s website, brochures, news releases, or any
source readily available to the general public.

5. Workforce — Includes employees, students, contractors, volunteers, physicians, and other individuals who have an
association with ATSU and whose conduct is under ATSU’s direct control whether or not they are employed by
ATSU.

C. Confidential information must be:

1. Protected from unauthorized uses, disclosures, and inappropriate modification;

2. Protected from any action that would prevent it from being readily available to authorized individuals;

3. Accessed and shared only on a need-to-know basis; and

4. Used for business purposes only.

D. Media containing confidential information must be protected against damage, theft, loss, and unauthorized access.


https://docs.google.com/document/d/1zTL132PC3BaX8HGEzSVzurwX4al2tobZbNU28FDIWqg
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E. Upon hire, all workforce members sign a Statement of Confidentiality (see Attachment A) acknowledging intent to
comply with ATSU standards and expectations before access to or a disclosure of confidential information is
permitted. Confidentiality guidelines will be reviewed yearly as part of required employee education. Protecting
confidential information includes processes for access, use, and disclosure; storage and retention; transmission; and
recycling, reuse, or disposal.

Access, use, and disclosure

1.

a.

Access to confidential information must be granted based on the minimum necessary according to regulatory
standards and only to workforce members who have a valid business need. Access to confidential information
does not imply ownership or a right to use.

Proprietary information such as research, computer programs, marketing, business plans, contracts, and/or
methods of doing business (processes, pricing for services, etc.) must not be discussed with or disclosed to
anyone not associated with ATSU.

Information about employees, especially Pll, such as Social Security numbers, home address, salary,
performance reviews, etc., is limited to ATSU staff with a business need. Normally, this information is retained
in personnel files by Human Resources.

Information concerning medical staff members (e.g., peer reviews, credentialing, medical staff committee
notes) must not be disclosed to anyone not directly associated with the medical staff, health information
management, or executive management.

PHI and other information concerning patients and their families, regardless of the source, must not be
discussed or disclosed to anyone not directly associated with the patient’s care or risk/quality improvement
activities, or payment/collection activities at any time, whether the employee is at work or away from work.
Information concerning patients, also referred to as PHI, is subject to additional requirements. Refer to ATSU
Policy No. 30-104: Permitted Uses and Disclosures of Protected Health Information.

Information concerning credit cards and cardholder data are subject to additional requirements. For related
information, refer to ATSU Policy No. 50-115: Handling Credit Card Information.

Terminated employees are prevented from accessing confidential information by immediately deactivating
their user names and passwords. Terminated employees are required to return any ATSU confidential
information in their possession. See also ATSU Policy No. 50-326: Financial Information Safequards Program.

Storage and retention

a.

When not in use, media containing confidential information must be securely stored to protect it from
unauthorized disclosure, loss, damage, or destruction. Electronic media containing confidential information
must be protected to the same level as confidential paper documents. Directors, managers, and supervisors
must specify secure storage locations within their departments, clinics, or business units.

Media containing confidential information must be encrypted before the media are taken offsite. Contact
ATSU’s Information Technology Services (ITS) Service Desk for assistance with media encryption. An
exception is media given directly to a patient (e.g., copy of radiology images burned to a CD), which does not
need to be encrypted.

Media containing official records will be retained in accordance with federal and state regulations. Contact
ATSU'’s chief privacy information officer for guidance on medical records retention. For related information,
refer to ATSU Policy No. 10-209: Record Retention Policy.

Transmission

a.

When faxing confidential information, a cover sheet with a confidentiality notice must be used. The fax cover
sheet must be completely filled out and include this statement:

“The documents accompanying this fax transmission contain confidential information and are the property of the

sender. The information contained in the documents is privileged and is intended only for use of individual(s)
or entity(ies) whose name appears above. If you are not the intended recipient, be advised any unauthorized
disclosure, copying, distribution, or taking of any action in reliance on the contents of this telecopied
information is strictly prohibited. If you have received this fax transmission in error, please notify us
immediately by telephone at the number listed below to arrange for return of the forwarded documents to us.”
Whenever feasible, the intended recipient should be validated before sending the fax.


https://docs.google.com/document/d/1dXEGdOr74c4UcHcbzn6RQcXEBe-x1eY97Dd1-wZAQt4/edit?usp=sharing
https://docs.google.com/document/d/1dXEGdOr74c4UcHcbzn6RQcXEBe-x1eY97Dd1-wZAQt4/edit?usp=sharing
https://docs.google.com/document/d/1B9XUfxd3bevIBD1g3ogwkVxJfBiaWMf7DC3T1DJRBSY/edit?usp=sharing
https://docs.google.com/document/d/1tF0S1nLS_GK2yLXXqBpwFj6zknhVlTPcluGIC50iwgU/edit?usp=sharing
https://docs.google.com/document/d/1sPuu2lN9z4j96fgkC82_RbIeIv3tZa5HWvK48m-FZpc/edit?usp=sharing
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c. Confidential information is not to be transmitted outside the organization using instant messaging or text
messages unless using a secure texting software application implemented and supported by ATSU. Contact
ATSU’s ITS Service Desk for assistance with sending a secure text message.

d. If an email containing confidential information, including photos, must be sent outside ATSU via electronic
communication over the internet, the email must be encrypted. Avoid having confidential information, such as
a patient’s name, in the subject line of the message. Contact ATSU’s ITS Service Desk for help with email
encryption.

e. ATSU is permitted by the Health Insurance Portability and Accountability Act of 1996 to send unencrypted
emails to patients at their request after the patient has been advised of the risks.

4. Recycling, reuse, or disposal

a. All confidential information must be removed (sanitized) from media prior to recycling, reuse, or disposal.

b. Media containing confidential information must be disposed of in a secure manner when no longer needed.
Electronic media must be taken to ATSU ITS for proper sanitization/destruction.

c. Confidential paper documents must be shredded or placed in a secure shred bin.

d. Electronic equipment with memory storage that may contain confidential information must be inspected before
disposal, sale, or donation. Such electronic equipment may include:

1. Workstations and laptops;

2. Smartphones and tablets;

3. Servers;

4. Multifunctional networked devices (printer/copier/scanner/fax), as well as other models of copiers or fax
machines; and

5. Biomedical equipment that stores PHI.

Responsibility

A. Chief information security officer (CISO) — Responsible for overseeing establishment and implementation of this
policy, ensuring adequate safeguards are in place, and making appropriate recommendations to ATSU’s Risk
Management & Compliance Committee.

B. Deans/directors/supervisors — Responsible for monitoring and enforcing compliance with this policy in their
department and ensuring workforce under their supervision is appropriately educated on this policy.

C. Employees — Responsible for complying with this policy and reporting violations of policy to their supervisor/director of
clinical operations/dean or the CISO.
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ATSU POLICY NO. 55-116: INFORMATION SECURITY INCIDENT AND BREACH REPORTING
DATE APPROVED: OCTOBER 20, 2022 SIGNATURE: On File with Human Resources

Purpose

This general order seeks to create an open, secure environment at A.T. Still University of Health Sciences (ATSU) in
which individuals may report information, security-related incidents, and privacy breaches without fear of retaliation.
Timely reporting and tracking of information, security incidents, and privacy breaches helps ATSU contain and reduce the
impact and severity of an event; respond quickly to capture crucial evidence before it is gone; identify inherent problems
to prevent incidents from reoccurring or reduce frequency of occurrences; correct operational procedures or processes
causing the incident or breach; and demonstrate proof of compliance with regulatory requirements.

Policy

A. All security incidents and privacy breaches, suspected or known, must be reported. Failure to report an incident or
suspected breach could lead to disciplinary action. ATSU will not take punitive action against any individual making a
good faith report regarding behavior believed to be illegal and/or against policy.

B. Definitions
1. Confidential information includes, but is not limited to:

a. Information about a patient, also known as protected health information (PHI), including incident reports and
patient outcome information;

b. Information about a student and the student’s education records protected under FERPA, including any
non-directory information and personally identifiable information (PII);

c. PIll - Individual demographic identifiers including employee, student, or patient social security numbers (SSN)
and employee personnel records (e.g., W-2 and W-4 IRS forms, insurance information, compensation
structure, performance evaluations, etc.);

d. Credit cards, cardholder information, and bank account numbers;

e. Business and proprietary information including, but not limited to, patient service methods, costs, pricing,
research data, and such business matters as contracts, negotiations, strategies, marketing plans, financial
statements, alumni and donor giving and prospect records, and legal matters; and

f. Passwords, PINs, or other security codes.

2. Information security incident — An unusual occurrence, adverse or suspected event, or discovery of a vulnerability
in a system, device, or application that could pose a threat to confidentiality, integrity, or availability of supporting
systems, applications, or information.

3. Investigation — Includes reviewing breach reports, questioning those involved, consulting appropriate resources,
reviewing activity logs of information systems, and recommending appropriate discipline.

4. Media — Paper documents, CD-ROMs, DVDs, computer hard drives, external or portable hard drives, backup
tapes, memory devices (USB-flash drives, thumb drives, jump drives), smartphones, photos, digital images, voice
mail, and microfiche.

5. Phishing — An attempt to acquire key information, such as user credentials (User ID and password), social
security number, credit card data, etc., by masquerading as a trustworthy entity (a form of “social engineering”).

6. Post(s) or posting — Something an individual writes, publishes online, or uploads, such as a photo or video,
typically on a social media website or a blog.

7. PHI —Includes oral, written, or otherwise recorded information created or received by an entity that identifies an
individual and relates to physical or mental health, payments, or healthcare services provided to that individual.

8. Ransomware — A type of computer virus or malware that prevents users from accessing their data (usually by
encrypting the data) and written primarily for financial gain by holding data hostage until a ransom is paid.
Ransom is normally paid in ‘bitcoin,” the untraceable digital currency of the Internet.
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9. User — Workforce members and associates with authorization to use (access) ATSU computer systems and
applications.

10. Workforce — Includes employees, students, contractors, volunteers, physicians, and other individuals who have an
association with ATSU and whose conduct is under ATSU’s direct control whether or not the individual is
employed by ATSU.

C. Information security incidents — May include, but are not limited to, the following:
1. Virus or other malicious code that infects a computer. Indications may be:
a. Discovering files that can no longer be opened,
b. Phishing email or ransomware demand,
c. Discovering a strange program running,
d. Seeing strange messages appear on the computer screen, or
e. Seeing unwanted advertisements or popup windows appearing on the computer screen.

2. An ATSU workstation, laptop, tablet, or smartphone that is lost, stolen, severely damaged, or removed from an
ATSU facility without authorization.

3. Failure to secure a workstation when not in use or left unattended; a workstation that has not been locked or the
user has failed to log off.

4. An unauthorized use of passwords, including a password being intentionally displayed (for others to use), shared,

or compromised.

Unauthorized disclosure of confidential information.

Unauthorized installation of software.

Inappropriate use of ATSU’s information resources, including, but not limited to:
a. Providing illegal software copies to others,

b. Threatening another person through email, or

c. Operating ATSU’s information resources for personal use or gain.

8. Unauthorized modification or deletion of electronic information.

9. Receiving an unencrypted email with PHI or other confidential information — either in the email or as an
attachment.

10. Inappropriate use of email, such as solicitations.

11. Policy violations.

12. Observed security weaknesses or discovering a vulnerability or other security risk.

D. HIPAA privacy breaches — May include, but are not limited to, the following:

Sharing or disclosing PHI to someone who does not have a business need to know.

Accessing or attempting to access patient information, including one’s own, when not authorized to do so.
Taking medical or other secure records outside an ATSU facility for non-business related purposes.
Removing media or ATSU equipment containing PHI outside an ATSU facility without authorization.
Talking about patients in public areas where others could hear the conversation.

Destroying a medical record without permission.

Improper disposal of PHI.

Posting PHI, such as a photo, on social media.

Losing or allowing theft of portable media (USB thumb drives, memory cards, CD/DVD, etc.) or mobile devices
(laptops, tablets, smartphones, etc.) storing PHI.

E. Reporting incidents or breaches

1. Suspected or known incidents or breaches must be immediately reported. The following are reporting options:

a. *Preferred Option* Send an email to reportabuse@atsu.edu - Messages sent to this account will be received
and processed by the Information Security team.

b. Contact supervisor, manager, or department director.

c. Call ATSU’s Information Technology Services (ITS) Service Desk at extension 2200 (on campus), or phone
number, 660.626.2200.

d. Submit an ITS work ticket at service.atsu.edu.

e. Contact ATSU'’s chief information security officer (CISO) or chief information privacy officer (CIPO).

No o

©NOOrON =


https://service.atsu.edu/

ATS

AT. Still
University

FIRST IN WHOLE PERSON HEALTHCARE

Call the ATSU Fraud Hotline at: 1.855.FRAUD.HL or go to the secure online reporting form at fraudhl.com.
Reference company ID (“ATSU”) when making a report.

Note: ATSU recognizes that situations may arise when anonymous reporting of a security or privacy breach
may be appropriate. Anonymous reports, however, can be significantly more difficult to investigate. Thus, it is
noted individuals making good faith reports may do so without fear of retaliation under ATSU Policy No.
10-216: Whistleblower Policy or ATSU Policy No. 90-210: Prohibition of Discrimination, Harassment, and
Retaliation.

2. When reporting an incident or breach, include the following facts:

3.

4.

a. Discovery date.
b. Occurrence date and time.
c. Incident or breach location.
d. Persons involved (names, job titles, departments, phone numbers, emails, etc.).
e. Data type involved:
1. Number of individuals affected (estimate, if unsure.).
2. Information resources involved (application, system, or equipment, if applicable.).
3. Incident or breach description (Explain the circumstances.).
4. Description of any steps taken to contain or remediate the incident or breach.
After reporting,
a. Do not discuss the incident or breach with anyone who is not part of the investigation, as discussing the
incident with others could harm the investigation.
b. Do not post information about the incident or breach to social media.
c. Cooperate with those investigating the incident.
d. Data collected during an investigation will be protected as confidential.
e. When requested, the name of the individual reporting the incident or breach will be kept confidential to the

extent allowed by law.

ATSU compliance - Under the law, all data breaches of PHI, whether intentional or unintentional, must be reported
to the patient(s) and Department of Health and Human Services (HHS). In some cases, there may be additional
state laws regarding breach reporting. The CIPO is responsible for timely, compliant notifications to patients and
HHS.

Responsibility

A

B.

Chief information security officer (CISO) — Responsible for establishment and implementation of a process for
responding to incidents and breaches reported by the workforce.

Chief information privacy officer (CIPO) - Responsible for data breaches of PHI to the patient(s) and Department of
Health and Human Services.

Directors/managers/supervisors — Responsible for being the first point of contact when a workforce member discovers
an actual or suspected incident or breach.

Workforce (“‘users”) — Responsible for complying with this policy and reporting actual or suspected security incident or
privacy breach to their supervisor/manager/director or to the CISO or CIPO.


http://www.fraudhl.com/
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ATSU POLICY NO. 55-117: SANCTIONS FOR VIOLATIONS OF CONFIDENTIAL INFORMATION
SAFEGUARDS

DATE APPROVED: FEBRUARY 28, 2019 SIGNATURE: On File with Human Resources

Purpose

A.T. Still University of Health Sciences (ATSU) safeguards confidential information in compliance with laws and
regulations, including the Health Insurance Portability and Accountability Act (HIPAA), Family Educational Rights and
Privacy Act of 1974 (FERPA) and standards, and the Payment Card Industry Data Security Standard (PCI DSS). This
policy provides guidance and helps ensure consistency for appropriate disciplinary actions (sanctions) related to
unauthorized or inappropriate access, use, disclosure, viewing, or handling of confidential information, including protected
health information, student education records, personal financial information, or other confidential information.

Policy

A. Unauthorized or inappropriate access, use, disclosure, viewing, or handling of confidential information will not be
tolerated at ATSU. Whether it is accidental or intentional, doing so will result in sanctions or disciplinary actions as
outlined in this policy.

B. Definitions
1. Confidential information includes, but is not limited to:

a. Information about a patient, also known as protected health information (PHI), including incident reports and
patient outcome information;

b. Information about a student and their education records protected under FERPA, including any non-directory
information and personally identifiable information (PII);

c. PIll - Individual demographic identifiers, including employee, student, or patient social security numbers (SSN)
and employee personnel records (e.g., W-2 and W-4 IRS forms, insurance information, compensation
structure, performance evaluations, etc.);

d. Credit cards, cardholder information, and bank account numbers;

e. Business and proprietary information including, but not limited to, patient service methods, costs, pricing,
research data, and such business matters as contracts, negotiations, strategies, marketing plans, financial
statements, alumni and donor giving and prospect records, and legal matters; and

f. Passwords, personal identification numbers (PINs), or other security codes.

2. PHI includes oral, written, or otherwise recorded information created or received by an entity that identifies an
individual and relates to physical or mental health, payments, or healthcare services provided to that individual.

3. Post(s) or posting — Something an individual writes, publishes online, or uploads, such as a photo or video,
typically on a social media website or a blog.

4. Whistleblowers — Individuals, usually workforce members, that come forward with information about a person or
an organization engaged in an illicit activity.

5. Workforce includes employees, students, contractors, volunteers, and other individuals who have an association
with ATSU and whose conduct is under ATSU’s direct control whether or not they are employed by ATSU.

C. Breaches of confidential information
1. Access, use, disclosure, viewing, or handling of PHI for a purpose other than treatment, payment, or healthcare,

or operations is a violation of HIPPA. Examples include:

Accessing a medical record without a business need to do so;

Unintentionally handing, faxing, emailing, or mailing PHI to the wrong person or patient;

Mishandling and losing portable media containing unencrypted PHI;

Sharing passwords allowing unauthorized access to PHI,

Discussing a patient’s PHI in a public place;

Tampering with or disclosing PHI for personal gain; and

Posting patient information on social media.

@~paoop
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2. Unauthorized or inappropriate access, use, disclosure, viewing, or handling of personal financial information, or
other confidential information is a violation of ATSU policy and, in some instances, state or federal law. Examples
include:

a. Email or fax transmission of confidential information without appropriate safeguards;
b. Unencrypted confidential information stored on personal mobile devices;
c. Paper documents and files containing confidential information left unsecured and accessible to others without
a legitimate need to see the information;
d. ATSU workforce members without a need to know accessing confidential information; and
e. Confidential information released by telephone to unauthorized persons.
D. Guidance on sanctions

1. ATSU shall review each circumstance of inappropriate use and/or disclosure of confidential information and
consistently apply corrective disciplinary action.

2. [Ifitis determined an ATSU policy has been violated or a HIPAA, FERPA, or other violation or privacy breach has
occurred, Human Resources (HR), in collaboration with the chief information privacy officer (CIPO), will identify
the offense and categorize it into one of three categories: minor, serious, or major. Categories of Offenses
(Appendix A) provides a breakdown of the categories, definitions, and examples.

3. Other circumstances may be considered by HR and the CIPO and/or workforce member’s manager in
determining appropriate sanction. For example,

a. Was the action accidental or intentional?

b. What is the potential risk to individuals, including, but not limited to, patients and students or ATSU as a result
of this event?

c. Does the workforce member have a history of carelessness?

4. Sanctions for workforce members may include a reprimand, disciplinary warning to be added to the employee’s
permanent file, required updated training and/or coaching, probation, suspension with or without pay, and/or
termination.

E. Exceptions to sanctions
1. ATSU will not apply corrective disciplinary actions/sanctions for disclosures made by workforce members who
are:
a. Whistleblowers. For related information, refer to ATSU Policy No. 10-216: Whistleblower Policy.
b. Victims of a crime, provided the confidential information disclosed is to a law enforcement office. HIPAA
permits disclosure of PHI under the following circumstances:
1. PHI disclosed is only about the suspected perpetrator of the criminal act; and
2. PHI disclosed is limited to identity information, such as demographic information, if known, and any
description or distinguishing physical characteristics, in order to assist law enforcement in identification
and location.

Responsibility

A. Directors/managers/supervisors - Responsible for ensuring workforce creates and manages passwords securely.

B. Assistant vice president for human resources - Responsible for establishment and implementation of sanctions for
breaches of confidential information, including HIPAA violations; responsible for consistently applying corrective
disciplinary actions based on policy; and responsible to work with the CIPO to make decisions concerning sanctions.

C. Chief information privacy officer (CIPO) and chief information security officer (CISO) - Responsible for investigating
reported incidents or possible breaches to determine if a HIPAA violation has occurred. The CIPO is responsible to
work with Human Resources to make decisions concerning sanctions.

D. Workforce - Responsible for complying with this policy and reporting violations of policy to their
supervisor/manager/director, Human Resources, or CIPO.
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ATSU POLICY NO. 10-214: PUBLIC AVAILABILITY
DATE APPROVED: JUNE 15, 2017 SIGNATURE: Signature on file in HR

Purpose

ATSU is a not-for-profit corporation organized under the laws of the State of Missouri. ATSU is exempt from taxation
under Section 501(c)(3) of the Internal Revenue Code. In order to encourage transparency and openness to donors and
the public as a whole, ATSU has developed this policy to make certain business records and documents accessible for
public inspection in a manner consistent with applicable law.

This policy defines the methods used by ATSU to make the following records available for public inspection: 1) IRS Forms
990 and 990-T and ATSU'’s application for tax-exempt status (IRS Form 1023 and/or 1024); and 2) its business records
such as the Articles of Incorporation, Bylaws, Conflict of Interest Policy, annual financial statements, and such other
records as may be required by state and federal law.

Policy

A. IRS Forms (as defined above)
ATSU will make its IRS forms available for inspection by anyone, in person, at its principal business office located at
800 W. Jefferson St., Kirksville, MO 63501. Such IRS forms will be available during normal business hours which are
8:00 a.m. through 5:00 p.m., Monday through Friday excluding holidays. An ATSU finance office management
employee, or other employee designated by the ATSU President, may be present at an inspection provided under this
policy. A person may make a written request for any copy of the IRS forms, in which case, the request will be fulfilled
within thirty (30) days. ATSU may charge a reasonable fee for any reproduction and, if applicable, the actual postage
costs for mailing such IRS forms. ATSU may require that all reproduction fees and mailing costs be paid in advance.

B. Business Records
ATSU will make its business records available for inspection by anyone, in person, at its principal business office
located at 800 W. Jefferson St., Kirksville, MO 63501. Such business records will be available during normal business
hours which are 8:00 a.m. through 5:00 p.m., Monday through Friday excluding holidays. An ATSU finance office
management employee, or another employee designated by the ATSU President, may be present at an inspection
provided under this policy. A person may make a written request for any copy of the business records, in which case,
the request will be fulfilled within thirty (30) days. ATSU may charge a reasonable fee for any reproduction and, if
applicable, the actual postage costs for mailing such business records. ATSU may require that all reproduction fees
and mailing costs be paid in advance.

Responsibility

It is the responsibility of the Vice President for Finance & Administration/CFO to ensure University compliance with this
policy.
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ATSU POLICY NO. 20-117: FINANCIAL CONFLICT OF INTEREST (FCOI) IN RESEARCH
DATE APPROVED: July 10, 2020 SIGNATURE: Signature on file in HR

Purpose/Summary

This general order is designed to meet requirements of Code of Federal Regulations, Title 42, CFR Part 50, Subpart F
Promoting Objectivity in Research and Title 45, CFR Part 94 Responsible Prospective Contractors. These regulations
establish new standards and clarify previously established standards to be followed by institutions applying for or
receiving research funding from U.S. Department of Health and Human Services, Public Health Service (PHS) Awarding
Components, including National Institutes of Health (NIH), for grants, cooperative agreements, and research contracts.

Investigators who conduct research or studies regulated/funded by other federal agencies, including Food and Drug
Administration or National Science Foundation, are subject to agency-specific regulations for FCOls in research (see
Sections XI.B and XI.C) and are advised to review such regulations prior to submission of a research application.

Please also see ATSU Policy No. 10-212: Conflict of Interest.

Scope

This policy applies to all persons at ATSU meeting the following definition of investigator, and to all ATSU activities
meeting the following definition of research where activity is sponsored or, if non-sponsored, involves human subjects.
This policy also applies to external investigators affiliated with ATSU who do not have a PHS-compliant FCOI policy.
Investigators must pre-disclose to ATSU’s institutional official in the Division of Research, Grants, & Scholarly Innovations
(RGSI) any real or potential financial interest (and those of his/her spouse and/or dependent children) reasonably
appearing to be related to investigator’s institutional responsibilities.

Definitions

A. Disclosure — Investigator’s disclosure of financial interests to ATSU.

B. Entity — A non-ATSU organization, whether public or private (e.g., a company, partnership, professional
association, voluntary health organization, etc.).

C. Financial conflict of interest (FCOI) — A significant financial interest that could directly and significantly affect
design, conduct, or reporting of PHS-funded research or non-sponsored research involving human subjects.

D. Financial interest — Anything of monetary value, whether or not the value is readily ascertainable.

E. Human subjects research — Research conducted with a living individual about whom an investigator obtains
data via intervention or interaction with individual or identifiable private information.

F. Institutional responsibilities — An investigator's professional responsibilities on behalf of ATSU, which may
include research, research consultation, teaching, professional practice, institutional committee memberships, and
service on panels, including Institutional Review Board (IRB) or data and safety monitoring boards.

G. Investigator — Project director (PD) or principal investigator (Pl) and any other person, regardless of title or
position, who is responsible for design, conduct, or reporting of research funded by PHS or non-sponsored
research involving human subjects; or proposed for such funding, which may include sub-grantees, contractors,
collaborators, or consultants.

H. Manage — Take action to address an FCOI, which may include reducing or eliminating FCOI, to ensure, to the
extent possible, design, conduct, and reporting of research will be free from bias or appearance of bias.

I. Research — A systematic investigation, study, or experiment designed to develop or contribute to generalized
knowledge relating broadly to public health, including behavioral and social sciences research. The term
encompasses basic and applied research and product development.

J. Senior/key personnel — PD or Pl and any other person identified as senior/key personnel in the grant/research
application, progress report, or any other report submitted to PHS.

K. Significant financial interest (SFI)


https://grants.nih.gov/grants/compliance/42_cfr_50_subpart_f.htm
https://docs.google.com/document/d/198IAh9URyx1D3b3arqUcmMu5cElyj2X37XwKxQY1ufY/edit?usp=sharing
https://docs.google.com/document/d/198IAh9URyx1D3b3arqUcmMu5cElyj2X37XwKxQY1ufY/edit?usp=sharing
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1. Any financial interest of the investigator (and those of his/her spouse and dependent children) reasonably
appearing to be related to the investigator’s institutional responsibilities, including:

a. Publicly traded entity — Value of any remuneration received from an entity in 12 months preceding
disclosure and value of any equity interest in the entity as of date of disclosure, when aggregated
exceeds $5,000. Remuneration includes salary and any payment for services not otherwise identified as
salary (e.g., consulting fees, honoraria, paid authorship); equity interest includes any stock, stock option,
or other ownership interest, as determined through reference to public prices or other reasonable
measures of fair market value.

b. Non-publicly traded entity — Value of any remuneration received from an entity in 12 months preceding
disclosure, when aggregated exceeds $5,000; or any equity interest (e.g., stock, stock option, or other
ownership).

c. Intellectual property rights and interests (e.g., patents, copyrights, and royalties from such rights) —
Upon receipt of income related to such rights and interests.

2. Investigators also must disclose occurrence of any reimbursed or sponsored travel (i.e., which is paid on
behalf of and not reimbursed to investigator) related to their ATSU responsibilities. However, this disclosure
requirement does not apply to travel reimbursed or sponsored by excluded sources provided in the regulation.

3. Significant financial interest excludes:

a. Salary, royalties, or other remuneration paid by ATSU to investigator if investigator is currently employed
or otherwise appointed by ATSU, including intellectual property rights assigned to ATSU and agreements
to share in royalties related to such rights.

b. Income from investment vehicles (e.g., mutual funds and retirement accounts) as long as investigator
does not directly control investment decisions made in these vehicles.

c. Income from seminars, lectures, teaching engagements, or travel reimbursed or sponsored by excluded
sources provided in the regulation.

d. Income from service on advisory committees or review panels for excluded sources provided in the
regulation.

L. Special project — Any service, educational, or training initiative pursued by an investigator involving ATSU
resources, services, and/or facilities.

M. Sponsored research or program — An exchange transaction for any externally or internally funded research or
scholarly activity having a defined scope of work and/or set of objectives, which provides a basis for sponsored
expectations.

N. Sponsored travel — Travel expenses paid on behalf of investigator and not reimbursed to investigator such the
exact monetary value may not be readily available.

Overview

Training

Investigators must complete and provide evidence of FCOI training prior to engaging in research related to any PHS
grant or in human subjects research (sponsored or non-sponsored). To this end, investigators must certify they have:
1) reviewed General Order No. 20-117, 2) completed relevant FCOI training option authorized by institutional official
and recognized by respective campus IRB, and 3) forwarded training certification to RGSI. Training will be overseen
by institutional official and must be updated every four years. Additional training will be required when there is a
change in ATSU policy affecting investigator requirements, an investigator is new to the University, or in the case of
noncompliance.

Institutional official

The highest-ranking individual in RGSI responsible for oversight of research activities at ATSU shall be designated as
the institutional official. This individual shall solicit and review pre-disclosures of SFls of investigator (and those of
investigator's spouse and/or dependent children) related to an investigator’s institutional responsibilities as outlined in
the attached FCOI flowchart (Section XI.E).


https://grants.nih.gov/grants/policy/coi/fcoi_final_rule.pdf
https://grants.nih.gov/grants/policy/coi/fcoi_final_rule.pdf
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Conflict of Interest Review Committee

Institutional official shall appoint a Conflict of Interest Review Committee (CIRC). Membership shall comprise at least
institutional official (or his/her designee), vice president & general counsel, director of research support for respective
campus, an IRB member from respective campus, one faculty member from each ATSU campus, and an at-large
community member. CIRC will be appointed and convened, as needed.

Disclosures process

A.

Before submission/initiation of research — Prior to investigator’s submission of a grant application, execution of
a cooperative agreement or sponsored research contract, or initiation of any human subjects research (sponsored
or not), each investigator is required to submit a Financial Interest Disclosure Form (Section XI.F) describing any
SFls (and those of investigator's spouse and dependent children) that appear reasonably related to his/her
institutional responsibilities. Process shall include:

1. For sponsored submissions, using ATSU’s Grant/Contract Application: Internal Approval Form, each
investigator shall indicate if s/he has any projected or potential SFI relative to proposed project. If so,
investigator is required to complete ATSU’s Financial Interest Disclosure Form and place it in a sealed
pre-disclosure packet, containing supporting documentation identifying the business enterprise or entity
involved and nature and amount of interest. Completed disclosure form and sealed packet should be marked
confidential and must be submitted to institutional official, along with copies of the proposal and completed
Grant/Contract: Internal Approval Form. Disclosure packet will be opened only by institutional official.

2. Aninvestigator, in his/her own best interest, may choose to pre-disclose any other financial or related interest
that could present an actual FCOI or be perceived to present an FCOI. Pre-disclosure is a key factor in
protecting an investigator’s reputation and career from potentially embarrassing or harmful allegations of
misconduct.

Annual updates — Each investigator who submits a disclosure form is required to update disclosure annually

during the award period, or for non-sponsored research, annually during conduct of the project. It is the PI's

responsibility to ensure each investigator working on/who will work on the project submits a timely annual update
to a previously submitted disclosure form. Annual updates must be submitted to institutional official of RGSI by

April 30 each calendar year and may require further review/action by institutional official.

Updating/submitting a new disclosure packet for an ongoing project — Changes to information provided

annually must be submitted within 30 days of discovering or acquiring any new SFI (e.g., creation of a new

start-up company, sponsorship of research by a new outside entity, changes in amount of personal financial
remuneration from outside entities, including additional consulting, etc.). A disclosure is also required when a new
investigator is added to an existing project.

External investigators (sub-recipients and contractors) — A written agreement must delineate whether

external investigators must comply with ATSU’s FCOI policy or their own institution. Such agreements should

include a specified time period for meeting disclosure requirements (if applicable) and FCOI reporting
requirements to ATSU. External investigators following their institution’s own FCOI policy must certify in writing it
complies with PHS regulations. During the project period, external investigators must submit an updated
disclosure of SFI at least annually per the prescribed written agreement. Moreover, each external investigator
must submit an updated disclosure of SFI within 30 days of discovering or acquiring a new SFI.

Review and management process

A.

B.

Determination of SFI — Institutional official shall conduct a review of financial disclosure forms to determine if any

disclosed SFI exists that may affect design, conduct, or reporting of proposed research or special project.

1. If no management plan is necessary, institutional official will notify investigator who submitted disclosure, with
all related records retained for at least three years from date of submission of final expenditures report or from
other dates specified in 45 CFR 74.53(b) and 92.42(b), where applicable.

2. [Ifitis determined there may be a potential FCOI covered by this policy, institutional official will convene a
CIRC. Disclosure form, along with the sealed packet, will then be referred to CIRC for review.

CIRC review — CIRC will review disclosure packet. If CIRC determines a conflict exists and if project is initiated or

sponsored, then CIRC shall determine what conditions or restrictions, if any, should be imposed to manage actual

or potential FCOI. Investigator and CIRC will co-develop an FCOI resolution plan detailing proposed steps to
manage, reduce, or eliminate any actual or potential FCOI.

1. No member of CIRC who holds an SFl in a project may participate in the review process.

2. CIRC meetings are closed to the public.
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3. CIRC will give primary consideration to nature of the research, nature/size of the SFI, degree to which conflict
is related to the research, extent to which the interest could be affected by the research, and any
management strategies that may mitigate or eliminate the conflict. Ultimately, the plan will be reviewed and
approved by investigator's immediate supervisor/department chair, and/or dean/director.

4. Management strategies may include, but are not limited to:

a. Public disclosure of FCOls in all presentations and publications, within informed consent form specific to
human research subjects, and via written notification to research sponsor.

b. Appointment of an independent monitor capable of protecting the design, conduct, and reporting of
research against bias, or appearance of such from FCOI.

c. Modification of research plan and establishment of timetables for project delivery.

d. Change of personnel or personnel responsibilities, including potential disqualification of personnel from
participation in all or a portion of the research.

e. Designation of a colleague or department chair with no FCOI relationship to the research to serve as an
academic co-advisor or lead investigator.

f.  Reduction or divestiture of financial interest giving rise to the conflict.

g. Severance of relationships that are the source of the FCOI.

h. Removing contract terms creating FCOI in research (e.g., where payment depends on outcome of the
research).

5. Specific provisions for human subjects research — ATSU will not allow any investigator with an FCOI to
conduct a clinical research project to evaluate safety or effectiveness of a drug, medical device, or treatment,
given disclosure or standard FCOI management strategies may be inadequate or impossible to implement.
This prohibition applies to Pl of a clinical research project as well as any investigator involved in design,
conduct, or reporting of the research. ATSU may waive this prohibition only where investigator provides a
compelling justification. In considering a waiver request, CIRC will require investigator to address:

Nature of research project (e.g., early stage or closer to commercial application).

Size and nature of investigator’s financial interest.

Relationship of financial interest to research.

Extent to which financial interest may be affected by the research.

Degree of risk to research participants.

Investigator’s proposed role in research (e.g., design; selection of participants; administration of informed

consent; performance of protocol-mandated clinical procedures; evaluation of effectiveness of drug,

device, or treatment; and evaluation of adverse effects).
g. Existence of unique circumstances requiring research be performed at ATSU (e.g., unique qualification of
investigator or unique resources of ATSU).

C. Memorandum of understanding (MOU) — Actual or potential FCOls will be satisfactorily managed, reduced, or
eliminated in accordance with this policy prior to accepting any award or starting non-sponsored research
involving human subjects, or will be disclosed to the sponsoring agency for action. Approved resolution plan will
be articulated into an MOU detailing conditions or restrictions imposed on investigator in conducting the project or
in the relationship with the business enterprise or entity. Institutional official will produce MOU for signature by
investigator. Signed MOU copies will be provided to investigator’s director/department chair and dean, and in the
case of human subjects research, to relevant campus IRB.

D. Monitoring requirements will be outlined in approved management plan and articulated in MOU with
investigator(s). Monitoring will be ongoing until research project is complete.

E. Retrospective review — Should ATSU identify an SFI not disclosed in a timely manner by an investigator or, for
whatever reason, was not previously reviewed by the University during the ongoing research project, and where
institutional official has determined the undisclosed SFI constitutes an FCOI related to the research project, a
CIRC will be convened and will implement a management plan within 60 days of identification of SFI. Within 120
days of its determination of noncompliance, CIRC will complete a retrospective review of investigator’s research
activities associated with the project to determine whether research conducted during the period of
noncompliance was biased in design, conduct, or reporting of such research.

~Po0UTD
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F. Ongoing research — When an investigator new to the project discloses an SFI or an existing investigator

discloses a new or changed SFI, wherein institutional official determines the disclosed SFI constitutes an FCOI
subject to management under this policy, a CIRC will be convened and will review disclosure packet. ATSU wiill
then implement a management plan within 60 days of submission of disclosure.
Further, ATSU may determine additional interim measures are necessary with regard to investigator’s
participation in the research project between date of disclosure and implementation of the University’s
management plan. Particular consideration will be given to any additional interim measures ATSU’s IRB deems
necessary for protection of human research subjects.

G. Mitigation plan — If CIRC determines during retrospective review the research was in any way biased, CIRC will
recommend a mitigation plan to institutional official to address. Institutional official will notify PHS awarding
component of its determination and subsequently follow up with mitigation report for the project.

H. Public accessibility of ATSU’s FCOI policy and access of disclosed SFI — ATSU will post its FCOI policy on
the institution’s public website. Upon request, ATSU will make publicly available information on any disclosed SFl
meeting these three criteria: 1) Disclosed SFl is still held by senior/key personnel of an active PHS project; 2)
ATSU determines SFI is related to PHS-funded research; and 3) ATSU determines SFI is an FCOI. Written
information requests must be made to institutional official, who will respond within five business days of receipt of
request. Disclosed information will include minimum elements as provided in the regulation. Any newly
determined FCOI will be posted to ATSU’s website within 60 days of discovery. The website will be updated
annually, and information will remain available for three years from date information was most recently updated.

Appeal
Appeals regarding decisions made via FCOI review and management process described herein will be made to the
ATSU president, whose decision is final.

Noncompliance

Failure to file a complete, truthful disclosure or comply with conditions or restrictions imposed in the resolution,
management, or elimination of FCOls violates ATSU policy and possibly state and/or federal law(s). Within 120 days
of determination of noncompliance, ATSU will conduct a retrospective review (per Section V.E), and if bias is found,
complete a mitigation report, recommending sanctions that may include appropriate disciplinary action. In cases in
which investigator is noncompliant and found to have biased design, conduct, or reporting of research in accordance
with the process outlined above, institutional official will promptly notify the research sponsor as required by law and
describe corrective measures taken or proposed.

Consequences may include requiring investigator to disclose FCOI in each public presentation of research results
and/or to request an addendum to previous publications. ATSU may also suspend an ongoing research project, halt
expenditure of funds, or suspend technology transfer activity to prevent continued violation of this policy. In cases of
noncompliance, ATSU will withdraw any affected application for funding if project cannot be otherwise completed
without involvement of investigator. If violation results in a collateral proceeding under ATSU’s misconduct in science
policy (i.e., Order No. 20-113), then CIRC shall defer a decision on sanctions until the misconduct in science process
is completed. CIRC’s recommendations on sanctions shall be presented to institutional official who shall enforce any
disciplinary action.

Reporting

ATSU will send initial, annual (ongoing), and any revised FCOI reports (including all required reporting elements) to
designated PHS funding agency for the institution and its sub-recipients, if applicable, as required:

A. Prior to expenditure of funds.

B. Within 60 days of identification for an investigator who is newly participating in a project.

C. Within 60 days for new, or newly identified, FCOls for existing Investigators.

D. Atleast annually to provide status of FCOI or any changes to management plan until completion of project.

E. Following a retrospective review to update previously submitted reports, if appropriate.

Additionally, ATSU will notify respective PHS agency within 10 business days if bias is found with design, conduct, or
reporting of PHS-funded research including a mitigation report with all elements as required by the regulation.

ATSU will report within 10 business days if an investigator fails to comply with ATSU’s FCOI policy or if management
plan appears to have biased design, conduct, or reporting of PHS-funded research.
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Maintenance of records

Led by institutional official, ATSU RGSI shall, with confidentiality, maintain records of all investigator disclosures of
financial interests and ATSU’s review of, and response to, such disclosures (whether a disclosure resulted in
determination of FCOI) and all actions under ATSU’s policy or retrospective review, if applicable, for at least three
years from date of submission of final expenditures report or from other dates specified in 45 CFR 74.53(b) and
92.42(b), where applicable. Documents to be retained will include disclosure forms, records, management plans, and
CIRC minutes.

Significant financial interests held y ATSU officials

ATSU officials with an SFI in an externally sponsored research project or any project involving participation of human
research subjects may not participate in solicitation, negotiation of contract terms or conditions, oversight of research
(unless named as a research team member), or management of any FCOI held by research team members.

ADDENDA

A. NIH Public Health Service regulations: https://grants.nih.gov/grants/policy/coi/index.htm

B. Food and Drug Administration regulations:
https://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfcfr/CFRSearch.cfm?CFRPart=54&showFR=1
National Science Foundation regulations: https://nsf.gov/policies/conflicts.jsp

ATSU Grant/Contract Application: Internal Approval Form (attached)

ATSU PHS FCOI flowchart (attached)

ATSU Financial Interest Disclosure Form (attached)

NIH frequently asked questions for responsibility of applicants for promoting objectivity in research
https://grants.nih.gov/fags#/financial-conflict-of-interests.htm

OETMmMUO

Responsibility

A.
B.

Institutional official — ATSU'’s institutional official is responsible for reviewing and updating this policy as needed.
Investigators — ATSU investigators are required to be in compliance with this policy and federal law and regulations as
applied to FCOIl in research.


https://grants.nih.gov/grants/policy/coi/index.htm
https://grants.nih.gov/grants/policy/coi/index.htm
https://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfcfr/CFRSearch.cfm?CFRPart=54&showFR=1
https://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfcfr/CFRSearch.cfm?CFRPart=54&showFR=1
https://nsf.gov/policies/conflicts.jsp
https://nsf.gov/policies/conflicts.jsp
https://grants.nih.gov/faqs#/financial-conflict-of-interests.htm
https://grants.nih.gov/faqs#/financial-conflict-of-interests.htm
http://grants.nih.gov/grants/policy/coi/index.htm
http://grants.nih.gov/grants/policy/coi/index.htm
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ATSU POLICY NO. 50-326: FINANCIAL INFORMATION SAFEGUARDS PROGRAM
DATE APPROVED: SEPTEMBER 6, 2023 SIGNATURE: Signature on file in HR

Purpose

This is policy describes the Financial Information Safeguards Program (the program) through which A.T. Still University of
Health Sciences (ATSU) protects privacy, security, and confidentiality of personally identifiable financial records and
information. The program ensures compliance with federal and state laws, including the Safeguards Rule of the
Gramm-Leach-Bliley Act and the Disposal Rule of the Fair and Accurate Credit Transactions Act. For information about all
types of ATSU confidential information, see ATSU Policy No. 55-115: Protecting Confidential Information. Information
about the program is also contained in ATSU’s Informational Technology Cybersecurity Manual.

Policy

ATSU’s Financial Information Safeguards Program identifies reasonable foreseeable internal and external risks to
security, confidentiality, and integrity of student/borrower information as well as other confidential financial and business
information (confidential financial information) and assesses and monitors the sufficiency of its safeguards. This policy
establishes an expectation that employees and all other individuals and entities using confidential financial information for
any reason will act in accordance with the program and the highest standards of ethics.

The program includes the following components:

A. Safeguard coordinators
ATSU has designated the vice president for finance/chief financial officer (CFO), chief information security officer
(CISO), and chief information privacy officer (CIPO) as safeguard coordinators to assist relevant ATSU offices in the
program’s design and implementation and to oversee program monitoring and testing.
B. Information Security Council
ATSU’s Information Security Council facilitates communication and collaboration to address emergent threats, new
technologies, policies, and best practices for security, privacy, compliance, training, and professional development.
The vice president for information technology will designate the chair of the Information Security Council.
C. Risk identification and safeguard effectiveness and adjustment of the program
The program is evaluated at least annually, and amended as needed, by the safeguard coordinators and the
Information Security Council. The evaluation process culminates in a report identifying potential and actual risks to the
security and privacy of information and an assessment of safeguard effectiveness, which will be shared with the vice
president for information technology for the safeguard coordinators (i.e., finance/CFO, CISO, and CIPO). The program
is adjusted as needed when risks are identified that require a change in procedure or policy.
D. Safeguards
1. Third-party servicers/vendors
a. Contracts between the University and third-party servicers/vendors with access to confidential financial
information contain safeguard provisions as approved by the vice president & general counsel. See ATSU
Policy No. 10-204: Contract Review and Approval Process.
b. Third-party servicers/vendors with access to confidential financial information sign a Protected Financial
Information Agreement form (Attachment A).
c. Third-party servicers/vendors with access to confidential financial information are assessed for Payment Card
Industry Data Security Standard compliance.
d. Major financial partners with access to confidential financial information are required to submit annual security
audits for review.
e. All new servicers or vendors with access to confidential financial information are required to undergo a
cybersecurity review.
2. Practices by ATSU departments handling confidential financial information:


https://docs.google.com/document/d/1XrqORfb4tCNH-JqlhEoeidQ7_QvGqU-EBrYK0L1qyL4
https://docs.google.com/document/d/1ZW2raaYEnlNujWy0oMrJp5Z4Cwi0CfM5avYFM125Zlk/edit?usp=sharing
https://docs.google.com/document/d/1ZW2raaYEnlNujWy0oMrJp5Z4Cwi0CfM5avYFM125Zlk/edit?usp=sharing
https://drive.google.com/file/d/1GMILbpicrtdiRoTPg3MARXBlzyN5mcYT/view?usp=sharing%22
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4. E

5.

Employees sign a Confidentiality Statement upon hire and confidentiality guidelines will be reviewed yearly as
part of required employee education. The Confidentiality Statement is Attachment A of ATSU Policy No.
55-115: Protecting Confidential Information.

Only appropriate ATSU members with need to know have access to confidential financial information.

Calls and requests for confidential financial information are referred to appropriately trained staff members.
Students create a personal identifier on the student portal, which is used to verify identity when requesting
confidential financial information from ATSU by telephone.

Suspicious attempts to obtain confidential financial information are reported to supervisors.

Paper documents containing confidential financial information are not left where they are accessible to
persons without a legitimate need to know, including on printers and fax machines

Paper documents and files containing confidential financial information are secured after business hours in a
locked suite, office, desk, or file cabinet.

Confidential financial information is faxed only after confirming the receiving fax machine is in a secure area
accessed only by those with a legitimate need to see the information being transmitted.

Confidential financial information is not emailed to non-ATSU addresses unless the file is appropriately
encrypted or pursuant to departmental procedures regarding transmission of such information. Contact
Information Technology Services (ITS) for assistance with encryption or with establishing departmental
procedures.

Mobile devices pose an increased security risk due to their portability. Employees take extra care to secure
such devices, particularly when traveling. Confidential financial information is not stored or transmitted via
mobile devices, unless encrypted. Contact ITS for assistance with encryption on mobile devices.

Employees who work from off-campus locations take additional steps to protect information. See ATSU Policy
No. 90-106: Employee Work Location Policy.

Terminated employees are prevented from accessing confidential financial information by immediately
deactivating their usernames and passwords. Employees vacating their positions are required to return any
ATSU confidential information in their possession. See ATSU Policy No. 55-115: Protecting Confidential
Information.

Potential information security breaches are reported immediately to ITS at reportabuse@atsu.edu or by
contacting the ITS service desk.

ITS

e.

f.
9

m

a.

b.

The deputy chief information officer monitors and takes appropriate actions regarding security of all data and
information maintained on ATSU’s computer resources. The director of network operations is responsible for
addressing any breaches of physical or virtual security. Policies are in place to regularly obtain and install
patches on products with software vulnerabilities.

All ATSU-owned network-attached computers are equipped with virus protection software, which is
automatically updated at regular intervals to ensure protection from the latest threats.

Firewall technology utilized for the ATSU network and policies are reviewed regularly. Systems are monitored
with automated tools to detect unauthorized access or system failure.

Continuous monitoring of technical and information assets and periodic checks of physical and virtual security
(i.e., vulnerability and penetration testing) are performed by the director of network operations to ensure
effective protection.

Reviews of user and group network rights and access, data backup procedures, and inventory devices that
allow external access to data are conducted routinely.

Efforts are made regularly to promote user awareness and education.

Network staff monitor and are aware of the latest system threats and security improvements.

ployee management and training

In the hiring process, inquiries are made when checking references regarding prior experience in handling
confidential materials.

Supervisors remind employees working with confidential financial information of the safeguards described in
this policy at least annually.

Information security personnel are college educated and many have certifications that require them to
recertify every one to three years. Additional training is provided through the attendance of cybersecurity
conferences.

Information systems


https://docs.google.com/document/d/1XrqORfb4tCNH-JqlhEoeidQ7_QvGqU-EBrYK0L1qyL4
https://docs.google.com/document/d/1XrqORfb4tCNH-JqlhEoeidQ7_QvGqU-EBrYK0L1qyL4
https://docs.google.com/document/d/1hRbz1QRqGqhqm_lguwNkNmF-cKsUmCma34W5ETcyrNE/edit?usp=sharing
https://docs.google.com/document/d/1hRbz1QRqGqhqm_lguwNkNmF-cKsUmCma34W5ETcyrNE/edit?usp=sharing
https://docs.google.com/document/d/1XrqORfb4tCNH-JqlhEoeidQ7_QvGqU-EBrYK0L1qyL4
https://docs.google.com/document/d/1XrqORfb4tCNH-JqlhEoeidQ7_QvGqU-EBrYK0L1qyL4
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a. All employees who utilize network resources and/or access network data are issued a personal user ID and
password for which they are solely responsible. Users are responsible to adhere to ATSU Policy No. 55-110:
User IDs and Passwords. Password-activated screensavers lock employee computers after a period of
inactivity. See ATSU Policy No. 55-115: Protecting Confidential Information.

b. All employees who utilize network resources and/or access network data are required to use multi-factor
authentication.

c. All data stored on ATSU network servers are secured both physically and virtually. All network servers are
housed within University data centers with limited physical access. In addition, authorized users are required
to enter their user ID and password prior to accessing data. Servers with sensitive data are not directly
connected to the internet and are insulated from internet traffic by a firewall. All network data is backed up
regularly on tapes. Tapes are stored in an off-site location away from the data center in a locked fireproof
cabinet. Sensitive data collected via the internet is collected with the use of SSL encryption. In areas where
sensitive financial data is transferred across the internet, tools such as Pretty Good Privacy are used to
encrypt email file transfers.

6. Incident response plan. In the event of a breach, ATSU’s incident response plan is outlined in the
cybersecurity manual. This plan will assist in containing incidents, avoiding escalation, preserving
evidence, returning to normal business operations, and preventing future incidents.

7. Disposal of confidential financial information
a. When paper files containing confidential financial information are no longer required to be retained under

ATSU Policy No. 10-209: ATSU Record Retention Policy, files are shredded using secure department
procedures. Documents awaiting shredding are kept in a secure location. Questions about shredding
procedures should be referred to department supervisors.

b. Electronic media containing confidential financial information are erased in such a manner so the information
cannot be read or reconstructed.

Responsibility

A.

B.

Safeguard coordinators (i.e., vice president for finance/CFO, CISO, and CIPO) — Responsible for overseeing and

monitoring the ATSU Financial Information Safeguards Program.

Vice president for information technology systems — Responsible for designating the Information Security Council

chair.

Information Security Council —

1. Responsible for providing an annual report regarding risk identification and safeguard effectiveness to the
safeguard coordinators (i.e., vice president for finance/CFO, CISO, and CIPO).

2. Responsible for reviewing this policy annually and recommending changes to the General Order Review
Committee.

Vice president & general counsel —

1. Responsible for ensuring contracts between the University and third-party servicers/vendors with access to
confidential financial information contain safeguards.

2. Responsible for ensuring third-party services/vendors with access to confidential financial information sign a
Protected Financial Information Agreement form (Attachment A).

Director of network operations — Responsible for monitoring and taking appropriate actions regarding security of all

data and information maintained on ATSU’s computer resources.

Hiring authorities — Responsible for checking references for potential hires who will have access to confidential

financial information consistent with ATSU Policy No. 90-215: Recruitment and Placement of Personnel.

Human Resources — Responsible for having new employees sign a Confidentiality Statement and for storing

Confidentiality Statements in employees’ personnel files. Human Resources will track the annual review of

confidentiality materials as part of required employee education.

Supervisors in departments where confidential financial information is received —

1. Responsible for educating new employees to comply with the safeguards set forth in the program and for annually
reminding employees of the safeguards.

2. Responsible for ensuring paper and electronic files containing confidential financial information are disposed of in
accordance with this policy.
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ATSU POLICY NO. 75-101: PURCHASING POLICY AND PROCEDURE

DATE APPROVED: MAY 29, 2019 SIGNATURE: Signature on file in HR
Purpose

This general order states A.T. Still University (ATSU) policy and procedure relative to the ATSU purchasing function.
ATSU Purchasing, as the centralized purchasing and requisition office, will provide all purchasing and

coordination/distribution services for ATSU and administer the purchasing function for all supplies and equipment
including, but not limited to, those supplies and equipment found on the Expense Object Code Listing.

Purchasing shall be responsible for: 1) establishing procedures to ensure quality goods and services are obtained at the
lowest reasonable cost, 2) ensuring goods and services are competitively selected (i.e., competitive selection may
incorporate multiple criteria of purchase award, with awards made based on the bidder whose proposal provides the best
value, use of a preferred vendor list, and cooperative contracts), 3) providing oversight to avoid acquisition of unnecessary
or duplicative items, 4) avoiding and/or disclosing all identified conflicts of interest in the selection of vendors/service
providers (see ATSU Policy No. 10-212: Conflict of Interest), and 5) maintaining all purchase-related documentation that
identifies, at a minimum, rationale for the method of purchase/procurement, selection/rejection of vendor/contractor, and
basis for price.

Policy

A. Requisitions and payable transactions excluding individual reimbursements:
1. Purchases not exceeding $3,000 (micro purchases)

a. Definition: Micro purchase is defined as the acquisition of supplies, equipment, or services where any unit
value does not exceed $3,000. To the extent possible, micro purchases should be distributed equitably
among qualified suppliers.

b. Acquisition procedure: Equipment and supplies not exceeding $3,000 may be acquired through submission of
a purchase order request (POR) or the use of a voucher (up to the voucher limit). Micro purchases may be
awarded without soliciting multiple competitive quotations if the price is considered reasonable. Price
list/quote is required for POR submissions.

c. Required approvals: When it makes good purchasing sense, purchasing authority has been delegated to
each department for those transactions not exceeding $3,000. The department may initiate a micro purchase
upon completion of appropriate paperwork and required approvals by academic department chair or
non-academic department head.

2. Small purchases more than $3,000 and up to $250,000 per item

a. Definition: Small purchase is defined as being greater than $3,000 and up to $250,000 per item.

b. Acquisition procedure: Equipment and supplies costing more than $3,000 and up to $250,000 per item are
acquired through the submission of a POR. Small purchases exceeding $100,000 in total must have at least
two price or rate quotations accompanying the required POR.

c. Required approvals: Small purchases require approval of an academic department chair or non-academic
department head, and academic dean or President’s Cabinet member. Small purchase procurement is
executed by the director of purchasing and purchasing staff.

3. Capital equipment $5,000 or more

a. Definition: Capital equipment is defined as tangible personal property having a useful life of more than one
year and a per-unit cost of $5,000 or more (see ATSU Policy No. 50-200: Fixed Asset and Capital Purchase
Policy).

b. Acquisition procedure: Capital equipment costing $5,000 or more is acquired through submission of a POR.
Capital equipment purchases must have at least two price or rate quotations accompanying the required POR
when the price exceeds $100,000.


https://docs.google.com/spreadsheets/d/1pGlplSG2Yi95Fu4H3GuxzTmm9VMlVP5WIggfZpZ86c0/edit#gid=0
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c. Required approvals: Capital equipment requests costing $5,000 or more must be approved by the academic
department chair and dean, or the non-academic department head and President’s Cabinet member. Capital
equipment PORs will be shared with Finance upon submission to Purchasing to ensure the specific request is
included in the approved capital budget. Finance will assist when the request falls outside the approved
capital budget. Capital equipment procurement is executed by the director of purchasing and purchasing staff.

4. Sole source purchases

a. Sole source purchasing is allowed in certain situations. Instances necessitating sole source purchasing
include the need to purchase items: 1) performing a certain function for which no other items are known to
exist, 2) with new patents or uniqueness limiting purchase availability, 3) for standardization purposes (e.g.,
research integrity), and 4) in emergency situations.

b. Justification for specifying such items is extremely important and must be documented. Allowable
justifications for sole source purchases include, but are not limited to, the following:

1. Supplier is the only source for the commodity or operates in a limited competitive market where the
manufacturer only authorizes one dealer for its products in each sales area.

2. Supplier could have a patented design or feature or merely be the closest producer from a transportation
standpoint.

3. Supplier may have a higher quality product, have better engineering support, or have the best production
capacity for the buyer’s needs.

4. Supplier is the only supplier willing to deal with small volume.

5. Other justifications may include superior customer service, low reject rates, favorable payment terms, or a
good delivery track record.

c. Acquisition procedure: The acquisition procedure for a sole source purchase corresponds to the type of goods
or services and amount of purchase (i.e., sole source micro purchase follows the same acquisition procedure
as requests for micro purchase, sole source purchase capital equipment follows the same acquisition
procedure as requests for capital equipment, etc.).

d. Required approvals: Required approvals for a sole source situation correspond to the type of goods or
services and amount.

5. Employees are prohibited from initiating multiple purchases to stay under purchasing limits.
6. Other approval processes may be triggered if purchase total expands beyond one purchase type into another.
7. Purchase patterns of employees are reviewed regularly by Purchasing.

B. Reimbursements

1.

Definition: A reimbursement arises when the University agrees to pay an employee or student an amount of

money equal to the amount that person spent on approved University related purchases excluding sales tax. A

reimbursement requires the original itemized receipt or invoice from the vendor. A reimbursement results in a

vendor/payee relationship between the individual and the University.

ATSU employees and students purchasing for ATSU funded organizations and projects are discouraged from

paying for University-related purchases with personal accounts. Use of personal accounts for University-related

purchases should be minimally and infrequently used. Purchases of equipment and supplies should be sourced

through Purchasing. Reimbursements exceeding $5,000 (including capital equipment) require prior approval from

President’s Cabinet member.

Required approvals: The department may initiate a micro purchase reimbursement request upon completion of

appropriate paperwork and required approvals by academic department chair or non-academic department head.

Small purchases reimbursement requests require approval of an academic department chair or non-academic

department head, and academic dean or President’s Cabinet member.

Review and payment procedure: In order to allow required review of reimbursement requests, Purchasing and

Finance may require up to 60 business days to process for payment..

a. ATSU will not reimburse sales tax incurred with exception of sales tax on meals, lodging, and other
unavoidable travel related expenses.

C. Sealed bids and competitive proposal

1.

Sealed bids and competitive proposal use is generally limited to procurement of construction and competitive
contracts for services. Procurement under federal awards necessitating sealed bids and competitive proposals is
subject to certain administrative requirements.
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2. See ATSU Financial Management Plan for Administration of Grants and Contracts (located at
atsu.edu/employeeforms), ATSU Policy No. 10-204: Contract Review and Approval Procedure, and the Uniform
Administrative Guidance 200.320 (c-d) for more information.

D. Prohibited purchases: Items that cannot be purchased or reimbursed using University funds

1. Firearms

2. Ammunition

3. Alcohol, unless approved by the president (See ATSU Policy No. 95-101: Alcohol at ATSU Events)

4. Items identified as non-reimbursable by other University policy including but not limited to

a.

ATSU Policy No. 50-101: Reimbursement for Travel Expenses

Non-institutional necessary entertainment

Movies

In-room bar

Gift shop items

Travel for family

Traffic violation fines

Parking fines

Personal automotive repairs

9. Alcohol

10. Seat upgrades from economy/coach

11. Other expenses that do not meet the business purpose

ATSU Policy No. 55-102: Hardware/Software Procurement Procedure

1. All computer purchases must be reviewed by Information Technology Services prior to purchase
ATSU Policy No. 75-103: Local Kirksville Charge Accounts

1. ltems purchased without a voucher from vendors within the voucher program may not be reimbursed
ATSU Policy No. 90-106: Work-at-Home Option

1. Computer hardware and peripherals

2. Internet

3. Telephone line

4. Furniture

5. Remodeling

Additionally, ATSU Policy No. 90-107: Telecommuting, ATSU Policy No. 90-108: Remote Employee Policy,
ATSU Policy No. 90-110: Reporting of Taxable Gifts, Awards, and Prizes, ATSU Policy No. 90-106:
Work-at-Home Option or other ATSU policy not mentioned here may need to be referenced to identify proper
channels for purchases.

PN OTRAWN =

5. Items prohibited by federal, state, and local laws

E. Restricted purchases: The following items are restricted purchases and may only be made by the identified
department. University funds may not be used for the purposes below without prior approval of the president.
1. Recognition items/qifts

a.

b.

Recognition for retirement and farewell receptions

1. Retiring employees may be recognized at the department or University level

2. Receptions should be limited to one hour unless in conjunction with the lunch hour

Recognition for service to the institution is conducted by Human Resources only.

1. Reception and recognition items are purchased and provided by Human Resources annually.

2. Employees will be recognized at the annual recognition event.

3. Employees will be recognized at five-year intervals.

Recognition of unique life circumstances

1. Birth or adoption of a child will be recognized by the President’s Office, if notified.

2. Academic graduation or accomplishment will be recognized by the President’s Office, if notified.

3. Death of an immediate family member will be recognized by Human Resources in the form of a memorial
or flowers at the request of the employee or employee’s supervisor.

University funds may not be utilized for gifts except for those provided by Human Resources.

1. Human Resources budgets and plans for one holiday event each year per campus and at the St. Louis
Clinic.

2. Individual departments, schools, and colleges may not utilize University funds to pay for gifts.
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2. Retreats and advances

a.

b.

Retreats and advances must have an agenda, a written budget, and strategic objectives to align with the
University strategic plan.

Objectives and budget must be approved in advance by the appropriate President’s Cabinet member and the
president.

F. Procurement procedures:

1. All purchases and requisitions must follow ATSU policy and be completed via the approved purchasing system.

2. Purchase requisitions and accounts payable submissions (including reimbursement requests) not completed in
compliance with ATSU policy and procedures will not be processed and will be reported as a policy exception.

3. All documentation and approvals are required prior to authorization of payment.

4. The procurement process is:

Requester originates a POR prior to completing order. POR is completed in its entirety including department
code, object code, description, and price, or when necessary, a price estimate.

Requester secures appropriate documentation (e.g., a price quote, price list, etc.) based on purchase
type/amount.

Requester secures appropriate approvals based on purchase type/amount.

Requester submits completed and approved POR to Purchasing for processing.

Purchasing initiates the purchase by placing order(s) for goods/services.

Goods/services are received. Recipient of goods/services is responsible for reconciling packing slip with
goods/services received.

Requester must notify Purchasing that goods/services were satisfactorily received and send packing
slip/receipt of goods documentation for reconciliation with original POR.

Upon receipt of the final invoice from the vendor, Purchasing will perform final confirmation/reconciliation of
packing slip, POR, and invoice.

Purchasing submits final approved invoice to ATSU’s accounts payable clerk for payment.

Responsibility

A. Employees — It is the responsibility of all employees initiating a POR to follow policy/procedure and avoid/disclose
conflicts of interest in purchasing.

Supervisors -— It is the responsibility of all supervisors to enforce adherence to department budget and ATSU
purchasing policy/procedure and avoid/disclose conflicts of interest in purchasing.

Purchasing staff -— The director of purchasing and purchasing staff are responsible for maintaining ATSU purchasing
policy/procedure and upholding the best interests of the University, including avoidance of conflict of interest in
purchasing.

B.

C.
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ATSU POLICY NO. 10-210: RED FLAGS RULE

DATE APPROVED: MARCH 31, 2020 SIGNATURE: Signature on file in
HR

Purpose

A. This general order establishes an identity theft red flags program (“the program”) at A.T. Still University of Health

Sciences (ATSU) to detect, prevent, and mitigate identity theft in connection with formation of a covered account or
operation of an existing account.

B. This policy will help ATSU:

1. Identify risks that signify potentially fraudulent activity within new or existing covered accounts.

2. Detect risks when they occur in covered accounts.

3. Respond to risks to determine if fraudulent activity has occurred and act if there is an attempted or actual occurrence
of fraud.

4. Update the program periodically, including reviewing covered accounts and identified risks.

C. This policy is intended to comply with the Red Flags Rule under sections 114 and 315 of the Fair and Accurate Credit

Transactions Act (FACT Act), which amended the Fair Credit Reporting Act (FCRA).

Definitions
A. “Covered account” means:

1. An account a creditor offers or maintains, primarily for personal, family, or household purposes that involves or is
designed to permit multiple payments or transactions. Covered accounts include credit card accounts, mortgage
loans, automobile loans, margin accounts, cell phone accounts, utility accounts, checking accounts, and savings
accounts. Any type of account or payment plan involving multiple transactions or multiple payments in arrears is a
covered account.

2. Any other account the creditor offers or maintains for which there is a reasonably foreseeable risk to customers or
to the safety and soundness of the creditor from identity theft, including financial, operational, compliance,
reputation, or litigation risks.

B. “Credit” means the right granted by a creditor to a debtor to defer payment of debt, to incur debt and defer its payment,
or to purchase property or services and defer payment.

C. “Creditor” means any person or organization that regularly extends, renews, or continues credit.

D. “ldentify theft” means actual or attempted fraud using identifying information of another person without authority to do

SO.

E. “Red flag” means a pattern, practice, or specific activity indicating possible identity theft.
F. “Responsible administrators” means

1. senior vice president-academic affairs or his/her designee (responsible for continuing education matters),

2. vice president for finance and administration/CFO or his/her designee (responsible for student tuition collection
matters),

3. vice president for student affairs or his/her designee (responsible for student loan matters),

4. vice president for university advancement or his/her designee (responsible for annual, major, or planned gifts),

5. KCOM dean or his/her designee (responsible for Gutensohn Clinic Associates),

6. ASDOH dean or his/her designee (responsible for ASDOH clinics),

7. ASHS dean or his/her designee (responsible for the Audiology Foundation of America Balance and Hearing
Institute), and

8. SOMA dean or his/her designee (responsible for the A.T. Still University Osteopathic Medicine Center Arizona).

Overview
A. Administration of program

1. ATSU’s Board of Trustees reviewed and approved this general order on Oct. 8, 2008. Subsequent revisions to this
general order, if implemented to improve the program’s process and/or comply with federal and/or state law, may
be made if agreed upon by the responsible administrators.
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Responsible administrators shall report annually to the vice president & general counsel regarding the University’s
ongoing compliance with this general order (Attachment A).
The report shall also address the following:
a. Effectiveness of the program in addressing risk of identity theft.
b. Significant incidents involving identity theft and management’s response.
c. Recommendations for material changes to the program.
Following receipt of red flags reports from the responsible administrators, the vice president & general counsel shall
report to the president.
flags

The following red flags are potential indicators of fraud and/or identity theft:

1.
2
3.
4.
5

6.

Alerts, notifications, or warnings from a consumer reporting agency.

Fraud or active duty alert included with a consumer report.

Notice of credit freeze from a consumer reporting agency in response to a request for a consumer report.

Notice of address discrepancy from a consumer reporting agency as defined in 12 CFR 334.82(b).

Requests to refund money to a credit card other than the one originally transacted. If the card is no longer available,

the refund should be issued in the form of a check and mailed to a verified address.

Requests to return a recent credit card payment/online gift to a different credit card. Perpetrators may attempt a

scheme whereby an online gift is made for a large amount from a stolen or lost credit card. The perpetrator then

calls the organization to say too many zeros were mistakenly added to the donation, and a refund for most of the

money is requested to a different credit card.

Attempts to charge small amounts for a donation online, generally $1 to $5, from a credit card of someone with no

apparent affiliation with the accepting organization. These are generally an attempt to see if the credit card is valid

and may be charged.

Attempts to charge a credit card online and the requested information (address/city/state/zip/first name/last name)

are garbled or do not make sense.

Presentation of suspicious documents, such as:

a. Documents provided for identification appearing to have been altered or forged.

b. Photograph or physical description on the identification is not consistent with appearance of the applicant or
customer presenting the identification.

c. Other information on the identification is inconsistent with information provided by the person opening a new
covered account.

d. Application appears to have been altered or forged, or gives the appearance of having been destroyed and
reassembled.

e. Presentation of suspicious personal identifying information including the following:

1. Address does not match any address in the consumer report.

2. Social Security number (SSN) has not been issued or is listed on the Social Security Administration’s death
master file.

3. Personal identifying information provided by the customer is inconsistent with other personal identifying
information provided by the customer. For example, there is a lack of correlation between the SSN range
and date of birth.

4. Personal identifying information is associated with known fraudulent activity as indicated by internal or third-
party sources used by ATSU. For instance, the address on an application is the same as the address
provided on a fraudulent application previously submitted.

5. Personal identifying information provided is of a type commonly associated with fraudulent activity as
indicated by internal or third-party sources used by ATSU. For example, the address on an application is
fictitious, a mail drop, or a prison, or the phone number is invalid or is associated with a pager or answering
service.

6. Unusual use of, or other suspicious activity related to, a covered account including the following:

a. Mail sent to the customer is returned repeatedly as undeliverable although transactions continue to be
conducted in connection with the customer’s covered account.

b. Notice from customers, victims of identity theft, law enforcement authorities, or other persons regarding
possible identity theft in connection with covered accounts.

C. Response to red flags

1.

Once a red flag is detected, the employee who detected the red flag shall gather all related documentation, draft a
brief explanation of facts, and forward the information to the appropriate responsible administrator.
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2.

3.

Once forwarded to the appropriate responsible administrator, he/she shall complete additional research and
authentication to determine whether the attempted transaction was authentic or fraudulent.

If the reviewing party, based on a thorough investigation, determines a particular transaction is, or is likely to be
fraudulent, appropriate actions must be taken immediately. Actions may include:

Contact the customer;

Change any passwords, security codes, or other security devices that permit access to a covered account;
Reopen a covered account with a new account number;

Not open a new covered account;

Close an existing covered account; and/or

Notify law enforcement.

Identity theft red flags program updates

~0o0oT®

«@

D. Every year the identity theft red flags program shall be re-evaluated by the responsible administrators to ensure:

1.

2.
3.

All aspects of the program are current and the program takes into consideration all realistic identity theft threats
within the existing business environment;

All covered accounts are included in the program;

The process covered by this general order is the most efficient, accurate means of protecting the University and its
customers from identity theft.

Responsibility

A.

o ow

m

The responsible administrators shall each provide an annual red flags report to the vice president & general counsel
(Attachment A).

The vice president & general counsel shall provide an annual red flags report to the president.

Employee training will be conducted yearly for all employees of ATSU for whom it is reasonably foreseeable they
may have access to accounts or personally identifiable information posting a security risk to ATSU or its customers.
Responsible administrators shall notify the training & compliance coordinator in Human Resources of employees in
their respective area requiring this training.

The training & compliance coordinator will conduct the training mandated under this policy for each new hire or
transfer affected as well as offer a yearly update in the fall.

ATSU shall take steps to ensure activity of a service provider, for whom it is reasonably foreseeable may have
access to accounts or personally identifiable information that may pose a security risk to ATSU or its customers,
complies with the red flags rule.
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ATSU POLICY NO. 10-220: ATSU CODE OF ETHICAL STANDARDS

DATE APPROVED: FEBRUARY 28, 2019 SIGNATURE: Signature on file in HR

Purpose

As a learning-centered university dedicated to preparing highly competent healthcare professionals, all members of A.T.
Still University of Health Sciences’ (ATSU) community must promote and adhere to the highest ethical standards of
professional, academic, and community conduct. Portions of this policy were extrapolated from the Statement of
Professional Ethics of the American Association of University Professors.

Policy

A.

Scope of policy: This ethical standards code applies to all “members of ATSU’s community,” including:

1. Faculty and staff;

2. Contractors, consultants, and vendors doing business with or on behalf of ATSU; and

3. Individuals who perform services for ATSU as volunteers and who assert an association with ATSU.

Respect for and compliance with the law and ATSU policies: ATSU is committed to compliance with all laws, including

but not limited to, FERPA and HIPAA, regulations, and ATSU policies and procedures. ATSU will not tolerate illegal or

unethical conduct, including but not limited to, theft, fraud, or other financial irregularity, misuse of University
resources, misuse of grant funds, unlawful discrimination (including sexual harassment), crimes of violence, or
conflicts of interest. Each ATSU community member is expected to be familiar with and comply with both the spirit and
letter of all laws, regulations, policies, and procedures applicable to their position and duties. All University-wide
policies are located on Human Resources’ ATSU portal page. ATSU will provide education and training to promote
awareness and monitor and promote compliance.

Reporting potential violations
All reports, questions, and concerns about legality or propriety of any action or failure to take action by or on
behalf of ATSU should be referred to an immediate supervisor, Human Resources, or the Office of the Vice
President & General Counsel.

2. Every ATSU community member is responsible to report any potential wrongdoing. Unreported wrongdoings may
be cause for discipline.

3. Allinquiries and good faith reports of suspected non-compliance may be made free from fear of retaliation.

4. While open, full-disclosure reporting is strongly preferred, anonymous and confidential reporting is available
through a 24-hour telephone service at 1.855.FRAUD.HL or through the secure online reporting form at
fraudhl.com. Reference company ID (“ATSU”) when making a report. Be aware reporting anonymously may
hinder an investigation.

5. ATSU will investigate all reports of suspected non-compliance, regardless of source, and implement corrective
action or disciplinary action when necessary.

6. Reported behavior should be evaluated under the guidelines for conduct established by ATSU Policies 90-209:
Employee Problem Solving Procedure and 90-210: Prohibition of Discrimination, Harassment, & Retaliation.

Support of ATSU’s mission and avoidance of conflicts of interest: ATSU is a not-for-profit institution dedicated to

teaching and scholarly activity. Every ATSU community member is expected to faithfully carry out their professional

duties in furtherance of ATSU’s mission. Every member has a duty to avoid conflicts between their personal interests
and official responsibilities and comply with ATSU and applicable school/college codes and guidelines for reporting
and reviewing actual and potential conflicts of interest. Additionally, a member may not utilize their position with ATSU
for their personal benefit or benefit of family or friends. Members are also expected to consider and avoid not only an
actual conflict, but also the appearance of a conflict of interest. Please see ATSU Policies 10-212: Conflict of Interest
and 20-117: Financial Conflict of Interest in Research.

Academic integrity
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Each ATSU community member involved in teaching and scholarly activities is expected to conform to the highest
standards of honesty and integrity.

ATSU respects the following rights of members involved in teaching and scholarly activity:

a. Opportunity for free inquiry and exchange of ideas in their subject area;

b. Privilege to present controversial material relevant to a course of instruction for which they have responsibility;
c. Responsibility to indicate uncertainties or limitations in teaching; and

d. Responsibility to conduct valid research and publish or distribute genuine results.

Activities such as plagiarism, misrepresentation, and falsification of data are expressly prohibited. All research
must be conducted in strict conformity with the applicable ATSU policies, procedures, and approvals and
requirements of all governmental and private research sponsors.

F. Respect for the rights and dignity of others

1.

2.

3.

oo

ATSU is committed to a policy of equal treatment, opportunity, and respect in its relations with faculty,
administrators, staff, students, and others who come into contact with ATSU.

All ATSU community members share the responsibility for maintaining a climate of mutual respect, while
upholding free and open discussion of ideas.

Communication in any format with all persons, including employees, students, guests and third parties, should be
conducted professionally in the spirit of collegiality, civility, and decency.

Severe or persistent misconduct that harms, intimidates, offends, degrades, or humiliates (sometimes referred to
as bullying or intimidation) an ATSU community member, whether verbal, physical, or otherwise, should be
reported as outlined in Part C of this policy.

Disputes among employees should be resolved involving the smallest number of individuals necessary.
Communication regarding issues or problems with or among employees should be shared with an immediate
supervisor or Human Resources. Such communication should not include other employees, students, or third
parties.

G. Ethical code of faculty activity: Faculty will assure a principal proportion of their professional effort will be devoted to
accomplishing ATSU’s mission. Faculty will seek to be effective teachers and scholars and help ATSU professionally
with committees and courses or research/scholarly improvements. While some faculty may engage in significant
professional activities outside ATSU, each will commit to the effort required to capably and completely perform their
assigned duties within ATSU.

H. Standards for interactions with students

1.

2.

3.

Students are a vital component of ATSU’s academic setting. ATSU community members are encouraged to

develop and maintain professional, collegial relationships with students.

ATSU faculty may not engage in consensual romantic or sexual relationships with students due to the inherent

imbalance of power present in all such relationships.

Consensual romantic or sexual relationships between current ATSU staff and current ATSU students are

discouraged, but not expressly prohibited. Any consensual romantic or sexual relationship between a current

ATSU student and an ATSU staff member should be reported by the staff member to Human Resources

immediately.

a. Human Resources should evaluate the staff member’s responsibilities with regard to potential influence over
the student’s academics, placement for rotation/residency, potential career, etc.

b. Human Resources has full discretion to prohibit relationships between staff members and students which
create potential conflict or improper imbalances of power. In such cases, Human Resources may recommend
a course of action to mitigate such a conflict or power imbalance. Recommended courses of action may
include an adjustment of the staff member’s responsibilities, transfer of the staff member to another work
area, or prohibition of the relationship.

c. Failure to disclose existing relationships or comply with Human Resources’ recommendations may result in
disciplinary action consistent with Part C of this policy.

Certain exceptions to standards for interactions with students may apply if a student’s spouse/partner is employed

by ATSU during the student’s academic tenure. In such cases, ATSU will ensure no student spouse/partner is

employed in any capacity where the student spouse/partner may evaluate, supervise, or advise students as part

of an ATSU program.
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I.  Ethical standards of community conduct: ATSU community members have the same rights and responsibilities as all
U.S. citizens, and all members are expected to uphold and obey local, state, and federal laws. Members are free to
express their views and participate in political and social processes of the community. However, when they speak or
act in their capacity as private citizens, members should avoid creating the impression they speak for or represent
ATSU. Constitutionally guaranteed freedom of expression does not supersede ATSU’s responsibility to discipline a
member for violations of the ethical standards outlined above.

J.  Violations of ATSU policies safeguarding confidential financial information, protected health information, and other
confidential information, m